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Oday attack

AAA: Authentication, authorization, accounting
access and authentication
Access Control

Access Control Service
access governance
Access Matrix

Access Method
Accessibility Features
Account collision attack
Account Harvesting
accountability

ACK Piggybacking

ACL: Access Control List
active attack

Active Content

Active Data Dictionary
Active Directory

Activity Monitors

actuator

ADM: Application Data Management
Administrative Templates

Advanced Analytics

Advanced Fraud Detection and Analysis
Technologies

Advanced targeted attacks
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37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

Advanced Threat Detection (ATD) Appliances
Advanced Web Services

adversary

AES: Advanced Encryption Standard
aggregation

Al: Artificial Intelligence

AlOps: Artificial Intelligence for IT Operations
Air-gapped

alert

Algorithm

Algorithmic Business

All-in-One (AIO) PCs

ambiguous risk

AMG: Access Media Gateways

ANSI: American National Standards Institute
anti-evasion technologies

anti-malware

anti-virus

antivirus software

AP: Access Point

APA: Applications Portfolio Analysis

aPaaS: Application Platform as a Service
APl Management

API: Application programming interface
APIs for automated provisioning

Applet

application architects
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70

71

72

73
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Application Architecture
Application Control

Application Infrastructure
Application Integration
Application Obfuscation
Application Outsourcing
Application Performance Monitoring
Application Program

Application Release Automation
Application Server

Application Sharing

Application Software Services
application stack
application-aware

approval policy

APT: Advanced Persistent Threat

Architected Rapid Application Development

ARP: Address Resolution Protocol

ARPANET: Advanced Research Projects Agency

Network

ASCIl: American Standard Code For Information

Interchange

Asset Performance Management
Asymmetric Warfare

asynchronous procedure call
Asynchronous Transmission

ATM: Asynchronous Transfer Mode
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attack entry point

attack path

attack pattern

attack signature

attack surface

Attack Surface Reduction
Attack vector

Audio Mining/speech Analytics
Auditing

Augmented Analytics
Augmented Intelligence
Authentication
Authentication Service
Authentication Technologies
Authenticity

Authorization

autoElevate

Automated Backup
Automatic Restart
Automatically programmed tool
automatically updated
Autonomous System

Auto-Tiering: Automatic Storage Tiering

Availability
Backbone Network
Backbone Router
Backdoor
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124
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Background Task

Backhaul

backup

Backup Server

Backup/recovery Software

BAPI: Business Application Programming
Interface

baseline/benchmark

Basic Authentication

BCMP: Business Continuity Management
Planning

BCP: Business Continuity Planning

BEC: Business Email Compromise
behavior analytic techniques

behavior data

behavior monitoring

Beta Testing

BGP: Border Gateway Protocol

BIA: Business Impact Analysis

Big Data

Bi-modal approach

Binary Code

binary copies

BIND: Berkeley Internet Name Domain
Biometric Authentication

Biometric Characteristic

Biometrics
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BIOS: Basic Input/Output System

Bit

blacklist

BLE: Behavior Learning Engines
Block Cipher

Blockchain

Blue Team

BOM: Bill of Materials

bot herder

bot master

Botnet

BPA: Business Process Automation
BPM: Business Process Management
BPO: Business Process Outsourcing
BPR: Business Process Re-engineering
BRE: Business Rule Engines

breach

Broadcast Address

Browser

Brute force

Buffer

Buffer Overflow

build

Business Analytics

Business Intelligence (Bl) Platforms
Business Intelligence (BI) Services
Business Process
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170
171
172
173
174
175
176
177

178

179
180

Business Process Analysis Tools
Business Process As A Service
Business Process Management (BPM)
Standards

Business Process Modeling

business process

business unit

BYOD: bring your own device

Byte

Cache

Cache Cramming

Cache Poisoning

Caching Server

CARTA: Continuous Adaptive Risk and Trust
Assessment

CASB: cloud access security brokers
Cascading Faults

Case Management Solutions
Certificate pinning

Certificate-Based Authentication

CGl: Common Gateway Interface
Chain of Custody

Change Management

CHAP: Challenge-Handshake Authentication
Protocol

Chatbot

Check Digit
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Checksum

CIA: confidentiality, integrity, availability
CIAM: Customer Identity and Access
Management

CIFS: Common Internet File System
CIRP: Cyber Incident Response Plan
CIRT: Cyber Incident Response Team
CIS: Center for Internet Security

CISSP: Certified Information Systems Security

Professional

CKO: Chief Knowledge Officer

CLI: Common Language Infrastructure
clickjacking

Clicks And Bricks

Client

Client/server

Cloud Communications Service Provider
Cloud Computing

Cloud Email

Cloud Encryption Gateways
Cloud File Sharing

Cloud Security

Cloud Security Gateways
Cloud Service Elasticity
Cloud sprawl

Cloud Strategy

cloud users
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222
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224

225
226
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228
229
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Cloud-based Grid Computing
Cloudbursting

Cluster Controller

Clustered System

Clustering

CM: Content Management

CM: Configuration Management
CMP: cloud management platform
code injection

coin miner software

collection management system
COM: Component Object Model
Command and Control

Command and Control traffic
Command Line Transformation Utility
Common Information Model
Common Vulnerability Enumeration
Community Cloud

compensating controls

Competitive Intelligence
compromise

computer network defense
Computer-Integrated Manufacturing
Configuration Auditing
Configuration Management
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249
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console

Content Delivery Networks
Content Management Systems
Content-aware Data Loss Prevention (DLP)
Context

Context Management Engine
Context-aware Computing
Context-aware Security
Context-enriched Content
Continuous Improvement
Continuous Integration
Continuous Operations
Continuous Production
correlating anomalies
Corruption

Cost Benefit Analysis

Course Of Action

Covert Channels

CPE: Customer Premises Equipment

CPU: central processing unit

crawling file system

Credential Dumping

credentials

Crimeware

Crisis/incident Management (C/IM) Software
critical infrastructure

Cryptanalysis
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cryptographic algorithm

cryptographic isolation

CSB: Cloud Services Brokerage

CSP: cloud service provider

CSPM: cloud security posture management
CTI: cyber threat intelligence

CTO: Chief Technology Officer

Customer Information Management
Customized Network Management

CVE: Common Vulnerabilities and Exposures
CWPP: cloud workload protection platforms
cyber ecosystem

cyber incident

cyber incident response plan

cyber range

cyber teams

cyberattack

cyberespionage

Cybersecurity

Cybersecurity Policies

cyberspace

Cycle Time

Daemon

DAP: Directory Access Protocol

DAST: Dynamic Application Security Testing
Data Administration

Data Aggregation
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Data And Analytics

data at rest

data breach

Data Broker

Data Center

Data Center Storage Encryption
data confidentiality

Data Custodian

Data Deduplication

Data Dependency Mapping

Data Execution Prevention

data exfiltration
Data Governance
data in motion
Data Integration
data integrity

Data Lake

data leakage

data loss

Data Mining

Data Monetization
Data Ops

Data Owner

Data Profiling
Data Quality Tools
Data Replication
Data Synchronization

I 5 4T

S EUE

Kt 75

AR

K

Bl h O AR I

B L

H A
B N B

HHE A 22 W B
BIEHATIRYT, Windows XPZJ5 fIWindows R A
F T 5 1 22 X3 ) — R AR L)
B . s
HEia

SEEHE

AEE 00

e e B

AT

i yE it 2

B E R

ARt

s o mk

iz e

AT

Beda AT B A by
(/g BN

Hds = |

e CibZ



312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338

data theft

Data Warehouse
Data Wiping
Datagram

DBMS Management

DBMS: Database Management System

DCB: Data Center Bridging

DCIM: Data Center Infrastructure Management

DCO: Data Center Outsourcing
DDoS Mitigation Services

DDoS: Distributed Denial of Service
Decapsulation

Decision Intelligence

Decryption

Defacement

defense in depth

Demand Forecasting

Demand Pattern Analysis

Denial of Service

Deployment

DES: Data Encryption Standard
deviation

DevOps: development and operations
DevOps-washing

Dictionary Attack

Diffie-Hellman

Digest Authentication
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358
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digital business

Digital Certificate

Digital Envelope

Digital Forensics

Digital Network

Digital Security

Digital Signature

Directory Services
Discretionary Access Control
Discretionary Access Control List
Distance Vector

Distributed Computing
Distributed Data Management
Distributed Database
distributed digital technology
Distributed File Systems
Distributed Scans

distributed sensor

diverting attackers by using commercial

honeypots

DLL: Dynamic Linkable Library
DLP: Data leakage prevention
DLP: data loss prevention

DM: Data Management

DMP: Data Management Platform
DMZ: demilitarized zone

DNS: domain name server
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381

382
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DNS: Domain Name System
Domain Controller

Domain fronting

Domain Generation Algorithms
Domain Hijacking

Domain Name

downstream function

DPI: deep package inspection
DR: data recovery

DR: Disaster Recovery
Drive-by Compromise

drive-by pharming

DRM: digital rights management

DRP: Disaster Recovery Planning
DSA: Digital Signature Algorithm

DSS: Digital Signature Standard

Dumpster Diving

Dynamic Business Process Management (BPM)

Dynamic Content

Dynamic Routing

Dynamic Routing Protocol
Dynamic Web Application Tools
EA: Enterprise Architecture

EAP: Extensible Authentication Protocol

Eavesdropping
Edge
Edge Computing
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EDR: endpoint detection and response
Egress Filtering

Elastic Multitenancy

Electronic Signature (e-Signature)
Electronic Waste (e-Waste)
Embedded Analytics

Emotion Detection

Encapsulation

Encryption

encryption and tokenization

end-user organization

end-user-facing desktops and laptops
Enhanced Data Rate

Enhanced Parallel Port

Enterprise Architecture (EA) Assurance
Enterprise Architecture (EA) Tools
enterprise information security charter
Enterprise Network

Ephemeral Port

EPP: Endpoint protection platform
escalate privileges

Escrow Passwords

ESI: Enterprise Security Intelligence
Event, Fault And Log Management
Exploit kit

exploit prevention

Exploit Target
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Exploitation

Exploited in the Wild
Exterior Gateway Protocol
External Audit

false negative

false positive

False Rejects

Fast File System

fast flux

Fast-packet Switching

Fault Detection And Isolation
Fault Line Attacks

file hash

File Server

FIM: file integrity monitoring
Firewall

firewall and anti-virus
FMEA: Failure Modes Effects Analysis
footprinting

force multiplier

Forensic Analysis

Forensic Software
forensics

Fork Bomb

Form-Based Authentication
Forward Lookup

forward proxy
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465

466
467
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Fragment Offset
Fragment Overlap Attack
Fragmentation

Fraud Detection

free during beta, fee-based at general availability

free full-volume encryption

full-packet capture solutions

Fuzzing

Fuzzy Logic

FWaaS: Firewall as a Service

Gateway

Gateway (Transcoding) Server

Gateway Server

GDPR: General Data Protection Regulation
go to a console

Golden Ticket

graphic display interface

GRC: Governance, Risk and Compliance
Grid Computing

Grid Computing Without Using Public Cloud
Computers

Group Managed Service Accounts

GUI: Graphical User Interface

hacker

Hardening

Hardware And Software Maintenance Services
HDD: Hard-Disk Drive
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Headless system
heterogeneous cloud environments
Hierarchical Storage

Hijack Attack

HIPS: hosted intrusion prevention system
Honey pot

hopping attack

HSM: hardware security module
HTTP Public Key Pinning
Human Augmentation

human element

Human Intelligence

human middleware

hunting

Hybrid Attack

Hybrid cloud

Hybrid Cloud Computing

Hybrid Encryption

Hybrid Modeling

Hype Cycle

Hyperlink

Hypertext

hypervisor

I/0 Bound

I/O Channel

I/O: Input/Output

laaS: Infrastructure as a service
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523
524

IAM: Identity and Access Management
IAMS: identity access management system
ICMP: Internet Control Message Protocol
IDARS: Integrated Document Archive and
Retrieval System

IDC: Internet Data Center

IDE: Integrated Development Environment
identity cloning

identity fraud

Identity Management

identity services

IDoT: Identity of Things

IDS: Intrusion Detection System

IETF: Internet Engineering Task Force
ILM: Information Life Cycle Management
image

IMAP: Internet Message Access Protocol
immediately actionable intelligence
incident response

incident response plan

Incremental Backups

Industrial Control System

infected

Inference Attack

inflection point

Infocentric

information and communication(s) technology
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544
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549
550

Information Governance
information security policy
Information Warfare
infrastructural cloud

Ingress Filtering

initial access

Input Validation Attacks

insider threat
instance-to-instance network connectivity
integrated sensor

Integration as a Service

Integrity Star Property
intelligence-driven

intelligent electronic devices
Internet Protocol Security
Intrusion Detection

intrusion protection system

IOCs: indicators of compromise
IoE: Internet of Everything

loT: Internet of things

IP: Internet Protocol

IPS: Intrusion Prevention System
IR: incident response

IRM: Identity Relationship Management

ISOC: intelligence-based security operation

center
isolated point solutions
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574
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576
577

ISP: internet service provider
ISV: independent software vendor
IT/OT Integration

ITG: IT Governance

Job Scheduling

Jump Lists

key management

key pair

keylogger

kill chain

Knowledge Assets
Knowledge Base

known bad/ known good
LAN Bridging

LAN: Local-Area Network
Latency

Lateral Movement

LDAP: Lightweight Directory Access Protocol

Least Privilege
legitimate traffic
licensing models
link jacking

Link-Local Multicast Name Resolution

live triage

LM: log management
Load Balancing
Loadable kernel module
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578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604

log normalization

Logic bombs

Logic Gate

M&A: Mergers and Acquisitions
MAC: Mandatory Access Control
MAC: Moves, Adds and Changes
Machine Learning

Magic Quadrant

malicious files

malicious operations

Malware

Man in the Browser

Managed Network Services
Managed Object

Masquerade

Masquerade Attack

md5

memory scraping

memory

Mesh Network

Message Authentication
Message Authentication Code
Metadata

metadata analysis

Metadata And Data Modeling Tools
MFA: multi-factor authentication
Microsegmentation
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605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631

Microservice

microvisor

Middleware

mitigation

modem

monitoring

Morris Worm

moving target defense

MRTI: machine-readable threat intelligence
MSP: Managed Service Provider
MSS: Managed security services
MSSP: managed security service provider
MTTD: Mean Time to Detect
MTTR: Mean Time to Respond
Multiplexing

multi-staged dropper
Multitenancy

Multithreading

mundane work

NAC: Network Access Control
named pipe

name-space

NAP: Network Access Point
NAS: Network-Attached Storage
Native encryption

native integration

native management console
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632
633
634

635

636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657

navigation workflow

Network and System Management

Network Computing

Network Configuration and Change Management

(NCCM) Tools

Network Database

Network Fault Monitoring Tools
network forensics

Network Intelligence

Network Interface Card
Network Inventory

Network Management
Network Management Center
Network Operating System
network protocol analysis
Network Redundancy
network resilience

Network Security

network segmentation
Network Sharing

network tap

Network Topology

network traffic

Network Virtual Terminal
Network Virtualization
Network/Host Artifacts
network-connected/powered-on
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658
659
660

661

662
663

664

665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681

Neural Network
new mindset
Next-generation Network

Nexus of forces

NFC: Near Field Communication
NGFW: Next-generation Firewalls
NIST: National Institute of Standards and
Technology

NLP: Natural-Language Processing
NTA: network traffic analysis
Object Data Model

Object Instance

Object Linking and Embedding
Object Request Broker

Object Role Modeling

OLAP: On-line analytical processing
on-premise

Open Architecture

Open Compute Project

Open Source

Open source intelligence
Operating System

operation hygiene

Operational Data Store

Operations Services
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682 operations staff BYEN T

683 Operations Support System BYES T RSt

684 orchestration TR :

685 origin server JR 46 MR 55 7%

686 OSA: Open Scripting Architecture FE IR A HE 22
687 OSS: open-source software TR A

688 OT: Operational technology Tkl A
689 outsider threat B B

690 OWASP: Open Web Application Security Project Jfi§fWeb F 22410 H
691 PaaS: Platform as a service P& BN AR 5%

692 packet capture A/ TUDRTIEIN

693 packet sniffing B AT B
694 Packet Switching S AL e

695 Packet-switched Network ERE s

696 PAD: Packet Assembler/Disassembler B H G MIFEES
697 PAM: Pulse Amplitude Modulation ik s 1 o

698 Pass the Hash WA A Bk

699 Pass the Ticket AL B

700 passive attack e sh Bt

701 Passive Data Dictionary B B -

702 Password Cracking R i

703 Password Management Tools FAMHE BT A
704 Password Sniffing A DIEEAN

705 password spraying B Tl

706 payload analysis Bfar o M

707 payload A R

SATRE BT TR (B 7 REFe ZANEAT SR 1)

708 payment card skimmers T 4 )



709

710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734

PCI DSS: Payment card industry data security

standard

PCU: Packet Control Unit

PDM: Product Data Management
pen testing (penetration testing)
penetration

Performance Management
perimeter

perimeter defense

perimeter firewall

periphery

persistence

Personal Cloud

Personalization Engines
Pharming

Phishing

phishing activity

physical control

physical firewall

Physical Security

PKI: Public-key Infrastructure
PLM: Product Life Cycle Management
PMO: Project Management Office
PNFS: Parallel Network File System
POC: proof of concept

point product

Poison Reverse
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735
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737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756

757

758
759
760
761

POP: Point of Presence
populate automatically
port forwarding

Port Knocking

Portable Executable
Portal

Portfolio Management
post-compromise

posture

power user

precision
pre-compromised
pre-filtering

Private Cloud Computing
Private Key

privilege escalation
process Kill

process

Product Support Services
profile

Program Compatibility Assistant
Programmable Infrastructure

Protected Process Light

Protocol

Protocol Conversion
Protocol Stack
Proxy Agent
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763
764
765
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770
771
772
773
774
775
776
77
778
779
780
781
782
783
784
785
786
787
788

Proxy Server

proxy

Public Cloud Computing
Public Key

Public-key Cryptography
Publish/Subscribe Architecture
pull or push information

purple team

Push Technology

Pyramid of Pain

QA: Quality Assurance

QAM: Quadrature Amplitude Modulation
QoS: Quality of Service
Quantum Computing
Ransomware

RASP: Runtime Application Self-protection
RAT: Remote access trojan
raw socket

Real-time Analytics
Reconnaissance

Red Team

Registry

registry modifications
regression analysis

Relational DBMS

Remote Access

Remote Control
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789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805

806

807
808
809
810
811
812
813
814

Remote Desktop Protocol

Remote Diagnostics

Remote Work

Removable Media

replication

repository

reputation-based intelligence
Resource Exhaustion

Response Time

Reverse Engineering

Reverse Lookup

Reverse Proxy

RFP: Request for proposal

Risk appetite

risk assessment

Risk Averse

Risk Management

Risk Management And Compliance Consulting
Services

risk mitigation

risk modeling

risk tolerance

Role Based Access Control

RSA: Rivest-Shamir-Adleman
SaaS: Software as a Service

SAE: System Architecture Evolution
SAM: Software Asset Management
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815
816
817
818
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820

821
822
823
824
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826
827
828
829
830
831
832
833
834
835
836
837
838
839
840

SAN: Storage Area Network
sandbox

SAST: Static Application Security Testing

Scalability
Scanner

SCCM: Software Change and Configuration

Management

SCM: Software Configuration Management

Scrambler
Screen Sharing

SDA: Software-Defined Architecture

SDK: Software Development Kit
SDN: Software Defined Network
SDP: Software Defined Protection
SD-WAN: Software-Defined WAN
Search Engine

secondary distribution network
Secret Key

Secret-key Cryptography

secure boot

Secure Web Gateway

security control

Security descriptors

Security Governance

security perimeter

security telemetry data

SEG: Secure email gateway
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841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863

864

865
866

selection guidelines
Self-defending network
Semantic analysis
Semantic Data Model
Semantic Nets
Separation of Duties
server workload
Service Inventory
Service Mesh

Service pack

Session

Session Hijacking
Session Key

severity and confidence
shadow cloud

Shadow IT
shared-service
shipping soon

shortlist

shoulder surfing
S-HTTP: Secure Hypertext Transport Protocol
Sl: system integrators
Side-Loading

SIEM: security information and event
management

signalling systems
Signature
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867
868
869
870
871
872
873
874

875
876

877

878
879
880
881
882
883
884
885
886
887
888
889
890
891

Signature Verification

signature-based anti-malware

Silver Tickets

situational awareness

SLA: Service-level agreements

Sliding Scale of Cyber Security

Sniffer

SNMP: Simple Network Management Protocol

SOA Governance Technologies

SOA: Service-oriented Architecture
SOAR: Security Orchestration, Automation and
Response

SOC: Security operation center
Social Engineering

socket

Software Development

Software Maintenance

Software Restriction Policies
Software-defined Networks
software-defined security mechanism
spam

spear phishing

SPI: stateful packet inspection
Spider

Spoofing

spyware
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893

894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917

SQL Injection: structured query language
injection
SSH: Secure Shell

SSL: Secure Sockets Layer
SSN: Switched Service Network
SSO: Single Sign-on

SSP: Storage Service Provider
Stack Mashing

startup folders, drivers and bootloader
Stateful Inspection

steering committee

sticky keys

strategic reach

strong authentication

Strong Star Property

Subnet

Subnet Mask

Subnet Number
subscription-based pricing model
supply chain

Supply chain management
SWG: secure Web gateways
Switched Line

Switched Network

Switching Center

Symmetric Cryptography

SYN Flood
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918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944

Synchronous Communications
Synchronous Network
Synchronous Transmission
Syntax

system design philosophy
System Integration

System Management

tab nabbing

targeted attack

TCO: Total Cost of Ownership
technology steward
templates and scripts

test for vulnerabilities

Text Mining

Text Retrieval

TGT: Ticket Granting Ticket
Thread Execution

Thread Local Storage
Threat Actor

Threat Assessment

threat detection capabilities
Threat hunter

Threat hunting

Threat Model

Threat Modeling

Threat Vector

threshold
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945 TI: threat intelligence JE 1

946 ticketing system TH RS

947 Time to Live A7 N ]

948 timeline f (1) 2%

949 TIP: Threat Intelligence Platform BUME IR CT &

950 TLS: Transport Layer Security iz % 4

951 token 2

952 Tokenization A AL

953 tooling integration T HAER,

954 toolkit THA

955 Track And Trace pER]

956 tracking B

957 triage B 739 Ik
958 Trojan Horse Frg AR

959 Trunking FERg SRR

960 TSP technical specification HARZH

961 TTPs: Tactics, Techniques & Procedures AR, HAR & B
962 TVM: threat and vulnerability managment 8 ot R e ) B

963 Typosquatting A A (RLEIFE) Zods
964 UEBA: User and entity behavior analytics H P FSEARAT N i
965 unifying taxonomy G — Rk

966 Universal Naming Convention 36 FH iy 44 AL

967 USB ports USBii

968 use case FH 1

969 User Authentication Technologies F P B 43 56 IEH AR
970 User Provisioning P ITiE

971 utility St
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980
981
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983
984
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987
988
989
990
991
992
993
994
995
996
997
998

UTM: Unified Threat Management
UXP: User Experience Platforms
VDI: virtual desktop infrastructure
virtual machine

virtual memory

visibility gap

Visualization

Volume Boot Record

VPN concentrators

VPN: Virtual Private Network
vulnerability management tools
vulnerability scoring

WAF: Web application firewall
watchlists

watering hole attack

Weakness

Web Crawler

web gateway

Web Server

Web Services

Web Services Software

White Team

whitelist

Windows Event Forwarding
workflow

Worm

Zombies
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999 ZTNA: Zero Trust Network Access EASEM L5 7]



