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0x01 fiRiFl
LAFRA%SA Critical

1. Windows DHCP (RSS2 iiTRER
LA R4S TRIRIT ISR ERT , Windows Server DHCP IREHEFEERNERINER. BINF L
AR EETLAE DHCP RSB EE LIETIERRE.

® CVE-2019-0725 - Windows DHCP Server Remote Code Execution Vulnerability

2. HFS|ZREFRTRER
ARSI ELEAFHINRNS AP EFETERBRITRER. ZiBRTEU—MIEETLIESRE
R E T XFHRTERABISNRARNEF. RIIFBZFRENKREE TR ES S AP ERE
IR, MRSZpAFEAEEAFPNRER , RIIARLRRENREEE@TERHZZ MRS, I
EUMERERER  BEE. EXEMREEE B eI2BaxeRPNRAIFIKS,

® CVE-2019-0884 - Scripting Engine Memory Corruption Vulnerability

® CVE-2019-0911 - Scripting Engine Memory Corruption Vulnerability

® CVE-2019-091:- Chakra Scripting Engine Memory Corruption Vulnerability

® CVE-2019-0913 - Chakra Scripting Engine Memory Corruption Vulnerability

¢ CVE-2019-0914 - Chakra Scripting Engine Memory Corruption Vulnerability



® CVE-2019-0915 - Chakra Scripting Engine Memory Corruption Vulnerability
® CVE-2019-0916 - Chakra Scripting Engine Memory Corruption Vulnerability
e CVE-2019-0917 - Chakra Scripting Engine Memory Corruption Vulnerability
e CVE-2019-0918 - Scripting Engine Memory Corruption Vulnerability

® CVE-2019-0922 - Chakra Scripting Engine Memory Corruption Vulnerability
® CVE-2019-0924 - Chakra Scripting Engine Memory Corruption Vulnerability
e CVE-2019-0925 - Chakra Scripting Engine Memory Corruption Vulnerability
e CVE-2019-0927 - Chakra Scripting Engine Memory Corruption Vulnerability
e CVE-2019-093{- Chakra Scripting Engine Memory Corruption Vulnerability
® CVE-2019-093" - Chakra Scripting Engine Memory Corruption Vulnerability

3. GDI+ =B ITER

Windows Elfi/i% &M (GDI) & EBMEFHYRIARPFETERPTRE. MIIF BLRRS
WHETHERENSEMNRR. WHEETRERERES 55, EXRMREE  SE2RE
LAFNROTKS. SHEEERPURMAFEL , HEEARERONRINAEFZ 2T
/N

® CVE-2019-0903 -GDI+ Remote Code Execution Vulnerability

4. Microsoft JIlSBRAFIRIFER
Microsoft YRR AIERIBEAFFINRE  FREEANITRRE. ZiREAEU—MEREE
FJUESEAFN E T FHRTERRBRSNRARE. RN BZRRNREETLERESE
RAFAEENAFNR. MRIFAFEREERFPNRER , BAREEETEHZRIMAIRS.
TEAMEREER  BEE. BEXElREE  SEZeI2BEe=eRPNRAIFIKE.

® CVE-2019-092¢- Microsoft Edge Memory Corruption Vulnerability

e CVE-2019-0929 - Internet Explorer Memory Corruption Vulnerability

® CVE-2019-0940 - Microsoft Browser Memory Corruption Vulnerability

5. Microsoft Word izfi2Xi TR
Microsoft Word B#4FTEEMRGEREFRHINRE , EhFEEREARRITRRE. AT BILRERE
MNIEE T UERLERRITNX AR AFRNTZE EFXXHHRTEE. i, XEHFTLURERE
AP RS SR AR BRI RAITERE.

® CVE-2019-0953 - Microsoft Word Remote Code Execution Vulnerability

PATFRiRERAImportant

6. Windows NDIS X RIZHEiRE



H ndis.sys BRFEEFEEAXZAITERERTXKERN , NBKNEFZEONE (NDIS) |
ERRIRTHRIRE.,
EEMALRR , EAMKRERET  REEJLIETRERIRITAN BREF LR T IEE RN
Al BINA BIRRNIEE T LRI E X hiziTi

® CVE-2019-0707 - Windows NDIS Elevation of Privilege Vulnerability

7. Diagnostic Hub Standard Collector, Visual Studio Standard Colleci
R PRIZF iR
Diagnostic Hub Standard Collector, Visual Studio Standard Collector FEERMNE
AR , FENRE KR,

e CVE-2019-0727 - Diagnostic Hub Standard Collector, Visual Studio Standard Colle

Elevation of Privilege Vulnerability

8. Windows Defender Application Control Z2IgESRid iR
Windows Defender Application Control (WDAR £ 1] Bt 10 4 Bl & Seiz WDAC 58 il $1 4T ) 2
I REGERL IR o A A U R ) B AT AR T O SHL B Windows  PowerShell 4 715 5 14
e
e CVE-2019-0733 - Windows Defender Application Control Security Feature Byp
Vulnerability

9. Windows X RIZFHER
SHBAEERESFER Kerberos FINMMEBMERZMIIEER , NMIARITFRIEERIENE
&Y, Microsoft Windows FREFEFIIRTHIFIRE.

e CVE-2019-0734 - Windows Elevation of Privilege Vulnerability

10. Windows GDI (g Sttt i&EimiR
Windows GDI B AERKREERNTFHFHRSEH  FEERItRERE. RIIFBILRRNKEE
LERBER , NTTH—SANRRFRSR.

® CVE-2019-0758 - Windows GDI Information Disclosure Vulnerability

e CVE-2019-0882 - Windows GDI Information Disclosure Vulnerability

e CVE-2019-0961 - Windows GDI Information Disclosure Vulnerability

11. Microsoft SQL Server Analysis Services (2t FBiEiR
Microsoft SQL Server Analysis Services AIERMHITITEIENIRE , EhEEERMRF
R IOA I IRIRNINEE BT LA E BRI B ThRRPRAIR S

¢ CVE-2019-0819 - Microsoft SQL Server Analysis Services Information Disclos



Vulnerability

12. .NET Framework #1 .NET Core {E4IRSS iR
%4 .NET Framework #1 .NET Core RIEHa4bIE RegEx = EEKY NET Framework ARIEHaH
SIEBEAFHINRE  FEERRSKE. RIIARLRRNKREETESSE NET NAER
BIRSS. WRATURTENE  MARRITEMEIE.

® CVE-2019-0820 -.NET Framework and .NET Core Denial of Service Vulnerability

® CVE-2019-0864 -.NET Framework Denial of Service Vulnerability

® CVE-2019-0980 -.NET Framework and .NET Core Denial of Service Vulnerability

® CVE-2019-0981 -.NET Framework and .NET Core Denial of Service Vulnerability

13. Windows Error Reporting N [RiIZH KR
Windows Error Reportin (WER) &EHRIAXPEFENRERIE. BIF BIRREINE
JUERZBRAFETEEAND. WEETBEREER  BEE. BXEMREE | & CIEZRE
B RAFRIFTIK .

® CVE-2019-0863 - Windows Error Reporting Elevation of Privilege Vulnerability

14. Azure DevOps Server and Team Foundation Serv@Susi 4 iR
Azure DevOps Server #] Team Foundation Server RIEFSE A IRHIMAR , FEED
BIA (XSS) imiA. ZYS5MRIERNKEGEETIAIEEM Azure DevOps  Server 8, Team
Foundation Server &iX4sHIRIBMGRERFAALLRR , LA HEZ BN RIS B AR
MEERF L X,
® CVE-2019-0872 - Azure DevOps Server and Team Foundation Server Cross-:
Scripting Vulnerability
® CVE-2019-0979 - Azure DevOps Server and Team Foundation Server Cross-:
Scripting Vulnerability

15. Windows RtZ X FRIEFH il
Windows RZAIERIBAIRZ RN , FESNREARE. R RZBRNKREEJUEE
R LIRISHIURTT.

® CVE-2019-0881 - Windows Kernel Elevation of Privilege Vulnerability

16. Windows OLE 2N TREiR
& Microsoft Windows OLE FAIEMRIEBFBALN , FRCZENTHERRE. REETLUF
tRmRELRIT RSN,

® CVE-2019-0885 - Windows OLE Remote Code Execution Vulnerability



17. Windows Hyper-V (E2iltiEiREiR
LHENIRIERSZ LR Windows Hyper-V LiAIEMEIERERIER S LB IS HRIERNRFR
Al FEERMtFRRE. ATHALRE  REZFRFE LNREETUETRIEHFKIRITAIE
Hyper-V EHRIER SR NS SRR IR,

e CVE-2019-0886 - Windows Hyper-V Information Disclosure Vulnerability

18. Jet HiEES|EiniRU A ITRIR

Windows Jet #iERESIZARIERIBLIERNFHRRINKRE , FETENITRBIRRE. RIIF BILR

NIEETUEZEE RFE LHRITERNRB.
e CVE-2019-0889 - Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-0890 - Jet Database Engine Remote Code Execution Vulnerability
® CVE-2019-089 - Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-089:- Jet Database Engine Remote Code Execution Vulnerability
® CVE-2019-089¢- Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-089!- Jet Database Engine Remote Code Execution Vulnerability
® CVE-2019-089¢- Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-089’ - Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-089¢- Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-089¢- Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-090(- Jet Database Engine Remote Code Execution Vulnerability
e CVE-2019-090' - Jet Database Engine Remote Code Execution Vulnerability
® CVE-2019-090: - Jet Database Engine Remote Code Execution Vulnerability

19. Win32k #R{IZH R
Win32k AHEHTEERGIERFRHTSEET , Windows FEFENRIEFRRE. HINF B
TETUERZEAPETERRB. WEETRERERER 5. BXEMREEE  sEZelE
B AP RAYFIKS.

e CVE-2019-0892 - Win32k Elevation of Privilege Vulnerability

20. Internet Explorer BRiRiRiR
= Internet Explorer RIEFAHEALIE URL BY , FHENIRIRE. BAIIFBLLRRENKEE FTIABE
AREEERLFHRRITIIMERERAF. 2B RRIITHNUETUSS]IRAE |, B LIBIEX
WEHS Web Iz55HEfRREXA,

e CVE-2019-0921 - Internet Explorer Spoofing Vulnerability



21. A S| ZREFRTRER
RIS |12 EAFFNRNS AP FEREAEIITHER. ZimRTEU—MIEETLESRE
B E TR HRTERRBROAINRARE. RNFBZRERNEEJLXES SR AR ERNRE
IR, RSB EAEERAFPNRER , RIIARLRRENREEETERHZZ MRS, I
EUMERERER  BEE. BXEMREE | BEZ 2 RE xR RAFIK,.

e CVE-2019-0923 - Chakra Scripting Engine Memory Corruption Vulnerability

22. Internet Explorer (5 2iltEimiR
Internet Explorer RIEFEAERTFHFHNSRES  FEGRMRERRE. I BLRRNKE?
ERERER , NTTH—NRRFPRS.

e CVE-2019-0930 - Internet Explorer Information Disclosure Vulnerability

23. Windows Storage Service I [RiZHHiRA
Windows Storage ServichSEIGHRIER , FFESNURTRIE. RIIFAXNRENKES
DEZEERR LIRBEURT.

e CVE-2019-0931 - Windows Storage Service Elevation of Privilege Vulnerability

24. Skype for Android (5 3ittiEiER
Skype for Android HEAERIMRERRE. FALBRENKEETUAERFANBENEL TS
Android i Skype FAAFHIXTIE.
EFEFRILRER , REEZFERZET Android ik Skype BESHEFIREEIIH Android FH1¥
FEiE,

e CVE-2019-0932 - Skype for Android Information Disclosure Vulnerability

25. Windows X [RIZHFR
Windows REEIFHEANIBE LR E4EERT , Microsoft Windows FEESIIRTHRERE. AIHFIA
RN EE TR ELEIBIRENEES R LE1T , HMEFNR,

e CVE-2019-0936 - Windows Elevation of Privilege Vulnerability

26. Microsoft Edge HRIEHRiRE
Microsoft Edge FERNIET KA , WEHE TR ALIKREBEL XS+ H AppContainer
2. RNFBILRRENNEE LK BENRAFBE Edge AppContainer V&,

® CVE-2019-0938 -WindowsEdge Elevation of Privilege Vulnerability

27. Unified Write Filter S RIEH B
Unified Write Filter (UWF) THEEARIERa R &IXEMFRAG AR , EPEESNIETHRRE. Kl



RtRENREETUEREEER/NRNER TEXZ UWF RIFRYEMERIT,
® CVE-2019-0942 - Unified Write Filter Elevation of Privilege Vulnerability

28. Microsoft Office Access Connectivity Engine =B ITRER
Microsoft Office Access Connectivity Engine AYELEREFEFHNTHET , EETELDHL
iw. RINFBLRRENNEETUERZEE RFE LNITEENRE,
® CVE-2019-0945 -Microsoft Office Access Connectivity Engine Remote Code Execul
Vulnerability
® CVE-2019-0946 -Microsoft Office Access Connectivity Engine Remote Code Execul
Vulnerability
e CVE-2019-0947 -Microsoft Office Access Connectivity Engine Remote Code Execul
Vulnerability

29. Microsoft SharePoint HXigiREiHA
Microsoft SharePoint Server RIEHBEAEZFMMAY SharePoint JRFENLIFIFKIZITAI W
5K, FERRRRE. SISHKIENKREETRBIEZFMAY SharePoint IRZI|/ARIEE
FRIRITHRYIB R EF) A I iRiE.

® CVE-2019-0949 - Microsoft SharePoint Spoofing Vulnerability

® CVE-2019-0950 -Microsoft SharePoint Spoofing Vulnerability

e CVE-2019-0951 -Microsoft SharePoint Spoofing Vulnerability

30. Microsoft SharePoint Server iR 1TIRF
Microsoft SharePoint Server TiAIEMIRBIFIFIEALEA ASP.NET Web 4R , F1EIT]
BiTRIE. AINF ALRRERNEESHRIENKREE T LERKSIRIRITRIRNEE  SharePo
N AR EHENT S ETFXHHITERE,

e CVE-2019-0952 - Microsoft SharePoint Server Remote Code Execution Vulnerability

31. Microsoft SharePoint Serve (5ERiltEiHiR
Microsoft SharePoint Server RIEFIBFE R EZF WA SharePoint RFE|/IIERFIKIRITAI W
BXKE , FEGRItRRRE. SESHNKIENKNEETRELTRAZFMA SharePoint IRSZEES
ZRFRRIT AT REF) B iRIE.
RINF XY RANKEETREAEZEMNRZE LNTEWLHARE  AEISRIAFNRE ETX
BT,

e CVE-2019-0956 - Microsoft SharePoint Server Information Disclosure Vulnerability

32. Microsoft SharePoint Serve S RIEHiF



Microsoft SharePoint Server RIEFAREREZFIMMAY SharePoint IRSZEFAILRFIRIRITAI W
BKE , FESNEFRRE. 2880RITENKREETRELIEZFMA) SharePoint RS
ZRFRRIT AT REF B iIRIE.
RINFAXERRENNEETEERTIMNARSZ LRTEBEEMAR S , AESAFPNTELETX
EITHIA,

e CVE-2019-0957 - Microsoft SharePoilElevation of Privilege Vulnerability

e CVE-2019-0958 -Microsoft SharePoinElevation of Privilege Vulnerability

33. Microsoft Office SharePoint XSS il
Microsoft SharePoint Server RIEFEERKEZF A SharePoint [RFEBIILRFIKIRITAI W
BEKE , FERBMREA (XSS) BiEH. £ SHRIENKEETREE AZEMAY SharePoint
FERRIEZFFHRIZITRIBEREFR B IiREE. R IF AXERANKEE TS F MRS _ LHRITE
WHARE  AEISRIAFNRE E I XXHIETHIA,

® CVE-2019-0963 - Microsoft Office SharePoint XSS Vulnerability

34. Azure DevOps Server and Team Foundation Server (FEittRiR
Azure DevOps Server #] Microsoft Team Foundation Server RIFHEE K15 221 HI R
RNERRRITRISHRIEEKE , FREGERKRRER. RIFBLRRNREETUESZHER
S LHRITEERRE.

e CVE-2019-0971 - Azure DevOps Server and Team Foundation Server Informs

Disclosure Vulnerability

35. ASP.NET Core B[RS RIR
= ASP.NET Core AIEF4LIE Web iBERES , FEELRS KA. AINFIRLKRENKEE TS
SE ASP.NET Core Web NWAREFIEEIRS . WiKATUKITEFNE , MARHITEHKRIE,

e CVE-2019-0982 - AS.NET Core Denial of Service Vulnerability

36. Internet Explorer 2885353 FiR
Z urlmon.dll RIEFMEAMEREL Web EffRICH , FEREVRERTRRE. WKERIT Inten
Explorer ST LUFETT TV FHEELEIZRIS AR Web EHERHFRIC.

e CVE-2019-0995 - Internet Explorer Security Feature Bypass Vulnerability

37. Microsoft Azure AD Connect X RIZH &R
Microsoft Azure Active Directory Connect RAEBkRAS 1.3.20.0 hEESFNIEFHRR | 1Ziwi
FREBE TN, ETFXXFHITED PowerShell Cmdlet , FHHITHRRURIE.

e CVE-2019-1000 - Microsoft Azure AD Connect Elevation of Privilege Vulnerability



